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Abstract – This study examines the optimization of 
digital platforms and data analytics technologies in peer 
counseling to address the limitations of traditional 
counseling services. A qualitative descriptive method, 
supported by a SWOT analysis, was employed to 
examine the internal and external factors influencing 
the effectiveness of IT-based peer counseling. Data were 
collected through semi-structured interviews and focus 
group discussions (FGDs) with 45 participants, 
including peer counselors, students, and academic 
counseling practitioners, who were purposively selected 
from 15 State Islamic higher education institutions in 
Indonesia. Thematic analysis was employed to process 
the qualitative data, supported by frequency-based 
interpretations. Notably, 80% of students reported 
improved access and engagement through digital 
platforms, while 67% of peer counselors highlighted 
increased confidence resulting from virtual training. 
The findings reveal that enhancing technical capacity, 
integrating platforms with institutional systems, and 
improving digital literacy and data protection policies 
are key to the sustainable implementation of IT-based 
peer counseling to reduce academic stress.  
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1. Introduction

In today’s digital era, information technology has
revolutionized almost every aspect of life, including 
the education system. The learning process, which 
was previously face-to-face, has now shifted to a 
digital format, requiring students to adapt quickly to 
new technologies. However, this change does not 
always run smoothly and is often a source of stress for 
students, particularly due to high academic 
expectations and increasingly fierce competition. A 
study by [1] showed that academic pressure from 
heavy assignments, parental expectations, and the 
demands of digital learning technology significantly 
increased anxiety and stress among high school 
students. Moreover, excessive exposure to screens and 
online communication, which often involves minimal 
emotional interaction, also contributes to increased 
social isolation and mental fatigue. The impact of this 
academic stress is limited to decreased academic 
achievement and extends to students’ psychological 
and emotional aspects. When stress is not managed 
correctly, students can experience burnout, sleep 
disorders, depression, and even the desire to leave the 
education system. Research by [2] stated that 
academic stress has a strong correlation with low 
learning motivation and the tendency of students to 
experience psychological disorders, especially in the 
post-pandemic period.  

This situation highlights the importance of 
effective, targeted interventions to alleviate academic 
stress and foster students’ mental resilience and 
emotional well-being. Unfortunately, conventional 
counseling services often struggle to meet the needs of 
all students equally.  
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Constraints such as limited availability, a shortage of 
professional counselors, and stigma toward counseling are 
the main obstacles to using these services. Furthermore, 
the students tend to be reluctant to seek formal help 
for fear of being labeled mentally weak or unable to 
cope with personal problems [3]. This creates a gap 
between students’ psychosocial needs and the 
availability of supportive services. Therefore, an 
alternative approach that is more inclusive, flexible, 
and in line with today’s students’ digital habits is 
needed. Peer counseling is one innovative solution 
that can answer this challenge. This community-based 
approach utilizes peer relationships to provide 
emotional support and guidance in managing 
academic stress.  

The advantages of peer counseling lie in its ability 
to foster higher empathy, increased openness of 
communication, and shared experiences in dealing 
with similar academic pressures. A study [4] revealed 
that students are more comfortable talking to peers 
because they feel less judged and more emotionally 
understood. This can significantly enhance the 
effectiveness of psychosocial interventions, 
particularly when supported by training and 
educational institutions. Although peer counseling has 
been recognized as an effective approach to improving 
students’ psychological well-being, its 
implementation in educational settings remains 
hampered by significant structural challenges. In its 
conventional form, peer counseling often lacks a good 
documentation system, is not standardized, and relies 
heavily on individual student or volunteer initiatives. 
The absence of clear regulations and technical 
guidelines leads to inconsistent implementation, 
thereby limiting its sustainability and scalability [5]. 
Many schools lack a framework to integrate peer 
counseling into their institutional psychosocial 
support systems, leaving these services temporary and 
unequally accessible to all students.  

To address these challenges, integrating 
information technology (IT) is a strategic alternative 
to support the transformation of peer counseling into 
a more structured and sustainable system. Technology 
enables the recording of counseling sessions, 
anonymous reporting, real-time monitoring of 
psychosocial data, and data-driven interventions. 
Furthermore, a digital platform designed specifically 
for peer counseling expands service reach and 
enhances students’  comfort in accessing emotional 
support [6]. With a digital platform, the school or 
professional counselor can systematically document 
and monitor the counseling process, increasing 
accountability and service quality. Recent research 
increasingly emphasizes the importance of a 
technology-based approach in supporting 
psychosocial interventions.  

Moreover, the mobile-based digital platforms can 
overcome geographical and temporal barriers, 
providing students with much-needed flexibility [7].  

In a broader context, [8] noted the high level of 
student burnout post-pandemic and lamented the lack 
of adequate face-to-face counseling services. In this 
case, technology is a complement and a catalyst in 
expanding peer counseling services to adapt to 
academic pressures and rapid social change. 
Furthermore, approaches that combine advanced 
technologies, such as artificial intelligence (AI), 
chatbots, and gamification, have been shown to 
enhance the effectiveness of psychological 
interventions in education. Furthermore, AI-based 
applications can respond to user emotions in real time, 
enabling more personalized and responsive 
interventions [9]. A study by [10] showed that 
technologies such as natural language processing 
(NLP), virtual platforms, and gamification increase 
student engagement and strengthen the retention of 
mental health messages. Meanwhile, an automated 
peer-matching application acknowledged that the 
psychosocial contextualization component remained 
insufficiently designed [11]. 

Thus, there is an urgent need to develop a 
structured, technology-based, and participatory peer 
counseling model that is technically responsive and in 
line with students’ social and educational contexts. 
Such a model must consider cultural diversity, 
students’ psychosocial backgrounds, and the 
dynamics of student relationships. Integrating tools 
such as chatbots or mobile platforms must not only 
focus on technical efficiency. Still, it must also attend 
to the quality of interpersonal relationships and the 
human values at the heart of peer counseling. 
Therefore, collaboration among educators, 
professional counselors, technology developers, and 
students is necessary to establish an inclusive and 
sustainable psychosocial support ecosystem. 
Furthermore, the importance of this research lies in 
addressing three urgent needs: (1) Strengthening peer 
support structures with the help of digital innovation, 
(2) Ensuring the inclusivity and scalability of 
counseling services across diverse student 
populations, and (3) Optimizing academic 
institutions’ capacity to respond to student stress 
through integrated systems.  

The study optimizes digital platforms and data 
analytics to support peer counseling as a scalable, 
accessible, and responsive solution for academic 
stress. The objective of this study is not to develop 
new digital systems or test specific applications, but 
rather to analyze the internal and external factors that 
affect the integration of IT in peer counseling services.  
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Thus, the research aims to 1) identify the strengths 
and weaknesses of existing IT-supported peer 
counseling systems, 2) analyze opportunities and 
threats arising from external environments, including 
policies, infrastructure, and digital literacy, and 3) 
formulate strategic recommendations using a SWOT 
analysis to drive effective change. The ultimate goal 
is to provide a practical, evidence-based framework to 
guide educational institutions in enhancing peer 
counseling services, thereby reducing students’ 
academic stress. 
 
2. Method 

 
The research methods section describes the study’s 

general background. It employs a qualitative 
descriptive approach, supported by the SWOT 
analysis framework, to explore the implementation of 
information technology in peer counseling. This 
section also outlines the research sample, sampling 
techniques, instruments, data collection procedures, 
and data analysis methods used in the study. 
 
2.1. General Background 

 
This study employs a qualitative descriptive 

approach, supported by the SWOT (Strengths, 
Weaknesses, Opportunities, and Threats) analysis 
framework, to explore, in a greater context, the 
dynamics of information technology implementation 
in peer counseling. This approach enables researchers 
to gain a holistic, in-depth understanding of the 
internal strengths and weaknesses, as well as the 
external opportunities and threats,  faced by higher 
education institutions, particularly in integrating 
digital platforms into peer counseling services. 
Furthermore, the SWOT analysis in educational 
research helps map technical and social factors and 
provides a basis for evidence-based strategic decision-
making [12]. This method is a reflective tool in digital 
peer counseling to assess institutional readiness, 
human resource capacity, and technology acceptance 
among students and counselors. The main focus of this 
study is to explore the interaction between internal 
factors, such as students’ digital competence and 
campus organizational culture, and external factors, 
such as government policies, IT infrastructure, and 
national digital literacy trends. 

This context is very important, especially in 
Islamic higher education institutions under the 
Ministry of Religious Affairs of the Republic of 
Indonesia, which face dual challenges: Maintaining 
religious identity while adapting to digital 
acceleration. Furthermore, the Islamic value-based 
higher education institutions have significant 
opportunities to strengthen value-based counseling 
but still face limitations in technology adoption and in 
adequate human resource development [13].  

Therefore, a SWOT analysis provides an 
opportunity to examine the imbalance between 
spiritual values and the demands of digital 
modernization in peer counseling practices. 
Furthermore, through the SWOT framework, this 
study aims to provide a more systematic 
understanding of the factors that support and hinder 
the integration of digital platforms and data analysis 
in peer counseling services. A similar study by [14] 
found that although technology has increased the 
accessibility of counseling services, factors such as 
trust, privacy, and institutions’ ability to manage data 
effectively remain significant challenges. By 
integrating qualitative and SWOT approaches, this 
study emphasizes technical evaluation and examines 
socio-cultural, psychological, and managerial aspects 
that influence the effectiveness of technology-based 
peer counseling services. The results of this study are 
expected to serve as the basis for formulating 
strategies to strengthen adaptive, participatory, and 
tailored counseling services within the local context of 
Islamic educational institutions. 
 
2.2. Participants 

 
This study involved 45 participants, comprising 

three main groups: peer counselors, students 
participating in technology-based peer counseling 
services, and lecturers or guidance and counseling 
practitioners. The participation of these three groups 
reflects their direct involvement in the practice and 
management of peer counseling services that integrate 
digital technology as a medium for communication 
and intervention. Researchers consider it essential to 
involve various parties with practical experience. The 
effectiveness of peer counseling programs is greatly 
influenced by the active involvement of all 
components involved in the service [15]. Participants 
in this study came from 15 state Islamic colleges 
(PTKIN) with active Islamic Guidance and 
Counseling programs, spread across various regions 
of Indonesia. Of the 58 PTKINs, only institutions 
actively involved in technology-based peer counseling 
practices were selected as research locations. This 
selection strategy was implemented through purposive 
sampling, which enables researchers to select subjects 
based on criteria of active involvement and empirical 
experience with the object of study [16].  

This approach is essential to ensure that the 
collected data is relevant and accurate and that it 
reflects the reality of implementing digital peer 
counseling in Islamic higher education environments. 
Each institution’s Islamic Guidance and Counseling 
Study Program ensures that respondents possess both 
theoretical and practical knowledge of the counseling 
services under examination.  
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The geographical diversity and technological 
maturity of the institutions that serve as participant 
sources also enrich the perspectives collected in this 
study. The distribution of institutions from western to 
eastern Indonesia allows researchers to capture 
variations in digital infrastructure readiness, academic 
culture, and institutional approaches to counseling 
services. Thus, this study captures peer counseling 
practices from a particular region or institution and 
presents a more comprehensive and balanced picture 
of the national implementation of technology-based 
peer counseling in the PTKIN environment. 
 
2.3. Instrument and Procedures 

 
Data collection in this study used two main 

complementary instruments to obtain a 
comprehensive picture of technology-based peer 
counseling practices. The first instrument was a semi-
structured interview guideline designed to explore 
participants’ experiences, perceptions, and 
evaluations of the use of information technology in 
peer counseling. Furthermore, the interviews focused 
on key themes, including the effectiveness of the 
digital platform used, the technical and psychological 
challenges encountered during the counseling process, 
the strategic role of peer counselors in supporting 
fellow students, participants’ digital literacy, and 
recommendations for improving services [7]. This 
semi-structured approach allows flexibility in 
gathering information, enabling the resulting data to 
accurately reflect authentic experiences while 
providing space for respondents to express their 
critical views. The second instrument was an 
observation checklist used during institutional visits 
and online counseling sessions to document the 
technical aspects and interactions using digital 
systems. This checklist includes observations of 
digital platform features such as chat systems, 
Learning Management System (LMS) integration, and 
training aids used by peer counselors and participants.  

These observations are crucial for capturing how 
participants interact with the technology in real-world 
contexts while also evaluating the system’s reliability 
and usability. Furthermore, systematic observation 
methods can enrich qualitative data with contextual 
information not always conveyed in interviews, 
thereby providing a holistic picture of the dynamics of 
digital counseling in academic environments [17]. The 
data collection process spanned three months and 
employed various methods to support data 
triangulation and enhance the validity of the research 
results. In-depth interviews were conducted 
individually via a video conferencing platform that 
enables cross-geographical access with the ease and 
security of digital communication, and were recorded 
with the participant’s consent for analysis.  

Additionally, online focus group discussions 
(FGDs) were conducted to gather collective 
perspectives and to explore issues arising from 
individual interviews. The researchers also conducted 
a document analysis of university policies, digital 
counseling guidelines, and national regulations 
governing educational technology and student mental 
health services to understand the regulatory 
framework and formal implementation of practices 
[17]. This combination of methods ensures that the 
data obtained is rich, in-depth, valid, and relevant in 
developing technology-based peer counseling 
services. 
 
2.4. Analysis Data 

 
Qualitative data analysis in this study employed 

thematic content analysis to examine interview data, 
observations, and related documents systematically. 
Meanwhile, this analysis consists of three main stages 
[18]. The first stage is data reduction, in which 
interview transcripts and observation notes are 
cleaned of irrelevant information and coded to identify 
essential elements corresponding to the study’s central 
themes. The codes are then grouped into categories 
based on the SWOT (Strengths, Weaknesses, 
Opportunities, Threats) framework. This approach 
allows researchers to organize data in a structured 
manner while focusing on strategic aspects of 
applying information technology to peer counseling 
services. The second stage of this analysis is data 
display, where the results of data reduction and 
categorization are presented visually to facilitate 
understanding and interpretation. The coded data were 
entered into a SWOT matrix and IFAS (Internal Factor 
Analysis Summary) and EFAS (External Factor 
Analysis Summary) tables to clarify the relationship 
between internal factors, such as the strengths and 
weaknesses of counseling services, and external 
factors in the form of opportunities and threats faced 
in the implementation of digital technology. This 
visual presentation of data is beneficial in identifying 
patterns and dynamics that emerge from the 
interaction of factors while facilitating a 
comprehensive and focused discussion [18]. 

In the final stage, the researcher interpreted the 
patterns identified in the SWOT matrix and the 
IFAS/EFAS tables and concluded. Based on the 
results of this interpretation, a strategic 
recommendation was formulated to optimize the use 
of information technology in peer counseling services. 
This approach aligns with the analytical framework 
proposed by [19], which emphasizes integrating 
research findings with practical strategies to ensure 
the effective application of research results.  

In addition to qualitative analysis, statistical 
frequency data is included to strengthen the findings. 
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For example, 80% of students reported that using a 
digital counseling platform increased accessibility and 
convenience. In comparison, 67% of peer counselors 
reported increased confidence after participating in a 
virtual training program. This combination of 
qualitative and quantitative analysis provides a more 
complete and valid picture of the effectiveness of 
technology-based counseling services. 
 
3. Results 

 
This research is discussed from psychosocial, 

technical, and higher education policy perspectives to 
provide in-depth insights into optimizing technology 
in counseling guidance. Additionally, the 
interpretation of the results is linked to previous 
studies to highlight alignments or differences in 
findings. This analysis is expected to serve as a 
foundation for developing more effective strategies to 
integrate information technology into peer counseling 
services, thereby providing broader benefits to 
students in higher education settings. 

 
3.1. SWOT Analysis 

 
The SWOT analysis assesses internal and external 

factors that influence the implementation of 
information technology in peer counseling. Internal 
factors include strengths that support program 
effectiveness and weaknesses that pose challenges in 
its implementation. Strengths: Emotional closeness, 
peer empathy, and peer counseling leverage horizontal 
relationships among students, where counselors and 
participants share similar academic experiences, 
fostering trust and empathy. Information technology 
(IT) enhances this by providing flexible 
communication platforms, such as chat and discussion 
forums, while preserving the personal touch. 
Flexibility and accessibility enable digital platforms to 
conduct counseling sessions anytime and anywhere, 
overcoming time and physical location constraints. 
Documentation and data analytics enable IT to store 
session data, track participant progress, and analyze 
academic stress patterns using mood trackers or AI-
based tools. Counselor capacity-building, virtual 
training modules, case-based video simulations, and 
access to the latest psychological resources enhance 
peer counselors’ competence. By integrating 
professional services, IT-based counseling can 
connect students to professional psychologists when 
they require further assistance, enabling a hybrid 
approach that combines peer counseling with 
professional support.  

 
 

Weaknesses: Resistance to change - some students 
and educators are more comfortable with conventional 
face-to-face counseling methods, especially in 
environments with low digital literacy. Dependence 
on internet infrastructure and uneven internet 
availability, particularly in rural areas, hinders access 
to digital platforms. Misinterpreting virtual 
communication, including nonverbal cues such as 
intonation and facial expressions, can make it 
challenging to convey meaning fully through text or 
short messages, potentially leading to 
misunderstandings. Due to limited technical training, 
peer counselors often lack expertise in advanced IT 
tools such as data analytics and platform management. 
Potential counselor burnout: Students serving as peer 
counselors may experience burnout from handling an 
excessive caseload without sufficient support from 
professionals or educational institutions. 
Opportunities: Global edtech adoption trends and the 
post-pandemic rise of educational technology create 
opportunities to integrate peer counseling into existing 
learning management systems (LMSs). Inclusive 
education policies and support from government and 
international organizations (e.g., UNESCO) for 
student mental health can serve as a basis for funding 
IT-based counseling programs. Collaboration with the 
technology sector and NGOs, as well as partnerships 
with edtech startups or mental health organizations, 
enables the development of innovative features (such 
as AI and gamification) at a more efficient cost. With 
growing mental health awareness, tech-savvy 
generations of students are more open to digital 
solutions for psychological issues.  

AI support for personalized counseling, which 
utilizes artificial intelligence to analyze student 
behavior patterns, can provide personalized 
recommendations for stress-coping strategies, thereby 
enhancing the effectiveness of peer counseling 
interventions. Threats: Privacy and data security 
issues, such as storing sensitive data, like counseling 
history and stress profiles, on a platform that lacks 
proper encryption, can make the platform vulnerable 
to breaches or hacking. The digital divide between 
regions means that students in remote areas may lack 
access to devices or quality internet, exacerbating 
disparities in counseling services. Device distractions 
and excessive notifications from other applications 
can disrupt focus during virtual counseling sessions. 
Unclear regulations and the absence of specific legal 
frameworks for digital counseling could lead to ethical 
or administrative conflicts. Without further research 
and data-driven evaluations, academic institutions and 
educators may question the effectiveness of 
technology-based counseling, thereby hindering its 
widespread adoption and implementation.  
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Furthermore, the SWOT analysis presented in this 
expanded Table 1 provides deeper insight into the 
opportunities and challenges of optimizing 
information technology for peer counseling 
applications to address academic stress.  

With the right strategies, existing weaknesses and 
threats can be mitigated, while strengths and 
opportunities can be leveraged to impact students 
positively. 

 
Table 1.  SWOT analysis 
 

Internal & 
External Factors Strengths Weaknesses 

Opportunities 

SO Strategy (Strengths-Opportunities) 
1. Integration with LMS and EdTech: 

Leveraging the adoption trend of educational 
technology.  

2. Strengthening collaboration: Partnering with 
edtech startups and NGOs to develop 
innovative features (AI, gamification).  

3. Enhancing peer counselor capacity: Utilizing 
inclusive education policies to gain support 
for technology-based training.  

4. Mental health awareness campaigns: Using 
digital media to increase mental health 
literacy among students.  

5. Expanding services to other communities: 
Using technology to extend the reach of peer 
counseling. 

WO Strategy (Weaknesses-Opportunities) 
1. Providing digital infrastructure: Proposing 

government or private sector support to 
provide internet access and devices for 
students.  

2. Digital training for peer counselors: 
Organizing workshops and e-learning 
programs. 

3. AI implementation in communication 
analysis: Developing AI-based systems to 
reduce misunderstandings.  

4. Improving regulations and standardization: 
Advocating for clear policies on digital 
counseling to avoid administrative hurdles. 

5. Hybrid counseling approach: Combining 
digital and face-to-face methods to 
accommodate students. 

Threats 

ST Strategy (Strengths-Threats) 
1. Stronger data security measures: 

Implementing encryption systems and two-
factor authentication.  

2. Raising awareness of digital privacy: 
Educating users about the importance of data 
security.  

3. Multichannel support: Providing various 
communication options (chat, video calls, 
voice notes). 

4. Cloud-based technology support: Utilizing 
encrypted cloud storage to address local data 
storage limitations.  

5. One week of technical assistance: Offer 
technical support services for peer counselors 
is offered. 

WT Strategy (Weaknesses-Threats) 
1. Simplifying technology for wider access: 

Developing a lightweight web-based 
platform.  

2. Mentorship for peer counselors in technology 
use: Implementing mentorship programs.  

3. Diversifying counseling media: Providing 
additional methods, such as anonymous 
forums or AI-based chatbots. 

4. Increasing awareness of digital regulations: 
Conducting seminars and workshops on ethics 
and legal aspects of digital counseling 
services.  

5. Developing standard operating procedures 
(SOPs) for digital counseling: Creating 
standardized guidelines for implementing IT-
based counseling. 

 
The SWOT matrix in Table 1 identifies the 

strengths, weaknesses, opportunities, and threats 
associated with the use of information technology in 
peer counseling. Strengthening digital infrastructure 
includes providing a stable internet network, adequate 
technological devices, and a secure and integrated data 
management system. Meanwhile, technological 
literacy refers to students’ and educators’ ability to use 
digital software and applications that support 
counseling services. These two aspects are considered 
essential prerequisites for an IT-based counseling 
system to function optimally and reach all students 
evenly.  

 
 

Furthermore, policies and regulations play a 
central role in realizing this strategy. The government 
and educational institutions must develop regulations to 
support the integration of technology into peer counseling 
services, including guidelines to protect student data, 
digital competency standards for supervising teachers, 
and budget allocations for infrastructure development 
and training. Without clear, supportive regulations, 
risks of data misuse, the digital divide, and stakeholder 
resistance can hinder successful implementation. 
Therefore, policies must be designed inclusively, 
taking into account the needs and conditions of each 
educational unit and involving active participation 
from students, teachers, parents, and technology 
developers. 
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With the right strategy, which includes 
infrastructure improvements, increased literacy, and 
policies that support information technology-based 
peer counseling systems, these systems can be 
implemented effectively and inclusively. The 
effectiveness of this system lies not only in its 
technological capabilities but also in how it fosters 
empathetic communication, maintains information 
confidentiality, and creates a supportive environment for 
students experiencing academic stress or other 
psychological issues. Inclusivity is key so that all 
students, including those from 3T (underdeveloped, 
frontier, outermost) areas, can easily access 
counseling services and directly benefit from them. 
Integrating technical strategies and humanistic 
approaches is expected to create a healthier 
educational ecosystem, mentally and emotionally. 

 
 

3.2. The Results of Internal Factor Analysis Summary 
(IFAS) 

 
IFAS (Internal Factor Analysis Summary) is a 

strategic tool for evaluating internal factors that 
influence the success of information technology 
implementation in peer counseling services. These 
internal factors include strengths and weaknesses 
within the educational institution, such as the 
availability of competent technology personnel, the 
readiness of the digital infrastructure, support from 
school management, and an organizational culture 
open to innovation. By systematically analyzing these 
factors, educational institutions can understand the 
key aspects that can serve as the foundation and the 
obstacles that must be addressed in implementing 
information technology for peer counseling. 
Understanding the results of the IFAS analysis, as 
presented in Table 2, enables the formulation of more 
focused and context-specific strategies.

 
Table 2. IFAS analysis 
 

Internal Factors Weight Rating Score 
Strengths    
1. Emotional Closeness and Peer Empathy 0.2 4 0.8 
2. Flexibility and Accessibility 0.18 4 0.72 
3. Documentation and Data Analytics 0.15 3 0.45 
4. Increased Counselor Capacity 0.17 3 0.51 
5. Technology Scalability and Integration 0.1 4 0.4 
Total Strength Score   2.88 
Weaknesses    
1. Resistance to Change 0.15 2 0.3 
2. Dependence on Internet Infrastructure 0.18 3 0.54 
3. Risk of Misinterpreting Virtual Communication 0.16 2 0.32 
4. Limited Technical Training 0.16 3 0.48 
5. Privacy and Data Security Vulnerability 0.1 3 0.3 
Total Weakness Score   1.94 
Total Overall Score   4.82 

 
The findings in this study were obtained through 

the Internal Factor Analysis Summary (IFAS) 
technique, a component of the quantitative SWOT 
approach. IFAS is used to identify and evaluate 
various internal factors that influence the success of 
information technology implementation in peer 
counseling services. Data were collected through in-
depth interviews and focus group discussions (FGDs) 
with various stakeholders, including students, 
guidance and counseling teachers, and school 
management. The collected data were then analyzed 
thematically to identify meaningful patterns. The 
results were arranged in an IFAS matrix, with 
assessments based on the importance and influence of 
each factor on the success of system implementation.  

The results of the analysis, presented in Table 2, 
show that the total strengths score is 2.88 and the 
weaknesses score is 1.94, for a cumulative total of 
4.82. This score indicates that the supporting internal 
factors have a greater influence than the inhibiting 
factors on the implementation of information 
technology in peer counseling services. In other 
words, the internal environment of educational 
institutions demonstrates strong readiness and potential to 
support digital transformation in counseling services, 
provided existing weaknesses are addressed through 
appropriate interventions. This figure is also a key 
indicator for developing specific, measurable internal 
strengthening strategies. 
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One of the most prominent findings in the IFAS 
matrix is the high score and weight given to the 
emotional closeness and empathy factor between 
peers, with a value of 0.8. This indicates that the 
relational and emotional dimensions are the primary 
strengths of technology-based peer counseling 
services. In this context, the emotional and egalitarian 
approach between students is considered very 
effective in creating a safe and supportive space for 
sharing. In contrast, the main weakness identified is 
dependence on internet infrastructure, with a score of 
0.54. This issue poses a significant barrier, particularly 
in areas with limited digital access, underscoring the 
importance of practical solutions to ensure fair and 
equitable connectivity for all students. Based on these 
findings, the IFAS analysis provides a strong strategic 
foundation for educational institutions to design 
effective internal interventions. Some concrete steps 
include providing technical training for peer 
counselors to enhance their digital competence, 
strengthening secure, easily accessible, integrated 
digital systems, and developing a hybrid service 
model that combines technology with a face-to-face 
approach. This approach enhances service quality and 
expands their reach to students with specific 
preferences or limitations.  

 
 

Overall, the results of the IFAS analysis confirm 
that readiness and strengthening of internal 
institutional factors are the main prerequisites for 
optimizing the success of information technology-
based peer counseling services. 

 

3.3. The Results of External Factor Analysis Summary 
(EFAS) 

 
The External Factor Analysis Summary (EFAS) is 

a systematic approach for evaluating external factors 
that influence the success of information technology 
implementation in peer counseling services. External 
factors analyzed in EFAS include opportunities and 
threats originating from the environment outside 
educational institutions, such as the development of 
digital technology, government policy support, trends 
in social media use among adolescents, and societal 
social and cultural dynamics. This analysis aims to 
understand how external conditions can be leveraged 
strategically and how external risks can be mitigated. 
Table 3 in this study presents the EFAS matrix, which 
assesses each factor’s importance and influence, 
thereby facilitating accurate, data-driven decision-
making. With a comprehensive understanding of these 
external dynamics, educational institutions can design 
more adaptive and responsive strategies for 
developing technology-based peer counseling 
services. 

 

Table 3.  EFAS analysis 
 

External Factors Weight Rating Score 
Opportunities    
1. Global Adoption Trend of Edtech 0.02 4 0.08 
2. Inclusive Education Policies 0.18 4 0.72 
3. Collaboration with the Technology Sector and NGOs 0.15 3 0.45 
4. Increasing Awareness of Mental Health 0.17 3 0.51 
5. AI Utilization in Digital Counseling 0.01 4 0.04 
Total Opportunities Score   2.88 
Threats    
1. Privacy and Data Security Issues 0.15 3 0.45 
2. Digital Divide Between Regions 0.18 3 0.54 
3. Gadget Usage Distractions 0.16 2 0.32 
4. Unclear Regulations 0.16 3 0.48 
5. Ethical Challenges in Digital Counseling 0.01 3 0.03 
Total Threats Score   2.09 
Overall Total Score   4.97 

 

The findings in this analysis were obtained through 
the External Factor Analysis Summary (EFAS) 
process, which was conducted after the initial thematic 
analysis of qualitative data collected from in-depth 
interviews, focus group discussions (FGDs), and 
review of policy documents and current scientific 
literature.  

The main objective of EFAS is to identify and 
assess external factors that influence the success of 
information technology implementation in peer 
counseling services. This process involves assigning 
weights to each external factor based on its relevance 
and influence on the service, then providing a 
quantitative ranking, which is subsequently combined 
to produce a total score.  
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With this approach, EFAS not only highlights the 
dynamics of educational institutions’ external 
environments but also provides an evaluative 
framework for formulating adaptive strategies. Based 
on the results in Table 3, the score for external 
opportunities is 2.88, while the score for threats is 
2.09, yielding a total score of 4.97. This indicates that, 
in general, the external environment supports the 
development of technology-based peer counseling 
services. However, several challenges remain that 
require addressing by implementing appropriate 
policies and strategies.  

Higher opportunity scores indicate external 
momentum that can be leveraged to expand and 
strengthen digital services, such as increasing 
awareness of the importance of student mental health, 
national policy pushes for the digital transformation of 
education, and enhancing technology accessibility 
among students and institutions. However, significant 
threat scores also indicate that risks such as digital 
inequality, data privacy concerns, and resistance from 
some parties to new technologies remain serious. The 
two most dominant external opportunities are the 
global trend toward the adoption of educational 
technology (EdTech) and the strengthening of 
inclusive education policies at the national and local 
levels. The EdTech trend promotes the integration of 
information technology into the learning and guidance 
process, including digital counseling services that can 
now be seamlessly integrated into Learning 
Management System (LMS) platforms such as 
Moodle and Google Classroom. In various State 
Islamic Religious Colleges (PTKIN), this platform 
provides forum spaces, chat rooms, and student 
progress reports that are directly integrated with the 
academic system. This not only increases the 
accessibility of peer counseling services but also 
enables educators to adopt a more systematic, 
documented, and well-monitored approach. 
Therefore, by optimally utilizing this opportunity, 
educational institutions can establish a counseling 
service ecosystem that is adaptive, sustainable, and 
aligned with the needs of today’s digital generation. 

Advanced technologies such as artificial 
intelligence (AI) and data analytics are now being 
integrated into peer counseling services to map 
students’ stress levels and accurately formulate 
personalized interventions. This technology processes 
data from various sources, such as survey responses, 
online learning activities, and digital social 
interactions, to identify students’ psychological 
patterns. Through this mapping, counselors can gain 
deeper insights into each student’s emotional and 
psychological state, allowing counseling approaches 
to be tailored to individual needs.  

 

However, the application of this technology is still 
in its early stages, and its effectiveness has yet to be 
fully scientifically validated and technically refined to 
ensure the system’s accuracy and reliability. On the 
other hand, several significant challenges hinder the 
full-scale implementation of this technology-based 
counseling system. Student data privacy and security 
are significant concerns, given that the data collected 
is highly sensitive and can be misused if not 
appropriately managed. In addition, the digital divide 
between urban and rural areas and between schools 
with high and low resources creates unequal access to 
this service.  

The absence of specific regulations governing 
digital counseling practices also increases the risk of 
ethical and legal violations, including a lack of 
guidelines to protect students’ rights as data subjects. 
Therefore, a cross-sectoral approach involving 
technology developers, educational institutions, and 
policymakers is needed to design a safe, inclusive, and 
accountable digital system. The EFAS analysis 
conducted in this context significantly contributes to 
addressing research questions regarding external 
opportunities and threats that influence the 
development of digital peer counseling services. 
These findings emphasize that opportunities from 
technological advances can be maximized when 
accompanied by strategies that holistically anticipate 
threats. Multi-sectoral collaboration is necessary to 
enhance equitable technology infrastructure, establish 
a robust digital policy and governance framework, and 
ensure data protection and equitable access. With this 
approach, counseling services will be more efficient, 
responsive, safer, and more inclusive for all students, 
enabling them to become an integral part of an 
education system focused on students’ mental and 
emotional well-being. 
 
4. Discussion 

 
This discussion section comprehensively outlines 

the results of the research analysis, including the 
identification of strengths and weaknesses of the 
implemented information technology-based peer 
counseling system, as well as opportunities and threats 
stemming from the external environment. 
Furthermore, the discussion includes the formulation 
of strategic recommendations to optimize the system. 
All SWOT analysis results are systematically linked 
to the research objectives to ensure alignment between 
the empirical findings and the conceptual framework. 
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4.1. Strengths and Weaknesses of Existing IT-Based 
Peer Counseling Systems 

 
Thematic analysis of interviews and focus group 

discussions (FGDs) revealed five primary strengths of 
the application of information technology in peer 
counseling services. First, emotional closeness and 
empathy among fellow students, established through 
informal digital platforms, were dominant, with 87% 
of participants feeling more comfortable opening up. 
This finding supports the theory of social presence and 
emotional support in digital communication that 
social presence and empathy can still be achieved in 
virtual interactions, particularly in the context of peer 
support [20]. Furthermore, adolescents find it easier to 
share their feelings in informal digital environments 
because they are less afraid of stigma and judgment 
[21]. The flexibility and accessibility of services are 
significant added values, with 80% of students stating 
that the ease of accessing services anytime, anywhere, 
primarily through chat applications and forums in the 
Learning Management System (LMS), is a significant 
advantage. This aligns with the latest version of the 
Unified Theory of Acceptance and Use of Technology 
(UTAUT) framework, which indicates that perceived 
ease of use and technology availability are key 
predictors of technology acceptance [22]. 
Furthermore, digitalization of mental health services 
eliminates time and space barriers that have 
previously limited adolescents’ access to 
psychological assistance, thereby increasing the 
opportunity for early and ongoing intervention [23]. 

The availability of documentation and data 
analysis features, such as progress tracking and 
emotion logs, provides essential benefits in 
monitoring participants’ psychological conditions on 
an ongoing basis. This approach refers to digital 
phenotyping [24], which uses real-time digital data to 
dynamically understand user behavior and emotions. 
Furthermore, self-monitoring and ongoing feedback 
are crucial for enhancing self-regulation and the 
effectiveness of psychological interventions. In 
addition, it stressed that integrating emotion-tracking 
features enhances peer counselors’ ability to recognize 
psychological changes and respond promptly [25]. 
Meanwhile, virtual training based on case simulations 
effectively increases peer counselors’ capacity, with 
67% reporting increased confidence in using 
technology. This aligns with the experiential learning 
principle, which posits that direct, experience-based 
learning, such as simulations, enhances practical skills 
and readiness to confront real-world situations [26]. A 
study also found that virtual training can significantly 
enhance peer counselors’ competence and self-
efficacy in utilizing digital tools to deliver high-
quality services [27]. 

Integrating technology-based peer counseling 
services with professional services (a hybrid model) 
enables interventions to continue when peer 
counselors’ capacity is exceeded. This approach 
adopts the stepped care model, as updated by [28], in 
which technology facilitates a systematic referral 
pathway from low-impact interventions to 
professional care. In addition, the importance of 
synergies between digital innovation and human 
services is emphasized to ensure the sustainability and 
safety of psychological interventions, especially in 
education and adolescent mental health services [29]. 
Despite these strengths, several significant 
weaknesses emerged. Around 40% of respondents, 
including students and faculty, still preferred face-to-
face methods to digital counseling services, indicating 
resistance to digitalization. This finding aligns with 
research showing that the preference for face-to-face 
interactions remains strong due to the need for non-
verbal cues and nuances of communication that are 
difficult to convey digitally [30].  

The gap in internet infrastructure in disadvantaged 
areas is also a significant barrier to accessibility, 
highlighting digital disparities as a significant obstacle 
to the equitable distribution of technology-based 
mental health services [31]. In addition, text-based 
communication, which is dominant in digital services, 
is prone to misinterpretation due to the lack of non-
verbal cues. According to the media richness 
communication theory, this is a significant limitation 
of low-rich communication media, such as text [32]. 
This limitation could lead to misunderstandings that 
worsen users’ psychological condition. Limited 
technical training is also a constraint, as many peer 
counselors lack the optimal skills to effectively use 
digital platforms and analytical features to build the 
capacity of digital support workers [33]. Finally, the 
risk of emotional exhaustion of peer counselors is also 
a concern, especially when workload distribution 
mechanisms and systemic support are inadequate. 

 
4.2. Opportunities and Threats from the External 

Environment 
 
This study highlights the emergence of various 

external opportunities that can strengthen the 
implementation of technology-based peer counseling 
services in educational settings. One important finding 
is the global trend in adopting educational technology 
(EdTech) post-pandemic, which has encouraged many 
institutions to transform psychosocial services into the 
digital realm. This aligns with UNESCO [34], which 
indicates that the global crisis has led to the 
digitalization of education and mental health services 
within student support systems.  
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The diffusion of innovation theory also explains 
how the adoption of new technologies in the education 
system is influenced by contextual needs and 
perceptions of their benefits, including in counseling 
services [35]. The second opportunity comes from the 
policy direction, where government and international 
organization initiatives promoting inclusive education 
also provide funding space and legitimacy for digital 
counseling services. In line with this, the importance 
of a policy framework for expanding access to school-
based mental health services [21] is underscored. 

Furthermore, the potential for collaboration with 
technology startups and non-governmental 
organizations (NGOs) presents a strategic opportunity 
to drive innovation in digital counseling services. 
Moreover, the research demonstrates that cross-sector 
collaboration enhances digital features through 
gamification and AI, which have been shown to 
increase user engagement [33]. In this context, 
Vygotsky’s social constructivist theory supports the 
idea that interactive digital media can strengthen 
social and emotional learning through more 
meaningful and enjoyable experiences. Increasing 
student awareness of the importance of mental health 
also strengthens acceptance of technology-based 
counseling approaches. This finding aligns with a 
study showing that younger generations are more 
receptive to digital emotional support than previous 
generations [20]. Furthermore, the theory of social 
presence emphasizes the importance of perceived 
social presence in digital communication, enabling 
empathetic, deep interactions even when they are not 
direct, thereby enhancing the effectiveness of online 
peer services [36].   

Using artificial intelligence (AI) to provide 
personalized treatment strategies is a new dimension 
in digital counseling services. This technology enables 
the system to analyze behavioral patterns and suggest 
interventions tailored to students’ needs. The adaptive 
learning system theory reinforces the relevance of this 
approach, emphasizing the importance of responsive 
systems that can adjust services to users’ 
psychological dynamics in real-time. Although these 
opportunities are promising, several external threats 
must be taken seriously. One of the main challenges is 
data privacy and security, as breaches of personal 
information can erode students’ trust in the system. 
Other research highlighted that digital mental health 
services are susceptible to cyberattacks and data 
misuse, underscoring the need for robust protection 
systems to accompany technological development 
[37]. In addition, the theory of digital ethics reminds 
us of the importance of transparency, user consent, 
and protection of privacy rights as the foundation of 
trust in online interactions. Other threats include the 
still-high digital divide across regions, device 
disruptions during counseling, and unclear legal 
regulations. Inequality in access to stable internet 
results in the exclusion of some students from services 
[38].  

Meanwhile, digital distractions, such as 
notifications from other devices, can reduce the 
effectiveness of counseling sessions. The lack of 
regulations governing digital counseling practices also 
creates ethical and legal ambiguity, ultimately making 
educational institutions hesitant to adopt this approach 
widely. 
 
4.3. Strategic Recommendations for Optimization 

 
Based on the IFAS and EFAS analyses, the 

strategy for optimizing technology-based peer 
counseling services aligns with the adaptive strategy 
approach in technology-based education management. 
The SO (Strength–Opportunity) strategy combines 
internal strengths, including system readiness and 
institutional support, with external opportunities, such 
as post-pandemic EdTech trends. Integrating 
counseling services into the LMS platform not only 
increases accessibility but also increases student 
engagement in seeking informal psychological help 
[21]. In addition, collaboration with technology 
companies and mental literacy campaigns on social 
media can significantly expand the reach of services. 
This is similar to findings that social media-based 
digital campaigns can reduce stigma and encourage 
adolescents’ active participation in mental health 
services [39]. The WO (Weakness–Opportunity) 
strategy seeks to address internal limitations, such as 
peer counselors’ limited technical skills, by leveraging 
external opportunities, including technological 
advancements and policy support. Intensive digital 
training and the development of AI-based modules to 
avoid miscommunication emphasize the importance 
of technical training and technology-based support 
systems for the effectiveness of psychological 
interventions [1].  

Additionally, expanding digital infrastructure in 
disadvantaged areas aligns with UNESCO 
recommendations [34], emphasizing the importance 
of inclusivity in education and student support 
services. This demonstrates that strengthening digital 
skills and resources must go hand in hand to ensure 
services reach all students at all levels equitably. 
Meanwhile, the ST (Strength-Threat) strategy 
leverages existing strengths, such as established 
system structures and peer emotional support, to 
anticipate external threats, including data security 
issues and regulatory gaps. Implementing cloud-based 
encryption and storage systems indicates that 
perceptions of data security and privacy significantly 
impact the sustainability of digital counseling services 
[37]. In addition, education on the ethics of using 
counseling platforms is crucial to prevent misuse of 
services, as emphasized by digital ethics and 
information literacy, which require users to take an 
active role in maintaining the integrity of online 
communication [40].  
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The WT (Weakness–Threat) strategy focuses on 
simplifying the technology interface and developing 
Standard Operating Procedures (SOPs) to address 
internal weaknesses and mitigate the impact of 
external threats. This strategy is essential in low 
digital literacy among some students and peer 
counselors.  

Developing practical guidelines and clear Standard 
Operating Procedures (SOPs) has increased the 
effectiveness of digital services and the importance of 
communication structures in long-distance 
interactions [41]. The provision of technology 
mentors is also an innovation that can offer real-time 
technical assistance, alleviate emotional burdens, and 
enhance the service system’s resilience. Implementing 
these strategies marks a paradigm shift in counseling 
services, transitioning from conventional approaches 
to technology and data-based systems. This approach 
responds to the demands of the times and strengthens 
the position of peer counseling services within an 
inclusive, adaptive education ecosystem. 
Furthermore, the modern educational environment 
requires systemic support from various microsystems 
and macrosystems, including policies, technologies, 
and user communities [42]. Therefore, formulating 
digital counseling strategies must always take into 
account the social, cultural, and technological 
contexts in which the service is implemented. 
 
4.4. Alignment of SWOT-Based Analysis with Research 

Objectives 
 
The SWOT analysis employed in this study makes 

an essential contribution to identifying and 
formulating the strategic direction for the 
development of technology-based peer counseling 
services, particularly in higher education. One of the 
main strengths is the successful implementation of a 
hybrid counseling model that combines face-to-face 
and digital approaches. Combining online and offline 
approaches can reach a broader student population and 
increase service participation [43]. Theoretically, it 
emphasizes the importance of the digital environment 
within the individual’s development ecosystem [44]. 
The effectiveness of using information technology to 
monitor and evaluate students’ psychological 
conditions is reflected in the system’s data analysis 
and stress-tracking features. Meanwhile, they 
emphasize that digital analytics can provide predictive 
insights into user behavior and inform the design of 
evidence-based interventions [45].  

In behaviorist theory, data obtained through digital 
tracking can strengthen the principles of 
reinforcement and behavior modification, particularly 
by enabling rapid responses to students’ psychological 
dynamics. 

Improving peer counselors’ competence through 
digital simulation-based training is another significant 
achievement. The technology-based training has 
effectively enhanced technical and empathetic skills, 
particularly in digital learning environments [46]. 
Within the constructivist framework, a training 
approach that emphasizes direct experience through 
real-life case simulations can enhance peer 
counselors’ conceptual understanding and adaptive 
responses to the psychological situations students 
face. The real-time monitoring system, which enables 
early detection of students’ stress and anxiety 
symptoms, demonstrates high responsiveness to 
adaptive service needs. This approach is supported by 
the idea that real-time, technology-based interventions 
are important for reaching individuals before 
psychological crises occur [29]. Such a system also 
aligns with the principles of the preventive response 
approach in mental health services, where early 
identification is key to preventing more serious 
problems.  

This study also presents strategic 
recommendations based on empirical findings for 
adoption by higher education institutions. These 
recommendations include integrating services into 
institutional Learning Management Systems (LMS), 
increasing Human Resources (HR) capacity, 
strengthening digital ethics regulations, and building 
supporting infrastructure in areas with limited access. 
This finding is relevant to the UNESCO report [34], 
which emphasizes the need for educational policy 
reform to accommodate mental health and digital 
technology as an inseparable whole in the 21st-century 
education system. Thus, the SWOT analysis in this 
study systematically addresses the research objectives 
and opens a broader dialogue among theory, practice, 
and policy in the development of digital counseling 
services. The success of this model demonstrates that 
technology-based peer counseling can be an integral 
part of students’ psychosocial support systems, 
provided it is designed with attention to contextual 
factors, safety, and active participation from all 
stakeholders.   

 
5. Conclusion 

 
Based on the IFAS and EFAS analysis results, the 

application of information technology in peer 
counseling has strong, meaningful potential to help 
students cope with increasingly complex academic 
pressures. Internal strengths such as flexible access, 
more open emotional bonds among peers, and 
technology's ability to continuously record and 
analyze students’ psychological conditions indicate 
that this approach not only offers technical 
convenience but also addresses the essential affective 
aspects of the counseling process. 
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Its significance lies in the fact that students, as the 
primary users of the service, feel more emotionally 
invested and can express themselves more freely in an 
inclusive digital environment. This aligns with 
Vygotsky’s theory on the importance of social 
interaction and closeness in the development of 
emotional understanding. In addition, emerging 
external opportunities, such as the development of 
global EdTech, educational policies that support 
mental health, and potential collaboration with the 
technology sector, provide a context that further 
strengthens the relevance of this service. However, 
data security and the digital divide remain and cannot 
be ignored. This is where its strategic significance lies: 
This study describes the reality of implementation. It 
provides practical guidance for higher education 
institutions on developing technology-based mental 
support systems. Strategies such as peer counselor 
training, strengthening privacy regulations, and hybrid 
service models improve service efficiency and redefine 
peer counseling as an integral part of a healthy and 
sustainable educational ecosystem. 
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