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Abstract — The functioning of the energy sector is
increasingly dependent on digitally integrated control
systems, including Supervisory Control and Data
Acquisition system (SCADA) as well as other
Operational Technologies (OT), which makes the
strategic role of cybersecurity even more important. In
Georgia, in parallel with integration with the European
Union and regional partners, the demand for
strengthening the security of the energy sector
infrastructure has increased.

The article discusses the characteristics of cyber
threats in the energy sector, including technological
vulnerabilities, the impact of cyber-attacks on critical
processes, and examples of real attacks. Both
international standards and regulations are reviewed, as
well as the Georgian National Cyber Security Strategy
and legislative reforms. The dynamics of changes aimed
at ensuring the proper cybersecurity of the energy
sector are discussed - both at the level of policy, and at
the level of technical and organizational practices.
Recommendations for developing a future-oriented
strategy are also presented. The article reflects
Georgia’s experience and challenges in strengthening
the cybersecurity of the energy sector and emphasizes
the need for its development in the context of regional
and international stability.
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1. Introduction

the fundamental
determining the

The energy sector is one of
foundations of modern society,
economic development, social well-being and
national security trends of the country. Energy
infrastructure - including generation, transmission and
distribution facilities - ensures the uninterrupted
supply of electricity to industrial, commercial and
residential users, which is essential for the proper
functioning of almost all modern systems.

Over the past decades, the energy sector has
undergone an intensive digital transformation. In
order to increase the efficiency and accuracy of
operations, automated control systems, such as
SCADA (Supervisory Control and Data Acquisition)
and ICS (Industrial Control Systems), are widely used.
However, the integration of digital technologies into
the energy infrastructure simultaneously increases
cybersecurity threats and creates new vulnerabilities.

The specifics of the energy sector, such as a
decentralized structure, the coexistence of old and new
technologies, a wide geographical spread, and the
criticality = of operational  continuity,  make
cybersecurity management particularly challenging.
Cyberattacks on energy infrastructure, such as the
incidents recorded in Ukraine in 2015 and 2016,
clearly show that energy systems often become
objects of targeted attacks, which directly threaten
social stability and national security interests.

In these conditions, there is an urgent need to study
in detail the features of cybersecurity in the energy
sector and determine the mechanisms that effectively
ensure the protection of infrastructure from various
types of cybersecurity threats.

This study aims to examine how the cybersecurity
risks associated with operational technologies (OT),
particularly in the context of SCADA and Smart Grid
systems, can be effectively managed in the energy
sector.
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The research seeks to answer the core question:

How can national energy infrastructure be
adequately protected against evolving cyber threats in
the context of increasing digital integration, especially
in countries undergoing structural modernization such
as Georgia?

This question is not only relevant to Georgia’s
national interests but also to the global cybersecurity
community. As energy systems become more
interconnected and dependent on real-time data
exchange and automation, their exposure to cyber
threats increases exponentially. Therefore, the
protection of energy infrastructure is not merely a
technical issue, but a multidimensional challenge
involving governance, regulation, technology, and
public-private cooperation.

From a broader perspective, this research
contributes to several intersecting fields - including
cybersecurity policy, critical infrastructure protection,
and energy systems engineering.

In this article, the following will be discussed:

e Specific features of the energy sector in the
context of cybersecurity;

e Classification and analysis of the main cyber
threats that threaten energy infrastructure;

e Review of applicable international and national
regulations and standards;

o Effective strategies and new technological
approaches to ensure cybersecurity in the
energy sector.

2. Specifics of the Energy Sector in the Context of
Cybersecurity

The energy sector includes not only the production,
transmission and distribution of electricity, but also
such critical areas as natural gas infrastructure and
water supply systems. Each of these components
represents an important critical infrastructure, for
proper functioning on which depends the economic,
social and security stability of the country.

While these characteristics are common across
many nations, their implications can vary significantly
depending on national and regional conditions. In the
case of Georgia, this issue is further complicated by
regional disparities in energy accessibility and the
uneven pace of infrastructural modernization.
Ensuring stable and equitable access to energy
remains one of the country’s key development
priorities. However, these systemic challenges -
including outdated infrastructure, limited digital
readiness, and geographical constraints - create a
complex environment in which cybersecurity
vulnerabilities are more likely to emerge [1], [2].
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The infrastructure of the energy sector includes the

following main segments:

o Electricity infrastructure: energy generation
(thermal power plants, hydro, wind, solar power
plants), high-voltage transmission networks and
distribution networks.

e Natural gas infrastructure: gas extraction,
processing, transportation through pipelines and
delivery to consumers. Gas systems often
include complex SCADA control systems for
monitoring pressure and safety processes.

All subsystems of the energy sector share common
characteristics that define specific cybersecurity
management needs:

e Physical geography: Infrastructure is often
located over large areas (for example, gas
pipelines, transmission lines, or water supply
networks), Which makes it difficult to bring
them under full control and increases physical
and cyber threats.

e Coexistence of old technologies with new
systems: Many energy and utility facilities use
outdated SCADAV/ICS systems that were not
designed with cybersecurity in mind.

e Integration trend: Integrating business-level IT
networks with operational OT networks
increases organizational productivity, but also
increases vulnerabilities - cyberattacks can be
carried out by moving from IT networks to OT
systems.

e Requirement of constant operation (24/7 mode):
Energy sector systems must operate
continuously, which makes it difficult to plan
security updates, install new software
functionality, and system repairs.

e Critical impact on the population and national
security: A successful cyberattack on any part
of the energy sector can lead to a large-scale
socio-economic crisis - from power outages to
environmental disasters (for example, in the
case of a gas leak) [3].

An attack on electricity systems can lead to a
complete shutdown of the sector, which is particularly
critical for infrastructure such as hospitals, transport
systems and emergency services. The main threats in
electricity systems are:

e Manipulation of network management systems

(network imbalance);
e Access and shutdown of remote stations;
e Emergency frequency or voltage changes.
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An attack on gas infrastructure could result in:

e Manipulation of pressure regulation systems
(possible explosiveness);

e Emergency shutdown or damage to the pipeline;

e Significant economic losses and long-term
disruption of gas supply.

Pipelines often use SCADA systems, the
vulnerability of which poses a critical risk.
Operational technologies (OT) are the technological
backbone of critical infrastructures, including the
energy, water, gas, and transportation sectors [4].
These technologies manage and control physical
processes, such as the generation and transmission of
electricity, the regulation of water flow, or the
distribution of fuel [5].

In the process of digital transformation of the
energy sector, automation and remote-control systems
are of particular importance, among which SCADA
(Supervisory Control and Data Acquisition) and
SMCS (Smart Management and Control Systems)
platforms stand out [6]. These systems provide
continuous monitoring and management of the
operational processes of the energy sector, which is
necessary to ensure the efficiency and safety of energy
production, transmission and distribution [7]. SCADA
systems are a complex architecture consisting of
central control stations, remote terminal units (RTUSs)
and programmable logic controllers (PLCs) (Figure
1).
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Their main function is to collect, process and make
operational decisions to manage various components
of the power system. Modern SCADA systems are
integrated with the Internet and use cloud
technologies, which increases their flexibility, but also
poses new cybersecurity challenges. SMCS systems
are an advanced form of energy sector management
based on the concept of intelligent networks (Smart
Grid). Combining various information technologies,
such as big data analysis, Artificial Intelligence and
Internet of Things (loT) platforms, to ensure the
optimization of energy production, transmission and
consumption. SMCS systems are particularly
important for the integration of renewable energy
sources, which contributes to the sustainable

development of the energy sector (Figure 2).
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The main purpose of SCADA and SMCS systems
is to effectively and securely manage the operational
processes of the energy sector, enabling:

o Real-time data collection and analysis from
various components of the energy system;

e Remote management and control of energy
production and transmission processes;

e Timely detection and response to emergency
situations;

e Forecasting
consumption;

o Integration and management of renewable
energy sources.

and optimizing energy
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3. Methodology

This study employs a secondary data analysis
methodology based on  publicly available
cybersecurity reports and official statistics. The
primary sources of data include the IBM X-Force
Threat Intelligence Index (2023-2025) and reports
from the U.S. Cybersecurity and Infrastructure
Security Agency (CISA).

These sources provide detailed information on
industrial and  operational technology (OT)
cyberattack incidents globally and by country.

Quantitative data on cyberattack frequency,
distribution by sector (IT vs OT), and geographical
patterns were extracted and organized into tables and
graphs to identify trends from 2020 to 2023. The
analysis focused on identifying the most prevalent
types of cyber threats in the energy sector, with a
special focus on Georgia.

The study also includes qualitative analysis of
regulatory frameworks relevant to energy sector
cybersecurity both internationally and within Georgia,
based on official legislative documents and strategic
plans.

4. Results

Despite offering numerous operational advantages,
SCADA (Supervisory Control and Data Acquisition)
and SMCS (Smart Management and Control Systems)
remain highly susceptible to a range of cybersecurity
vulnerabilities that threaten the stability of critical
infrastructure. Their integration with open networks
and the Internet increases the risk of cyberattacks,
which can lead to the failure of energy system
components or data compromise. Therefore, it is
necessary to ensure their security using modern
technologies and strategies [8].

Traditional SCADA systems are designed in
isolation and do not incorporate modern cybersecurity
mechanisms. Their integration with open networks
increases vulnerability. SMCS systems that use loT
and cloud technologies are also vulnerable to
cyberattacks. Numerous international studies confirm
that the digitalization of the energy sector and the
integration of legacy OT infrastructures significantly
increase the attack surface, particularly in countries
where modernization is uneven and outdated systems
remain operational [9].

SCADA systems often use insecure protocols such
as Modbus and DNP3, which do not provide data
encryption and authentication. This allows attackers to
conduct "man-in-the-middle" attacks and modify data
[10].
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Many SCADA and SMCS systems do not have
strong authentication mechanisms implemented,
which increases the risk of unauthorized access. Also,
the use of shared accounts is common, which makes it
difficult to monitor activities.

The lack of regular system updates increases
vulnerability, as unprotected systems are easily
exposed to known exploits. Many organizations do not
install security patches in a timely manner.

Remote objects, such as sensors and controllers,
are often not properly protected from physical access,
making it possible to directly impact them.

The integration of information technology (IT) and
operational technology (OT) networks increases the
attack surface area. If not properly segmented,
attackers can move from IT networks to OT systems.
For example, a 2022 study noted that many OT
systems still use outdated Windows XP/7 platforms,
which makes it difficult to implement modern defense
mechanisms [11], [12].

In this context, the growing dependence on
(operational technologies) OT systems creates a new
threat: Cyberattacks that are aimed not only at stealing
data, but also at physical systems. Cyberattacks
against OT systems, due to their inherent
vulnerability, are particularly dangerous, since not
only affecting the digital environment, but also the
real, physical processes. Such attacks can lead to
large-scale accidents, supply disruptions, economic
losses and, most importantly, a threat to human life
[13].

One of the most dangerous aspects is that
cyberattacks on OT systems often do not manifest
themselves solely in unbalanced network traffic or
malicious code, but also in the alteration of physical
processes — for example, in the manipulation of
temperature controls or the unexpected switching
on/off of a pump. It is this aspect that distinguishes OT
from IT systems and makes them a particularly high-
risk target [12], [14].

According to statistics, the number of industrial
cyberattacks has doubled compared to previous years.
According to the IBM X-Force Threat Intelligence
Index (2023), the OT sector is one of the most
frequently cited targets for targeted attacks, with
ransomware, credential harvesting, and firmware
exploits being the main methods (Table 1).
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Table 1. Industrial cyberattacks statistics [14], [15]

Country Number of Main Targets Main Attack
Industrial Methods
Cyberattacks
(2023)
USA 1,500 Energy, Ransomware,
Manufacturing, Credential
Water Harvesting,
Infrastructure Firmware
Exploits
Germany | 650 Manufacturing, | Ransomware,
Chemicals, Phishing,
Infrastructure Supply Chain
Attacks
Japan 420 Manufacturing, | Credential
Technology, Harvesting,
Infrastructure Firmware
Exploits,
Phishing
Great 390 Energy, Public Ransomware,
Britain Infrastructure Remote
Access
Trojans,
Phishing
Canada 310 Energy, Water Ransomware,
Management Credential
Systems Harvesting,
Phishing
Awustralia | 270 Mining Ransomware,
industry, energy | Firmware
Exploits,
Supply Chain
Attacks
India 450 Manufacturing, | Phishing,
Energy Ransomware,
Credential
Harvesting
Brazil 350 Energy, Ransomware,
Infrastructure Supply Chain
Attacks,
Credential
Harvesting

To illustrate the trends, Table 2 presents the
number of industrial cyberattacks by country in 2020-
2023.

Table 2. The number of industrial cyberattacks by country
in 2020-2023 [14], [15]

Country 2020 2021 2022 2023
USA 600 850 1,200 1,500
Germany 250 350 500 650
Japan 180 240 320 420
Great Britain | 160 220 300 390
Canada 130 180 250 310
Australia 100 150 210 270
India 200 280 370 450
Brazil 150 210 280 350
1846

These data are recorded in international reports,
which shows that the number of industrial
cyberattacks has increased by an average of 30-50%
year-on-year, especially in 2022-2023, when the OT
sector became a particular target.

Such cases demonstrate that cybersecurity of OT
systems is no longer a technical option — it is a crucial
issue of national security.

Statistically, in recent years the trend is clearly
visible:

o Attacks on OT systems are constantly
increasing, as more and more industrial systems
are connected to the Internet.

o Attacks on IT systems continue to dominate in
terms of quantity, as this environment is more
widespread.

According to the latest data from IBM and ENISA,
the attack rate can be divided as follows (globally for
2023):

e Share of cyberattacks on OT systems:
approximately 30%o.
e Share of cyberattacks on IT systems:

approximately 70%.

This means that although the number of attacks on
OT systems is increasing, the IT sector still dominates
in terms of overall volume.

To create a realistic picture, a statistical table for
2020-2023 showing the trend is presented (Table 3).

Table 3. Statistical analyze of cyberattacks [14], [15]

Year | Attackson Attacks oT IT
OT systems onliIT share share
(globally) systems (%) (%)
(globally)

2020 | 1,000 4,000 20% 80%

2021 | 1,400 4,600 23% 77%

2022 | 2,200 5,100 30% 70%

2023 | 3,000 7,000 30% 70%

These figures are based on various reports (e.g.,
IBM, ENISA, Dragos) and show how the role of the
OT sector in the threat landscape is growing.

Since 2022, the share of the OT sector has been
more stable around 30%, which indicates a growing
trend.

The number of cyberattacks on OT and IT systems
in 2020-2023 is shown in the form of a graph (Figure
3).
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The graph clearly shows how the number of
cyberattacks on OT and IT systems has increased
between 2020 and 2023. It is also clear that attacks on
both types of infrastructure are increasing, especially
in the IT sector, although the growth rate of the OT
sector is also very significant.

Table 4 provides a breakdown of the number of
cyberattacks on OT and IT systems by country in
2023. As shown, the United States experienced the
highest number of incidents in both categories,
followed by Germany and India. In contrast, countries
such as Australia and Canada recorded relatively
lower numbers of attacks.

Table 4. Number of attacks on OT and IT systems by country
[14], [15]

Country Attacks on OT Attackson IT

systems (2023) systems (2023)
USA 500 1,000
Germany 200 450
Japan 130 290
Great Britain 120 270
Canada 100 210
Australia 90 180
India 150 300
Brazil 120 230

The US continues to lead in both sectors, as
expected given its economic size and the size of its
critical infrastructure.

India and Brazil have relatively high rates, as their
industrial infrastructure is also growing rapidly and is
more vulnerable.

European countries (Germany, UK) are actively
investing in cybersecurity, although the number of
attacks on them is also high.

Cybersecurity regulations and standards for the
energy sector are critical components in protecting
energy infrastructure.
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These standards aim to ensure the security of
operational technologies (OT), such as SCADA and
SMCS systems, which manage energy generation,
transmission, and distribution. In recent years, various
international and regional organizations have
developed regulations and standards aimed at
strengthening cybersecurity in the energy sector.
NERC CIP (North American Electric Reliability
Corporation — Critical Infrastructure Protection) is a
set of standards in North America that define
requirements for the protection of critical
infrastructure. These standards include security
policies, access control, system monitoring, and
incident response. The objective is to maintain the
reliability and safety of electrical power grids.

IEC 62443 (International  Electrotechnical
Commission) is a series of international standards
focused on cybersecurity of industrial control systems
(ICS). The standard specifies security requirements
for the design, implementation and operation of
systems. Its goal is to protect ICS systems from
cyberattacks and reduce operational risks.

ISO/IEC 27019 is an extension of the Information
Security Management System (ISMS) specifically
designed for the energy sector. The standard covers
security controls aimed at protecting energy
production, transmission and distribution processes.

The EU NIS Directive (Directive on Security of
Network and Information Systems) is the first EU-
wide cybersecurity regulation, obliging member states
to strengthen the cybersecurity of critical
infrastructure. The Directive requires operators to take
security measures and report incidents to the relevant
authorities.

Companies in the energy sector use these standards
and regulations to develop and implement
cybersecurity policies. For example, in accordance
with the requirements of the NERC CIP, companies
develop security programs that include regular
monitoring of systems, personnel training, and
incident response plans. The use of IEC 62443 helps
companies determine the security levels of ICS
systems and take appropriate protective measures.

EU member states develop national cybersecurity
strategies and establish competent authorities
responsible for cybersecurity of critical infrastructure
in accordance with the NIS Directive. The use of
ISO/IEC 27019 helps energy companies adapt
information security management systems to the
specifics of the energy sector.

Cybersecurity regulations and standards for the
energy sector are important tools for protecting critical
infrastructure. Their use helps companies reduce the
risks of cyberattacks and ensure the continuity of
energy supply. Continuous development and updating
of standards are necessary in the face of growing cyber
threats [16].
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Cybersecurity reforms in Georgia, especially in the
energy sector, have been actively underway in recent
years.

The country has taken significant steps towards the
development of a national cybersecurity strategy and
the protection of energy infrastructure. The
development of the cybersecurity legislative
framework in Georgia has been progressing at a
significant pace in recent years. The country has
adopted several legislative acts and created
institutional mechanisms aimed at ensuring the
cybersecurity of critical infrastructure, including the
energy sector. Georgia actively cooperates with
international  organizations in the field of
cybersecurity. The country is a member of the
Budapest Convention and participates in various
international initiatives aimed at combating
cybercrime and strengthening cybersecurity. The Law
on Information Security, adopted in 2012, is the basis
of Georgia’s cybersecurity legislative framework [17].
It defines the subjects of critical information systems
and their obligations in terms of ensuring information
security. According to the law, subjects of critical
information systems are obliged to develop and
implement an information security policy that
complies with minimum security requirements. These
requirements are determined by the Digital
Governance Agency, in accordance with international
standards, such as 1SO and ISACA. The Digital
Governance Agency (formerly the Data Exchange
Agency) is responsible for regulating and supervising
information security policies. The agency establishes
minimum requirements and recommendations in
terms of information security and ensures monitoring
of their implementation. Also, the Computer
Emergency Response Team (CERT.GOV.GE)
operates under the agency, which manages
cybersecurity incidents and coordinates relevant
measures.

The Criminal Code of Georgia contains articles
related to cybercrime that comply with the
requirements of the Budapest Convention. The law
defines such crimes as unauthorized access to a
computer system, illegal data extraction, and
disruption of the system.

Georgian legislation defines three categories of
critical information infrastructure entities:

e First category: state organizations;

e Second category: electronic communications
companies;

e Third category: private companies whose
operations are important for national security
and economic stability [17].
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Companies in the first category are supervised in
terms of cybersecurity by the State Security Service,
which determines the appropriate strategies and
frameworks for state agencies. The National
Cybersecurity Strategy of Georgia for 2021-2024 is
the country’s third strategic document in this area,
which aims to systematically strengthen national
resilience and security in response to growing threats
in cyberspace. The strategy establishes four priority
goals:

1. Development of cyber culture and strengthening of
capabilities - the goal is to develop the cyber
culture of the information society and
organizations as well as strengthening their
capabilities. This includes increasing knowledge of
dealing with cyber threats and developing relevant
skills.

2. Sustainability of the cybersecurity governance
system and  strengthening  public-private
cooperation - the goal is to ensure the sustainability
of the cybersecurity governance system and
strengthen  public-private  cooperation.  This
involves creating effective mechanisms for timely
response to cyber-attacks and combating
cybercrime.

3. Developing cyber capabilities with strong human
resources and technical support - the goal is to
develo7p cyber capabilities with strong human
resources and appropriate technical support. This
includes improving the qualifications of
cybersecurity specialists and improving technical
infrastructure.

4. Strengthening  Georgia's  position in  the
international cybersecurity arena - the goal is to
strengthen Georgia's position in the international
cybersecurity arena. This includes strengthening
international support and cooperation, sharing
information on cyber threats, in addition to
participating in international cybersecurity events
[18].

The strategy was developed with the coordination
of the National Security Council, with the active
participation of the public and private sectors,
academic circles and non-governmental
organizations. Experts from the United Kingdom
made a significant contribution to this process,
guiding the strategy development process in
accordance with international best practices.

Georgia does not often appear separately in global
reports, as the country is a relatively small market in
the global cybersecurity landscape. However, in
recent years, Georgia has been significantly in the
spotlight for several reasons:

TEM Journal — Volume 15 / Number 2 / 2026.
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1. October 2019 — One of the largest cyber-attacks on
Georgia, when thousands of websites were hacked
simultaneously (including state agencies and
media).

2. Critical infrastructure — Georgia's energy and
transportation infrastructure periodically became a
target of cyberattacks, especially due to the
regional geopolitical context.

3. In 2020-2023 — According to data from Georgian
cybersecurity agencies, the number of cyberattacks
is steadily increasing, although official statistical
data is not always fully available to the public.

4. IT sector: Attacks on private companies, banks,
and public institutions are frequent.

Thus, cyberattack statistics on Georgia are rarely
seen separately in comprehensive international data,
but the trend is clear: preventing the growing threat of
attacks on critical infrastructure and increasing the
importance of cybersecurity protection. This need is
further emphasized by Georgia’s position as a key
regional energy transit hub, linking Europe and Asia,
which makes the protection of its energy infrastructure
critical [19], [20].

5. Conclusion

The energy sector has become one of the most
vulnerable and critical areas for cyber threats in the

modern digital era, especially for countries
undergoing structural and technological
transformations, such as Georgia. The digital
integration of operational technologies (OT),

especially SCADA (Supervisory Control and Data
Acquisition) and Smart Grid-Type control systems,
increases efficiency, but at the same time significantly
increases cybersecurity risks.

The research revealed that the initial architecture
of OT systems largely did not incorporate
cybersecurity  standards, which, against the
background of their open protocols, outdated system
platforms and insufficient access control mechanisms,
creates widespread vulnerability. What is particularly
dangerous is the fact that cyber-attacks on OT
infrastructure can lead not only to data theft, but also
to disruptions in energy supply, economic losses and
threats to human life.

Strengthening the cybersecurity of Georgia’s
energy sector requires a comprehensive, consistent,
and legally grounded approach. Collaboration
between the state and private sectors is essential to
build an environment that is resilient to technological,
geopolitical, and cyber threats.

A key priority in this process is the mandatory
standardization and certification of all organizations
operating within the energy sector, particularly critical
infrastructure operators managing SCADA and SMCS
systems.
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Adopting international standards such as ISO/IEC
27001 and IEC 62443 will help formalize internal
processes, enhance risk identification, and mitigate
vulnerabilities more effectively.

Given the increasing convergence of digital
technologies, it is also vital to ensure a clear separation
between operational technologies (OT) and
information  technologies  (IT). Implementing
infrastructure segmentation, zoning mechanisms, and
a “zero-trust” architecture can significantly reduce the
risk of cyber intrusions and facilitate faster incident
response when threats arise.

Another essential component is the development of
a robust national cybersecurity incident response
mechanism. This includes establishing a network of
Security Operations Centers (SOCs) capable of real-
time threat detection, analysis, and response.
Reinforcing the capacity of GE-CERT and ensuring
its sustainable funding will play a pivotal role in
enhancing national cybersecurity resilience.

The human factor remains a notable vulnerability
in cybersecurity. Therefore, regular training sessions,
phishing simulations, and both desk-based and field
exercises are indispensable. These efforts should be
complemented by increased engagement with the
academic and scientific communities, including
support for educational programs that focus on
cybersecurity in the energy domain.

Georgia’s strategic role as a regional energy transit
hub - connecting Europe and Asia - also underscores
the importance of securing its energy infrastructure.
Protecting this infrastructure is not solely a national
priority but a contribution to broader regional stability
and energy security.

Furthermore, cybersecurity stands as a key pillar in
Georgia’s efforts toward European and Euro-Atlantic
integration. To align with European Union and NATO
standards, Georgia must ensure that its energy
infrastructure complies with European cybersecurity
frameworks. Doing so will facilitate greater
interoperability with ENTSO-E and other continental
energy systems.

Addressing the cybersecurity challenges facing
Georgia’s energy sector is far more than a technical
necessity - it is a strategic imperative tied to national
interest, economic resilience, and public safety.
Implementing a robust, multi-layered cybersecurity
model, informed by both the local context and
international best practices, is essential for ensuring
the long-term stability and sustainability of Georgia's
energy infrastructure.
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