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Abstract - Cyberbullying is a growing problem in 
digital environments that affects students’ mental 
health. Anonymity, the broad reach of these platforms, 
and the lack of regulation worsen the situation. This 
research proposes that the use of machine learning 
(ML) can improve the detection of cases by aiming to 
increase the number of identified cases, reduce detection 
time, and enhance the accuracy rate. An applied and 
experimental methodology was implemented, 
comparing a control group (manual detection) with an 
experimental group (ML-based system). The results 
showed significant improvements across all indicators: 
The number of detected cases increased by 42.12%, 
detection time was reduced by over 99.9%, and the 
accuracy rate improved from 85.3% to 98.8%. These 
findings validate that the use of ML enhances the 
detection of cyberbullying cases, offering a scalable 
solution for educational institutions to transition from 
reactive to preventive strategies, thereby fostering safer 
digital ecosystems for students. 
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1. Introduction

Cyberbullying is a form of harassment that 
manifests on digital platforms through offensive 
messages, public humiliation, social exclusion, or 
persistent threats. Unlike traditional bullying, it does 
not require the physical presence of either the 
aggressor or the victim and is amplified by factors 
such as anonymity, virality, and the constant 
availability of social media. This issue most frequently 
affects children and adolescents, compromising their 
mental health, emotional well-being, and academic 
performance [1]. 

One in three students has been a victim of school 
bullying, with cyberbullying being one of its most 
common forms [2]. In Latin America, estimated that 
33% of students have experienced some form of 
cyberbullying figures that increased during the 
COVID-19 pandemic due to the intensive use of 
digital media [3]. In the Peruvian context, [4] reported 
that one in five adolescents dropped out of school as a 
consequence of this digital violence, and a more recent 
national report revealed that 61% of minors surveyed 
stated they had been victims of cyberbullying [5]. In 
the district of Nuevo Chimbote, in August 2023, the 
local DEMUNA (Peruvian child protection service) 
office reported 20 school cases related to this type of 
harassment [6], while at the national level, nearly two 
thousand cases were recorded on the official portal of 
the Ministry of Education [7]. These figures highlight 
the urgent need to implement technological solutions 
capable of detecting and mitigating the problem from 
early stages. 

In this context, machine learning (ML) emerges as 
an effective tool for the automated classification of 
offensive texts on social media. Since the pioneering 
work [8] and the formal definition of Learning [9], 
[10], it has been demonstrated that supervised 
algorithms can be trained to identify language patterns 
associated with hostile behaviors.  
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Recent studies support this claim: [11] developed a 
system using Support Vector Machines (SVM) and 
Naïve Bayes that detects cyberbullying in real time on 
platforms such as Twitter and YouTube; [12] 
employed deep neural networks, achieving an 
accuracy above 94%; and [13] confirmed the 
effectiveness of the Random Forest model in 
distinguishing offensive users on Twitter. 

In the national context, applied proposals have 
been developed within the educational environment. 
For instance, [14] proposed a web application that 
alerts parents to potential cases of cyberbullying, 
using models such as GPT-3.5 with high accuracy and 
adaptability to youth language. Similarly, other 
international studies [15], [16], [17], [18], [19] have 
demonstrated that hybrid approaches based on 
decision trees, deep attention mechanisms, or 
distributed collaboration, improve accuracy and 
reduce response time in detection. 

This study aimed to improve the detection of 
cyberbullying cases in posts made by school-level 
students on Instagram, through an automated system 
based on machine learning, framed within the Cross-
Industry Standard Process for Data Mining (CRISP-
DM) methodological process [20], which is widely 
used in data mining. To that end, a Google Chrome 
browser extension was developed to collect public 
comments and classify them in real time using 
algorithms such as SVM and Random Forest, 
integrated into a web-based system. 

This effort seeks to contribute to Sustainable 
Development Goal No. 16 [21]: Peace, justice, and 
strong institutions, by offering a technological 
solution capable of identifying and preventing 
psychosocial risk situations in digital school 
environments, thereby promoting a safer and more 
equitable education for adolescents. 

 
2. Methodology 

 
This section outlines the methodological approach 

adopted to evaluate the effectiveness of machine 
learning in detecting cyberbullying cases. It details the 
type and design of the study, the experimental setup, 
scope and technical components of the implemented 
system, variables and indicators used, sampling 
criteria, and ethical considerations that guided the 
research process. 

This research was classified as applied, since its 
objective was to improve the detection of 
cyberbullying cases through the use of machine 
learning techniques. From a methodological 
perspective, it was a quantitative study with a pure 
experimental design, as it deliberately manipulated the 
independent variable (use of machine learning) and 
observed its effect on the dependent variable 
(detection of cyberbullying cases). 

The experimental design adopted allowed the 
formation of two analysis groups: a Control Group 
(CG), in which machine learning was not applied, and 
an Experimental Group (EG), where this 
computational approach was used. Both groups were 
randomly assigned, which enabled greater control 
over external variables. This strategy facilitated the 
objective measurement of three key indicators: the 
Number of Cyberbullying Cases (NCC), the Average 
Time for Detecting Cyberbullying Cases (ATDCC), 
and the Accuracy Rate in Cyberbullying Cases 
(ARCC). This type of design was particularly suitable 
for establishing causal relationships by reducing bias 
and increasing the internal validity of the study [22]. 

The scope of the research focused on educational 
institutions in the district of Nuevo Chimbote and 
materialized in the development of a functional 
system that integrates a browser extension (Google 
Chrome) and a web-based control panel. This system 
was powered by a text classification model trained on 
a dataset consisting of 420,198 labeled comments. The 
data were collected from public Instagram posts 
containing interactions among students, using a 
technology stack based on Python, JavaScript, PHP, 
and MySQL. 

The study excluded the analysis of multimedia 
content (images or videos), as well as integration with 
social networks other than Instagram. Likewise, it did 
not address aspects related to psychological or legal 
interventions or real-time content moderation, 
limiting the scope strictly to the automatic recognition 
of offensive comments through text analysis. 

The study variables were defined as follows: The 
independent variable was Machine Learning, 
conceived as an analytical method based on 
computational algorithms capable of identifying 
patterns and making predictions from large volumes 
of data [23]. This variable was evaluated through the 
Presence-Absence indicator, using a binary nominal 
scale (“No” before the intervention and “Yes” after the 
implementation of the model). On the other hand, the 
dependent variable was Detection of Cyberbullying 
Cases, understood as the process of identifying hostile 
or harmful behaviors through digital messages, which 
particularly affect chiFldren and adolescents in virtual 
spaces such as social networks, messaging platforms, 
or forums [4]. This variable was measured using three 
specific indicators: NCC, ATDCC, and ARCC, which 
were expressed on a ratio scale. 

The unit of analysis consisted of Instagram posts 
with visible and public comments that were 
potentially likely to contain offensive language. As 
inclusion criteria, posts with at least one comment 
were considered, while those without textual 
interaction were excluded.  
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The sample consisted of 385 posts, selected 
through non-probabilistic convenience sampling 
based on accessibility to content and thematic 
relevance. This sample was divided into 145 posts for 
the EG and 240 for the CG.  

For data collection, observation forms specifically 
designed for this study were used, allowing for precise 
recording of the three indicators of interest. The 
technique employed was indirect observation, 
enabling a comparison between the behavior of the 
automated system and the manual analysis of 
comments.  

These instruments were structured in a quantifiable 
format, which facilitated subsequent statistical 
processing, and were properly documented in the 
annexes of the study. 

Regarding ethical aspects, the study was conducted 
in accordance with the Code of Ethics of Universidad 
César Vallejo, which ensures integrity in research 
activities, responsible use of information, and 
confidentiality of the data analyzed. All information 
was used exclusively for academic and research 
purposes, safeguarding user privacy and the 
anonymous nature of the processed data. 

 

 
 

Figure 1. Web ScanBully (scanbully.com) [25] 
 

This section outlines the design and 
implementation of the ScanBully system (Figure 1) 
using the CRISP-DM methodology. It describes each 
phase of development, from problem understanding 
and data preparation to model training, evaluation, and 
deployment - highlighting the integration of machine 
learning techniques within a modular software 
architecture tailored to detect cyberbullying on 
Instagram. 

The development of the functional prototype for 
ScanBully, the foundational component of this 
research, was guided by the CRISP-DM methodology 
(Cross-Industry Standard Process for Data Mining), 
which is widely recognized in the field of data science 
[24]. The choice of this approach responded to the 
need for structuring a process that goes beyond merely 
programming an application; it encompasses 
understanding the problem, preparing the data, 
modeling, evaluating, and deploying machine 
learning-based solutions.  

 
 
 

3. Software Development Methodology 
 
CRISP-DM made it possible to align the technical 

and educational objectives of the project: To develop 
an effective system for detecting cyberbullying cases 
on school-related social media, specifically in 
Instagram posts by students in Nuevo Chimbote. The 
first phase, Business Understanding, enabled the 
transformation of the social issue of cyberbullying 
into concrete operational goals. The main objective 
was defined as providing educational institutions with 
an accessible and effective tool to identify early cases 
of digital cyberbullying. Two success criteria were 
established: At the technical level, achieving a model 
with an F1-Score greater than 85%; and at the 
functional level, delivering a solution usable by non-
specialized personnel through an intuitive interface. 
This phase also revealed the lack of tools adapted to 
the local context, which reinforced the relevance of 
the proposal. 
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In the Data Understanding phase, two labeled 
datasets from internal files: ciberbullying.csv and 
comentarios_ciberbullying.xlsx were analyzed. Their 
main characteristics were documented, and 
exploratory analysis was conducted using 
visualization techniques such as word clouds and class 
distribution plots. Data quality issues were identified, 
including the presence of emojis, hashtags, and 
mentions, which were flagged for later cleaning. This 
initial analysis was crucial for designing data 
cleansing and structuring strategies. 

Data Preparation was one of the most demanding 
phases of the process. Basic transformations were 
applied, such as lowercasing, symbol removal, and 
stop word cleaning. In addition, advanced natural 
language processing (NLP) techniques were 
implemented, including tokenization, lemmatization, 
and TF-IDF vectorization, to convert texts into 
numerical representations suitable for training 
algorithms. Finally, the dataset was split into training 
and testing subsets to ensure an unbiased evaluation of 
the model.  

During the Modeling phase, several supervised text 
classification algorithms were trained, including 
Logistic Regression, Naive Bayes, and Support 
Vector Machines (SVM). After multiple iterations, the 
model with the best performance in cross-validations 
was selected, and hyperparameters were tuned to 
maximize its predictive capacity. The final model was 
serialized for later integration into a production 
environment.  

The Evaluation phase involved measuring the 
model’s performance using the test set. A confusion 
matrix was generated, and metrics such as precision, 
recall, and F1-Score were calculated, with the latter 
being the most representative as it balances Type I and 
Type II errors. It was confirmed that the model met the 
technical and business objectives, and its deployment 
was authorized. Additionally, it was verified that the 
model was capable of detecting offensive language 
typically present in cyberbullying cases with high 
sensitivity. 

 

 
Table 1. Classification report 
 

No  Accuracy recall f1-score support 
1 No Bullying 0.99 0.99 0.99 42294 
2 Bullying 0.99 0.98 0.99 41746 
3 Accuracy   0.99 84040 
4 Macro average 0.99 0.99 0.99 84040 
5 Weighted average 0.99 0.99 0.99 84040 

Table 1 shows that the classification model 
developed to detect comments with cyberbullying 
content achieved outstanding performance, evidenced 
by an overall accuracy of 99%, indicating that 99% of 
predictions were correct out of a total of 84,040 
comments evaluated. For the “Bullying” class, a 
precision of 0.99, a recall of 0.98, and an F1-Score of 
0.99 were obtained, demonstrating the model’s ability 
to correctly identify most real cases while minimizing 
false negatives. Similarly, the “No Bullying” class 
yielded identical metrics (0.99 across all), evidencing 
a balanced behavior of the model. Both the macro and 
weighted averages returned values of 0.99, confirming 
that the model’s performance remained consistent 
despite slight variations in class distribution. These 
results support the conclusion that the model is highly 
reliable for use as a support tool in the automatic 
detection of cyberbullying in digital school 
environments. 

 
 
 
 
 
 

Finally, in the Deployment phase, a modular 
architecture was designed and implemented based on 
three layers: client, backend, and presentation. The 
client layer was developed as a Google Chrome 
extension that captures Instagram comments directly 
from the user interface.  

The model logic was packaged into a REST 
microservice using Flask (/predict), while data 
persistence was handled with a MySQL database and 
API services built in Python. The visualization panel 
was developed in PHP, allowing administrators to 
clearly consult analysis results through modules such 
as dashboard.php, casos.php, and agresores.php. This 
architecture ensured a complete, scalable, and 
accessible solution. 

The use of the CRISP-DM methodology not only 
facilitated the planning and technical execution of the 
project but also enabled complete traceability from 
problem formulation to prototype validation. As a 
result, ScanBully was established as a functional tool 
that combines data science, software engineering, and 
social commitment in the prevention of cyberbullying 
in school contexts. 
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4. Results 
 

Table 2 shows that 26.90% of the Number of 
Cyberbullying Cases (NCC) detected in the post-test 
of the Experimental Group (EG) exceeded their own 
group average of 4.96 cases, indicating a significant 
tendency to identify offensive comments above the 
median level. 

Moreover, 38.62% of detected cases also surpassed 
the predefined target of 4 cases, reinforcing the 
performance of the machine learning-based system. 

 
 

 

 
Table 2. Number of cases indicator time indicator post-test results 
 

 CG EG 
Average 3.49 4.96 

Target 4 
No above average 39 56 82 

% higher than average 26.90% 38.62% 56.55% 

Lastly, 56.55% of EG outcomes were higher than 
the 3.49-case average observed in the post-test of the 
Control Group (CG), suggesting a substantial 
improvement in detection capability compared to the 
manual method. 

 
Table 3. Average detection time indicator post-test results 
 

Average 426.5 0.2 
Target 5 

No lesser than average 84 145 145 
% lesser than average 57.93 100.00 100.00 

 
Table 3 shows that the Average Time for Detection 

of Cyberbullying Cases (ATDCC) in the post-test of 
the Experimental Group (EG) was 0.2 seconds, which 
is significantly lower than the Control Group (CG) 
average of 426.5 seconds. Furthermore, 100% of the 
values recorded in the EG were below the target of 5 
seconds, indicating that the model’s performance far 
exceeded the established efficiency benchmarks. 
Lastly, it was found that 100% of the EG results were 
lower than the CG’s post-test average, demonstrating a 
drastic improvement in response time when machine 
learning is implemented for automated detection. 

 
Table 4. Accuracy rate indicator post-test results  
 

Average 85.29 98.81 
Target 95 

No higher than 
average 

134 135 140 

% higher than average 92.41 93.10 96.55 
 
Table 4 shows that 92.41% of the values 

corresponding to the Accuracy Rate in Cyberbullying 
Cases (ARCC) in the post-test of the Experimental 
Group (EG) were above the group’s own average of 
98.81%, demonstrating high model precision in 
automated detection.  

 

Additionally, 93.10% of the results exceeded the 
predefined target of 95%, thus consolidating the 
effectiveness of the implemented system. Furthermore, 
96.55% of EG values were higher than the 85.29% 
average achieved by the Control Group (CG), 
confirming a significant improvement in the accuracy 
rate when machine learning is applied. 

 
Table 5. Kolmogorov-Smirnov normality test 

Indicator Group Statistic p 
NCC GC 0.164 <0.001 

GE 0.227 <0.001 
ATDCC GC 0.202 <0.001 

GE 0.262 <0.001 
ARCC GC 0.0925 <0.001 

GE 0.524 <0.001 
 

For inferential analysis, normality and hypothesis 
contrast tests were applied to the three key indicators 
- Number of Cyberbullying Cases (NCC), Average 
Detection Time (ATDCC), and Accuracy Rate in 
Cyberbullying Cases (ARCC), using post-test data 
from both the Control Group (CG) and the 
Experimental Group (EG). These analyses established 
statistically significant differences in the outcomes, 
supporting the effectiveness of the automated 
approach proposed in this research. 

Given that the sample sizes for the NCC, ATDCC, 
and ARCC indicators in the post-test of both the 
Control Group (CG) and Experimental Group (EG) 
exceeded 50 observations, the Kolmogorov-Smirnov 
test was employed to assess normality (Table 5). All 
resulting $p$-values were less than 0.001, falling 
below the significance level ($\alpha = 0.05$). 
Consequently, the null hypothesis of normality was 
rejected, confirming that the data follows a non-
normal distribution. 
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Table 6. Mann-Whitney U test  
 

Indicator Statistic p Hypothesis 
NCC 14463 0.003 𝐻𝐻𝑎𝑎:  𝜇𝜇1 <  𝜇𝜇2 

ATDCC 0.00 <0.001 𝐻𝐻𝑎𝑎:  𝜇𝜇1 >  𝜇𝜇2 
ARCC 1816 <0.001 𝐻𝐻𝑎𝑎:  𝜇𝜇1 <  𝜇𝜇2 

 
Table 6 presents the inferential statistical analysis 

performed using the Mann-Whitney U test to evaluate 
the significant differences between the Control Group 
(CG) and the Experimental Group (EG). The results 
confirm that for the Number of Cyberbullying Cases 
(NCC), the p-value (0.003) is less than the significance 
level ($\alpha=0.05$), supporting the alternative 
hypothesis that the automated system detects a greater 
volume of cases ($\mu_1 < \mu_2$). Regarding the 
Average Detection Time (ATDCC), the test yielded a 
statistic of 0.00 with a p-value <0.001, statistically 
proving that the time required by the manual method is 
significantly higher than that of the proposed system 
($\mu_1 > \mu_2$). Finally, for the Accuracy Rate 
(ARCC), the p-value <0.001 confirms that the machine 
learning model achieves a significantly higher 
precision rate compared to traditional detection 
methods ($\mu_1 < \mu_2$). 

 
Table 7. Post-test results summary 
 

Indicator CG EG Improvement 
Number of Cases 3.49 4.96 +42.12 % 

Average 
Detection Time 426.5 0.2 -99.95 % 

Accuracy Rate 85.29 % 98.81 % +15.8 % 
 
The post-test results for the Control Group (CG) 

and Experimental Group (EG) are summarized below 
by comparing the three key indicators. 

Table 7 presents a comprehensive summary of the 
post-test results, comparing the performance of the 
Control Group (CG) against the Experimental Group 
(EG) across the three key indicators. The data 
highlights the substantial impact of the machine 
learning system. Regarding the Number of Cases, the 
automated system achieved an increase of 42.12% 
compared to the manual method (rising from 3.49 to 
4.96).  

The most drastic improvement was observed in the 
Average Detection Time, which decreased by 99.95%, 
dropping from 426.5 seconds in the manual process to 
just 0.2 seconds with the automated system. Finally, 
the Accuracy Rate improved by 15.8%, reaching 
98.81% in the experimental group compared to 
85.29% in the control group. These figures statistically 
validate the superior efficiency and effectiveness of the 
proposed solution. 

 
 
 

The results obtained in this research demonstrated 
that incorporating a machine learning based detection 
system significantly improved all three evaluated key 
indicators: The number of cases detected, the average 
processing time, and the accuracy rate. These 
improvements not only confirm the technological 
effectiveness of the proposed solution but also its 
feasibility for implementation and scaling in 
educational environments with similar characteristics. 
In this regard, the three specific objectives set out in 
the research were successfully achieved, which 
allowed for empirical validation of the general 
hypothesis: If machine learning is used, then the 
detection of cyberbullying cases in schools in Nuevo 
Chimbote, Peru, during the first semester of 2025 
would improve. 
 
5. Discussion 

 
This section analyzes and interprets the findings in 

relation to the study’s objectives and existing 
literature. It examines how machine learning improved 
detection outcomes, discusses factors contributing to 
system performance, and reflects on the consistency of 
results with related research. The discussion also 
considers the broader implications for educational 
environments and digital safety. 

The implementation of a machine learning–based 
cyberbullying detection system has proven to be an 
effective strategy for improving the identification of 
this phenomenon in school environments. This is 
backed by this study’s findings, which reflect a 
positive impact on the assessed indicators: Number of 
Cyberbullying Cases (NCC), Average Detection Time 
(ATDCC), and Accuracy Rate in Cyberbullying Cases 
(ARCC). Regarding the first objective, the 
Experimental Group (EG) achieved a 42.12% increase 
in case detection compared to the Control Group (CG), 
demonstrating the superiority of the automated 
approach over the manual method. This finding is 
consistent with previous studies that used algorithms 
such as Naive Bayes, SVM, and neural networks, 
showing similar improvements in both precision and 
detection volume [12], [13], [15], [26]. 

This improvement is attributed to the model’s 
capacity to process large volumes of data without 
fatigue and its adaptation to the linguistic realities of 
schools in Nuevo Chimbote [4], [17]. As for the second 
objective, the EG reached an ATDCC of 0.197 
seconds, well below the 426 seconds recorded by the 
CG - representing an improvement of over 99.95%, 
thereby validating the system’s efficiency for real-time 
analysis [7], [27], [15]. This performance stems from 
the system’s lightweight design and optimized 
architecture, which automates classification and 
eliminates the delays inherent in manual review.  
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Finally, for the third objective, the EG obtained an 
average ARCC of 98.8%, compared to 85.3% in the 
CG, surpassing the target accuracy and demonstrating 
that the trained model, tuned with metrics such as F1-
Score and recall, is more effective and consistent than 
human observation [16], [17], [28].  

Taken together, these results confirm that the use of 
machine learning not only improves the quantitative 
and qualitative aspects of cyberbullying detection but 
also aligns with prior research and demonstrates 
methodological soundness. Variations from other 
studies can be explained by differences in platforms, 
languages, and algorithms. This approach represents a 
concrete contribution to digital protection in schools, 
in alignment with Sustainable Development Goal 16: 
Peace, justice, and strong institutions. 

 
6. Conclusion 

 
This study successfully demonstrated that the 

integration of machine learning into school monitoring 
systems significantly enhances the detection of 
cyberbullying on social platforms like Instagram. The 
experimental results confirmed that the proposed 
automated system outperforms manual detection 
methods across all key performance indicators. 
Specifically, the system increased the volume of 
detected cases by over 42%, drastically reduced 
detection time to fractions of a second, and achieved 
an accuracy rate of nearly 99%. These findings imply 
that educational institutions can leverage such 
technologies to shift from reactive measures to 
proactive prevention, allowing for timely 
psychological intervention. 

A key benefit of this work is the development of a 
browser-based extension, which provides a lightweight 
and accessible tool for school psychologists without 
requiring complex infrastructure. However, the study 
has limitations, primarily its focus on textual analysis 
within a single social network (Instagram), leaving out 
multimedia content such as images or videos which are 
also used for harassment. Future research should focus 
on developing multimodal models capable of 
processing images and audio, as well as expanding the 
system’s compatibility to other high-traffic platforms 
among adolescents, such as TikTok or WhatsApp, to 
provide comprehensive digital protection. 
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