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Abstract — The secure use of electronic banking is
critically important for its operation. This paper examines
authentication methods and outlines prevalent cyber threats
potentially affecting the security of electronic banking. The
main goal of the paper is to investigate user preferences in the
domain of electronic banking security and the importance of
electronic banking security literacy from a user-centric
perspective. The hypothesis, that user preferences in
electronic banking security may seriously affect the level of
safety of its provision and usage, is examined. The conducted
survey of 874 Slovak electronic banking users investigates
their preferences in the area of e-banking security using
descriptive statistics. Empirical findings from the survey
uncover deficiencies in user security literacy and behavior.
The results highlight insufficient attention regarding safe
usage rules and robust password practices. This research
underscores the persistent vulnerability created by the human
element and emphasizes the urgent need for improved,
targeted bank-led user education campaigns. Furthermore, it
calls for the continuous implementation of user-friendly,
resilient security architectures that can both mitigate
permanently evolving digital risks and effectively encourage
sustained trust in electronic banking services.
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1. Introduction

Electronic banking (or e-banking) is a modern and
efficient way of managing finances. E-banking allows
bank customers to perform various banking
transactions through electronic devices such as
computers, mobile phones or tablets, without the need
to visit a physical bank branch. This form of banking
has gained a lot of popularity due to its convenience,
speed and all-time availability.

Several synonymous terms are used for electronic
banking, such as online banking, digital banking,
virtual banking and so on. Specific forms such as
internet banking or mobile banking are sometimes
confused with the whole term of electronic banking,
but these do not cover the entire field of e-banking
correctly.

The e-banking allows convenient management of
clients’ finances from the comfort of their home, work
or any location with internet access. Another positive
aspect of e-banking is speed, as banking operations are
carried out instantly or in a short time, saving clients
time. Electronic banking is available around the clock,
allowing bank clients to manage their finances
whenever it suits them. In addition, this method of
banking also saves time and costs as clients do not
have to travel to the brick-and-mortar branch of their
banking institution. The convenience of using e-
banking instead of visiting the bank branch is one of
the reasons for a decrease in bank branch attendance
[1], and also bank branch closures [2] over the last
decades worldwide.

Electronic banking provides clients with a real-
time view of their accounts, transactions and balances.
It offers a wide range of services such as payments,
transfers, collections, account management, loan
applications and many more banking services.

Historically, a large number of forms of electronic
banking evolved, which have gradually changed in
line with technological developments within the field
of information technologies. Internet banking
allowing customers to manage their finances through
a bank’s website evolved from home banking (or
distance banking), which emerged in the 1980s.
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Home banking had limited capabilities allowing
basic operations and using the transmission of orders
over a dial-tone telephone line. In the 1990s, with the
development of the web, the process of making
banking services available via the web also began. The
first website for banking services was launched
by Stanford Credit Union in 1994, thus being the first
internet banking in the world [3]. And then other
banks started offering their customers the ability to
manage their finances through a web interface. These
systems were already more advanced and allowed a
wider range of operations. Therefore, in the 21st
century, Internet banking has become a common part
of banking services [4].

Similarly, mobile banking began to develop in the
1990s, when the first mobile phones with the ability to
send SMS (Short Message Service) messages
appeared, banks began to offer their clients the
opportunity to use it for e-banking services. Another
significant milestone was the introduction of
smartphones since 2007, which made it possible to
create sophisticated mobile banking applications. In
the 2010s banks invested massively in the
development of mobile applications that offer a wide
range of e-banking services [4].

With the development of NFC technology, mobile
contactless payments have become widespread.
Nowadays, mobile banking is a common part of
banking services, which allows clients to manage their
finances through mobile applications. Mobile banking
now offers a wide range of functions, from checking
account balances and placing payment orders, to
investing and managing loans. Currently, there are
still several forms of electronic banking, but of the
active forms enabling active transfers, only internet
banking and mobile banking are relevant for
individual clients [4].

Occasional internet outages or technical problems
with banking systems may limit access to e-banking
services. Electronic banking also limits personal
interaction with bank employees, which may be
disadvantageous for some clients or some services [5].

Despite this, electronic banking has become the
most important distribution channel for banking
services for individual clients. However, a very
important aspect of electronic banking is the
awareness of the risks associated with its use. These
include the risk of cyber-attacks and fraud, so it is
important for e-banking clients to follow security
principles to prevent such threats [6].

In this area of e-banking security, the users’
preferences and inclination towards lighter, simpler
and more convenient solutions might influence the
level of security of electronic banking usage. This
paper is dedicated to the security of electronic banking
and the users’ preferences in this field.
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2. Literature Review

Nowadays, electronic banking is a common part of
everyday life. It allows clients to manage their finances
conveniently and quickly, but at the same time, it also
brings with it risks of credentials misuse. Therefore, it
is extremely important to use security features that
protect e-banking clients’ finance and personal data
from unauthorized access and misuse.

The security of electronic banking was found a
significant attribute of willingness to use some
electronic banking forms [5], [6], [7]. Security is one
of the most important reasons for choosing a bank’s
electronic banking according to the results of multiple
studies [8], [9], [10]. The perception of the need for e-
banking security when choosing a bank may vary
based on membership of different age groups [11] or
different generations [12]. Securing the provision of
online banking is one of the major challenges when
introducing this form of banking [13].

Perceived security risk in electronic banking is one
of the main factors determining customer experience
when using it [14]. If customers perceive the risks of
insufficient security of electronic banking, it leads to a
decrease in customers’ intention to use it [15], [16].
The security of electronic banking services may
influence the trust in them and consequently,
behavioral intention to use them [17], [18].

Awareness of customer preferences, including
preferences in the e-banking security area, is an
important factor when providing secure electronic
banking [19]. Customers might often prefer less
secure authentication when they tend to find preferred
security devices more usable. This illustrates the
usability-security trade-off, where convenience,
quality and usability are sacrificed when increasing
layers of security are required [20].

Online fraudsters are constantly developing
sophisticated methods to steal e-banking clients’
funds. Losing funds can have devastating
consequences, whether it is losing savings, being
unable to pay off debts or threatening the financial
stability of the entire family. It is also important to
protect personal data as in e-banking, sensitive
information (e.g., social security numbers, addresses,
payment card numbers and access passwords) is
shared. If this data is stolen, it can be misused for
identity theft, opening fake accounts or other unfair
practices. ldentity theft can cause not only financial
damage but also damage the reputation and cause
significant psychological stress to its victims [6].

Fraudsters often try to gain access to clients’
devices (such as computers, mobile phones etc.) to
track their activities, retrieve passwords or install
malicious software to gain access to bank accounts,
emails or other sensitive information.
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A digital security breach can have far-reaching
consequences, putting at risk not only finances but
also privacy and security [6].

Therefore, transaction security is important when
using electronic banking. Online transactions must be
protected from unauthorized intervention by hackers
and online fraudsters to ensure their confidentiality
and integrity. It is also necessary to protect sensitive
personal data, such as birth certificates, I1Ds, addresses
or payment card numbers, from being stolen by
attackers. Several security features are used to protect
sensitive data and funds from misuse in electronic
banking [8]. Banks in their e-banking systems
generally specify which security features must be used
by their clients or give them a choice of several
acceptable methods.

2.1. Security Elements in Electronic Banking

Electronic banking users often prefer electronic
banking security elements that are intuitive and
straightforward. In case of suspicious activity, they
want timely and understandable notifications without
being overwhelmed by false alarms. Security elements
should provide a sense of control and transparency.
Users need easy access to their transaction history and
real-time alerts for suspicious activity, as this fosters
trust. Crucially, they require the ability to quickly lock
their accounts when they suspect compromise.
Furthermore, banks must maintain clear and proactive
communication regarding security threats and best
practices [6].

On the other hand, the security measures and
elements must minimize disruption to banking
activities. Users expect security measures that are
convenient and do not impede their ability to access
funds or complete transactions. Offering flexible
security options, allowing users to tailor their security
level to their comfort, is also essential. Moreover,
security elements must induce the confidence and trust
of clients in the safety of electronic banking. Users
develop confidence in electronic banking via
observable security signs that clearly indicate a safe
platform (e.g. SSL certificates, security badges).
Furthermore, a bank’s robust reputation for security
and its delivery of superior customer care, especially
during security incidents, is essential [6].

When a user wants to access electronic banking
services, the system must ascertain the user’s access
permissions and the extent of those permissions. The
security procedure that establishes a user’s or
service’s degree of access is called authorization. The
authorization is utilized to provide users or services
with permission to access certain data or carry out
specific actions.
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Another term is authentication, which verifies
users before allowing them access, while
authorization determines what users are allowed to do
within the system [21].

To effectively and securely implement
authentication mechanisms in electronic financial
systems, it is necessary to carefully assess several
basic mechanisms. The chosen approach must
demonstrate strong security capabilities that are able
to withstand many potential threats, including
phishing, brute-force attacks, and man-in-the-middle
attacks [21].

Moreover, the usability of an authentication
approach is essential. The authentication process
should be easy for all users to comprehend and follow,
minimizing complications and preventing irritation
that might compromise security. Convenience is a
crucial component of user adoption as the procedure
should be efficient and painless without requiring
excessive time or strain from consumers. Cost-
effectiveness must be carefully assessed to ensure that
implementation and ongoing maintenance expenses
are reasonable and sustainable for the financial
institution while striking a balance between security
needs and budgetary constraints [21].

For the purposes of authentication in electronic
banking, various security elements are used. The
authentication elements and methods in electronic
banking can be classified into three groups according
to their origin: something you know, something you
have and something you are [22].

Something you know principle represents a group
of security elements based on information which a
particular user knows. This information must be kept
secret to assure safety when accessing the electronic
banking system. Security elements in this group have
static characters, so they are not generated at the time
of their usage [23].

The typical representative of this group is a
password, which is a traditional method that requires
users to create a secret word or phrase. Passwords are
widely and easily usable, but they are prone to
multiple common security threats such as shoulder
surfing, phishing, and cracking [24].

Personal identification number (PIN) is similar to
a password, representing short numerical codes used
to gain access to payment cards or electronic banking
systems. As PINs are generally shorter and contain
only cyphers, they are less complex and secure than
passwords. Hence, they can be easily guessed or
intercepted by attackers. On the other hand, due to its
simplicity PIN is easy to remember and to use for e-
banking clients [25].
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Moreover, some other information can be used as
an element of knowledge-based authentication
(KBA), generally, historical information like a
mother’s maiden name or an address history is used in
this form of (something to know) security elements
group. However, this information is often publicly
available and thus can be exploited in security attacks.

The principle of something you have represents a
group of security elements in electronic banking,
which users physically own. In this group, the
hardware tokens are included. They are physical
devices that dynamically generate one-time
passwords. Hardware tokens provide high security
and are difficult to replicate [26]. However, they are
susceptible to loss or theft and can be inconvenient to
carry. Therefore, the alternative option of having
software tokens in mobile phones might be offered in
e-banking systems [23].

Software token allows users to generate one-time
passwords within the dedicated authentication
application within the mobile phone, which can be
more convenient and available as hardware tokens.
One-time passwords might be generated also by the
bank’s information system and delivered via SMS
[25]. These forms of authentication depend on phone
services and can be attacked by SIM swapping attacks
[24].

Smart cards with embedded microchips that store
user data and cryptographic keys are also a form of
authentication in the something-you-have group of
authentication forms. Their usage is based on the
principle of storing digital signature certificates on
smart cards (or alternatively on encrypted USB
tokens), which are further used in the process of
authentication and authorization in e-banking. They
offer high security and tamper resistance, but they
have relatively limited functionality compared to
mobile devices and are vulnerable to loss or theft.

The third principle on which authentication can be
based is something you are. This principle is the
basis of biometrics, which utilizes unique physical or
behavioral traits for identification in e-banking
systems. While biometrics offer high security and are
difficult to spoof, they raise privacy concerns and have
the potential for inaccuracies (e.g., fingerprint
scanners being affected by dry skin). Specific
biometric methods include recognition of fingerprints,
face, voice, palm, retina, iris or even biometric
characteristics of handwritten signature [25].

To ensure a high level of security banks in e-
banking systems implement Multi-Factor
Authentication (MFA), which consists of combining
two or more of the something you know, something
you have, and something you are factors for increasing
security. An example might be using a password and
a one-time code from an authentication software token
[24].
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The effectiveness of MFA stems from its layered
security architecture, which exceeds the limitations
natural in single-factor authentication methodologies.
By forcing the provision of multiple, distinct
verification factors, MFA significantly hinders
unauthorized access. This robust security approach
effectively mitigates the risks associated with
common cyber threats, thereby safeguarding sensitive
personal and financial information within the
electronic banking systems [24].

Furthermore, the adoption of MFA enhances user
confidence, as wusers perceive a more secure
environment through the implementation of multiple
verification  procedures.  Consequently, MFA
represents fundamental security control, essential for
maintaining the integrity and confidentiality of
electronic banking operations in the face of evolving
security threats [24].

In addition to the aforementioned security
elements, banks use limits to increase the protection
of their clients’ funds. Limits can be volume-based,
where the bank limits the maximum amount per
transfer for a certain period of time, or time-based,
where the bank sets a maximum period of inactivity
within electronic banking after which the user is
automatically logged out [23].

Banks must also secure communication between
the bank server and the client device on which
electronic banking is used since sensitive data is
transferred. Banking institutions do this by using the
SSL/TLS protocol to protect communication and
identify the bank server. This protocol encrypts the
data transmitted between the user and the bank server,
which means that the information is transformed into
an unreadable form, thus preventing unauthorized
access to it. Another important aspect is server
authentication, where SSL/TLS verifies the identity of
the bank’s website, ensuring that the user is
communicating with a legitimate server and not a fake
site. It also ensures data integrity, guaranteeing that
the transmitted data has not been altered or corrupted
during transmission [25]. Also, SSL/TLS protects
against various types of attacks, such as man-in-the-
middle attacks, where an attacker intercepts and
manipulates communications. Using SSL/TLS
protocol creates trust between users and the bank
because they know their data is protected.

2.2. Forms of Security Threats in Electronic Banking

Electronic banking faces a variety of potential
threats designed to compromise security and steal
sensitive information or funds.

Phishing is a traditional form of security attack in
the field of electronic banking. It is a social
engineering attack where fraudsters attempt to trick
users into revealing sensitive information (passwords,
credit card details, etc.) by impersonating legitimate e-
banking service providers [10].
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Typically, deceptive emails, messages, or websites
that mimic legitimate websites of banks are used with
the aim of luring users into clicking malicious links or
providing sensitive information on fake forms [23].

There are several similar forms of threats used to
attack users’ electronic banking. Vishing (Voice
Phishing) uses phone calls to deceive victims.
Attackers may pose as bank representatives, technical
support, or other trusted individuals to obtain sensitive
information or persuade wusers to perform
unauthorized actions within e-banking systems [25].
Fraudsters using vishing often create a sense of
urgency or fear to pressure victims into complying.
Similarly, smishing uses text messages (in the form of
SMS or any other) to trick individuals into revealing
security elements or other sensitive information or
into installing harmful software [23].

Pharming is a cyberattack that redirects users to
fake websites, even when they type the correct web
address into their browser. It is a fraudulent practice
aimed at stealing personal e-banking information.
Attackers in this case manipulate DNS servers or
individual computers to redirect users to fake
websites. Malicious software can be used to amend
the host file on a user’s computer, which also maps
domain names to IP addresses [23]. This forces the
computer to connect to the attacker’s website. The
user is then unknowingly sent to an impostor website
that appears very similar and is designed to deceive
visitors into inputting their personal information,
which the attacker then acquires. This happens when
a user tries to visit a real website. Pharming does not
always rely on misleading users into clicking
malicious links, but it can automatically redirect users,
making it a more technically advanced form of online
fraud that can be very difficult to detect [27].

Another way of attacking users of e-banking is
skimming which involves the illegal capture of data
from the credit or debit cards using various devices
attached to ATMs or POS (point-of-sale) terminals.
Skimming also may involve the use of hidden cameras
or fake keyboards to record the PINs of users’
payment cards [23].

Brute-force attacks represent a significant threat
characterized by the systematic iteration through all
potential password or PIN combinations until
successful authentication is achieved. The execution
of such attacks is frequently facilitated by automated
tools, which enable the rapid generation and testing of
numerous credential permutations [25].

Man-in-the-middle  (MitM) attacks exploit
vulnerabilities in communication channels by the
covert interception of data streams between two
communicating sides, such as a user and a banking
server. Subsequent to this interception, the attacker is
able to monitor the transmitted data, modify data
payloads, and even fraudulently impersonate either
communicating party.
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Consequently, the successful execution of a MitM
attack enables the illegal acquisition of sensitive
information and the potential manipulation of
financial transactions [27].

Malware includes a variety of malicious software
(e.g., viruses, Trojans, and spyware) that can facilitate
the compromise of sensitive data, including user login
credentials, the interception and manipulation of
online financial transactions, and, in extreme cases,
the unauthorized control of user devices. The
dissemination of malware may be done by the
exploitation of vulnerabilities within compromised
websites, the distribution of infected attachments via
electronic mail, and the covert embedding within
downloadable software packages. Attack using
ransomware is a specific form of malware attack,
which encrypts the victim’s data and attackers then
can demand a ransom payment for release of users’
data. This form of attack can severely disrupt the
provision of services by financial institutions [23].

SIM swapping involves criminals tricking mobile
service operators into transferring a victim’s phone
number to a SIM card under their control with the aim
of intercepting SMS-based authentication codes and
gaining access to the electronic banking accounts of
the victim [25].

Account takeover might be the result of previously
stated attacks as attackers take control of users’
accounts using stolen users’ credentials. Then
attackers can conduct fraudulent transactions, change
account information or any other malicious action
[23].

Security features are essential for the safe use of
electronic banking. Their use minimizes the risks
associated with online transactions and protects
finances and personal data from unauthorized access
[28]. Therefore, it is important to pay sufficient
attention to security and follow basic rules so that
users avoid attacks on their electronic banking.

Users should therefore adhere to the following
precautions for the safe use of electronic banking. The
strong password of users should be unique, long and
contain a combination of uppercase and lowercase
letters, numbers, and special characters. Banks should
require the use of two-factor authentication by users,
as it requires an additional factor in addition to the
password, such as an SMS code or biometric data.
This protects the user’s account access even if
someone gets hold of the password. It should be
seamless and not overly burdensome. Options like
fingerprint scanning, facial recognition, or push
notifications from an authenticator app, one-time
codes or tokens are suitable for this purpose [25].

Users’ devices used for accessing electronic
banking should wuse up-to-date antivirus and
antispyware software from malware that could
compromise their data and e-banking access.
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Similarly, regularly updated operating systems and
browsers ensure that users’ system is protected from
the latest threats. Users should be cautious when using
public Wi-Fi networks as they can be unsafe and their
data can be intercepted [27]. Therefore, it is better to
avoid using electronic banking on such networks.

Banks should also provide timely and
understandable notifications about suspicious activity
on the users’ accounts but without an overwhelming
number of false alarms. Furthermore, regular
checking of account statements by users also helps to
detect any unauthorized transactions and report them
to the bank promptly. Banks should communicate
clearly and transparently about the security and safety
of electronic banking and also educate their clients on
possible threats in convenient ways. Nevertheless,
security should not strongly hinder the convenience
and user-friendliness of electronic banking for users
[25].

All aspects of e-banking security contribute to the
willingness to use [7]. Security is a primary factor
influencing the selection of a bank’s electronic banking
services [9],[10]. The impression of the necessity for
e-banking security while selecting a bank may differ
according to the age [11], [12]. The perceived security
risk in electronic banking is a primary element
influencing consumer experience during its use [14]. If
clients recognize the hazards associated with
inadequate security in electronic banking, it results in
a diminished intention to utilize the service [16]. The
security of e-banking services may affect trust in these
services and, thus the intention to utilize them [17].

When offering safe electronic banking, it is critical
to be aware of client preferences, especially those
related to e-banking security [19]. When customers
find their chosen security devices easier to use, they
may choose less secure authentication. This might
lead to the usability-security trade-off, whereby the
need for more security layers results in the
compromise of convenience, quality, and usability.
[20]. Therefore, the hypothesis that user preferences
might affect the electronic banking security is
investigated further.
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3. Methodology

The security of electronic banking is a complex
issue. Multiple studies (e.g. [1], [7], [8], [12], [29] and
others) investigated users’ preferences in many
aspects of electronic banking. Users need to adhere to
the security instructions from their banks when using
their e-banking. Knowledge of these instructions and
users’ adherence to them will be inquired. The
acquaintance of e-banking users with security
elements used in their electronic banking and their
level of security will be part of the investigation.

Additionally, the users’ preferences in security
elements usage will be examined. Furthermore, users’
experience with e-banking security threats like
phishing and others will be scrutinized in order to
determine the level of concern about the security of
their electronic banking.

The investigation used the convenience sampling
method, participants were selected in the sample due
to their availability to the researchers. The sampling
criteria included individuals aged 18 and above using
any active form of electronic banking service in
Slovakia. The survey questionnaire was prepared in
Google Forms and was distributed by direct email or
in the form of a link via social media platforms
(Facebook, X, BlueSky). It was available to potential
respondents for two months (during February and
March 2025). A total of 874 usable responses were
collected, and this sample size should provide reliable
results [30]. Reliability of the questionnaire was tested
by Cronbach’s alpha with value of 0.903, thus being
highly reliable.

The questionnaire employed in the study included
demographic questions, and queries related to the
users’ preferences in the field of electronic banking
security. The demographic investigation consisted of
the age, gender, residence, e-banking usage duration
and frequency and main bank used for e-banking.
When investigating preferences in e-banking security,
a five-point Likert-type scale was used in cases where
it was suitable.
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4, Results and Discussion

Table 1 shows the demographic composition of the
gathered sample of respondents.

Table 1. Demographic characteristics of the sample

Parameter Value Count Percentage
Age 18-25 184 21.05%
26 - 35 103 11.78%
36 - 45 201 23.00%
46 - 55 176 20.14%
56 - 65 131 14.99%
66 and 79 9.04%
above
Sex Male 401 45.88%
Female 473 54.12%
Residence Rural 413 47.25%
Urban 461 52.75%
Usage Less than 136 15.56%
Duration 1 year
1-3 years 211 24.14%
4-5 years 358 40.96%
More than 169 19.34%
5 years
Usage Once a 74 8.47%
Frequency month or
less
2-3 times 183 20.94%
a month
4-5 times 315 36.04%
a month
2-3 times 240 27.46%
a week
Almost 62 7.09%
daily
Total 874 100%

In the sample, only the users of any form of
electronic banking were included. Still, a relatively
large sample of 874 usable responses was gathered.
Demographic characteristics of respondents included
in the sample relatively faithfully depict the
composition of the Slovak adult population when
considering their ability to use electronic banking.

The age distribution of respondents in the sample
shows the lowest representation in the group of 66 and
over, who also have the lowest technical skills and
thus the lowest ability to use electronic banking [8].
The youngest group of respondents (18 to 25 years of
age) has a slightly higher representation, which is due
to their higher presence on social media, where part of
the response collection took place. The other age
groups are represented approximately the same as in
the Slovak population.
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Similarly, the gender distribution (54.12% female
and 45.88% male) in the obtained sample is similar to
the real proportion of the total population, slightly
leaning toward the female respondents, indicating
their higher willingness to answer the questionnaire.
The residence of respondents represents the real
composition of the Slovak population indicating
52.75% of respondents from urban residency, while
including both urban centers and urban clusters [31].
On the other hand, 47.75% of responding people
adduced rural residency.

Access to electronic banking constituted a
necessary  criterion  for  sample inclusion.
Subsequently, it was determined how long the
respondents had been using electronic banking. Above
15% of respondents have used electronic banking for
less than 1 year. More than 24% used it for 1 year up
to 3 years. Almost 41% of respondents were
experienced users with a history of 4 to 5 years of
electronic banking usage. The remaining more than
19% of respondents have used any form of electronic
banking for more than 5 years already. This shows that
there are relatively a lot of long-time users of
electronic banking but there is still a high percentage
of new users often among the youngest respondents.

The frequency of electronic banking usage was
also investigated. Usage of electronic banking
approximately once a month or less was indicated by
almost 9% of responding users. Slightly below 21%
indicated using e-banking 2 or 3 times a month. The
most of respondents (36%) adduced using any form of
electronic banking 4 or 5 times a month. Its use of e-
banking 2 or 3 times per week was indicated by the
second biggest group (27.46%) of respondents. More
frequent usage was adduced by remaining over 7 % of
responding electronic banking users.

In the second part of the survey, the self-assessed
rate of agreement with a set of statements regarding
electronic banking was investigated. Respondents
expressed their rate of agreement with the statements
on a 5-point Likert scale (with rates from strongly
disagree to strongly agree). The middle option was
used by respondents to express neither agreement nor
disagreement with the statement or that they do not
know.

Security-specific  terms  (e.g.,  multifactor
authentication, phishing etc.) were explained in the
survey questionnaire to improve the comprehension of
the statements by respondents. A neutral (middle)
option (neither agree nor disagree) was available to
express also the possibility that respondents did not
know how to respond. Therefore, this option is not
interpreted in all statements. The results of this part of
the survey are presented in Table 2.
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Respondents were asked to express the extent of
agreement with the statement that they know the
safety rules of electronic banking usage. Around 25%
disagreed with this statement, which can be
considered a high percentage. To improve awareness
of safety rules among e-banking users, banks should
further intensify education in this area so that their
clients can avoid the safety risks of using e-banking.
Almost 48% of respondents indicated knowing the
safety rules of electronic banking usage. This suggests
that a significant portion of electronic banking users
are aware of gaps in their knowledge of safety rules.
Almost 77% of responding electronic banking users
mentioned that overall, they adhere to the safety rules
when using e-banking. On the contrary, around 15%
of respondents are aware of their non-compliance with
these safety rules. Some of the safety rules were
directly asked in the several next questions to
overview this claim of respondents in more detail.

Nearly 56% of e-banking users do not use e-
banking on public wi-fi networks. As many as 37% of
respondents do not avoid using e-banking on networks
that are not considered safe.

Only around 24% of respondents stated checking
the origin of the electronic banking application or
website when they intend to use it and almost 58% do
not check it.

This result might be influenced by users’ trust in
the origin of the mobile banking application after its
first activation and verification on their mobile device.
However, banks should educate their clients about the
threats of using e-banking on public networks [23].

Nearly 66% of respondents indicated checking the
origin of messages (emails, SMS messages etc.) from
the bank is an important step in the prevention of
phishing attacks. This suggests that users are
becoming more aware of this type of attack and trying
to protect themselves. Still over 22% of users do not
check where such messages are from, making e-
banking users vulnerable to phishing and similar
attacks. Only less than 42% use strong passwords in
e-banking in comparison with 34% indicated they do
not use strong passwords. This result is in accordance
with results of multiple other studies [18], [20].
Moreover, it might be caused by banks allowing only
numeric PIN codes (i.e., weak form of password) in
mobile banking applications.

Table 2. Rate of respondents’ agreement with investigated statements

Statement strongly disagree neither agree agree strongly
disagree nor disagree agree
I know the safety rules of electronic 9.87% 15.20% 27.21% 34.72% 13.00%
banking usage.
| adhere to the safety rules of 5.45% 9.14% 8.70% 49.40% 27.31%
electronic banking usage.
I avoid using electronic banking on 15.41% 21.40% 7.34% 37.66% 18.19%
public networks
I always check the origin of electronic 27.10% 31.71% 16.89% 9.07% 15.23%
banking (website, app)
I always check the origin of messages 7.94% 14.20% 12.06% 28.89% 36.91%
(emails, SMS) from bank
I use a strong password in electronic 4.88% 29.21% 24.07% 21.52% 20.32%
banking
| prefer biometrics for authentication 5.04% 7.64% 8.74% 35.30% 43.28%
if available
| prefer software tokens for 21.35% 34.68% 19.79% 11.62% 12.56%
authentication if available
| prefer multifactor authentication if 12.79% 15.62% 10.54% 34.02% 27.03%
available
I have encountered phishing 5.31% 6.87% 15.30% 28.61% 43.91%
I have encountered pharming 31.03% 15.75% 20.10% 21.57% 11.55%
I have encountered vishing 36.75% 38.20% 13.80% 4.80% 6.45%
I have encountered skimming 48.11% 33.05% 15.01% 3.53% 0.30%
I was a victim of phishing 52.90% 31.27% 10.02% 5.20% 0.61%
I was a victim of pharming 61.25% 21.03% 10.50% 4.00% 3.22%
I was a victim of vishing 65.45% 24.75% 5.90% 2.84% 1.06%
I was a victim of skimming 72.30% 12.98% 13.20% 1.22% 0.30%
| use my electronic banking safely and 1.87% 3.92% 15.24% 20.03% 58.94%
securely in general.
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Over 78% of respondents preferred biometrics if it
was available for authorization and authentication in
electronic banking and only less than 13% did not
prefer it. This shows users’ preference for a relatively
very secure form of authentication when combined
with simple and comfortable usage. Furthermore, in
mobile banking applications, Slovak banks strongly
support the usage of this form of authentication, often
in combination with some other form of
authentication. On the other hand, the preference for
software tokens was at the level of 24% altogether in
comparison with approximately 56% of respondents
not preferring it. A very secure option of multifactor
authentication (two or more forms used together) was
adduced by over 61% of users. More than 28% of
respondents did not prefer multifactor authentication
even if it was available in their e-banking. However,
multifactor authentication is preferred by banks due to
high levels of security, and it is often a mandatory
option provided to clients of electronic banking.
Forcing multifactor authentication by banks as a very
strong form of authentication is a solid measure for
strengthening the security of electronic banking [28].

Furthermore, experiences with various forms of
attacks on e-banking were investigated. Nearly 74%
of respondents indicated encountering phishing emails
and recognizing that it was attempted fraud. More than
15% of users were not sure if they ever obtained such
an email. The remaining 11% stated they were not
receiving any phishing messages. Given the frequency
of phishing attempts, it is possible that these
respondents did not recognize the phishing message or
that they only rarely use email communication.
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Similarly, around 33% of responding e-banking
users encountered a pharming form of e-banking
fraud. Almost 47% of respondents did not experience
a pharming attempt and around 20% did not know if
they encountered pharming.

Above 11% had encountered a vishing attack,
which shows a relatively high rate of such attacks as
those are becoming more widespread. Approximately
75% of respondents did not observe a vishing attack
and almost 14% were not sure about encountering it.
Almost 4 % of e-banking users adduced recording a
skimming attack, while 81% did not note any
skimming attempt. Around 15% did not know if they
encountered skimming.

Then, it was ascertained whether the respondents
had also been victims of such attacks. Nearly 6% of
responding e-banking users indicated that they fell
victim to phishing attacks. More than 7% were victims
of pharming, almost 4% fell under vishing attack and
over 1% of responding e-banking users became
victims of skimming attacks. These are relatively high
percentages of successful attacks that should be
lowered by proper safe and secure behavior when
using electronic banking. It would be interesting to
investigate the amount of financial damage suffered
by the victims, but this was not included in the original
survey design. Moreover, the time period when
respondents became victims of one of the attacks may
be interesting, since in the past, awareness of attacks
was not sufficient, but on the contrary, in recent years
the number of attempted attacks has been increasing
and therefore a larger number of users may be
affected. However, this was not investigated either in
the survey. Figure 1 contains electronic banking users’
self-assessed agreement with the statements.
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Figure 1. Results of self-assessed agreement with the surveyed statements

Finally, when surveyed electronic banking users
self-assessed, whether they use e-banking safely and
securely in general, almost 79% of them stated that
they use it in such a way. More than 15% of
respondents were not sure if they use e-banking safely
and 6% noted that they are aware that they are not
using it safely and securely. This result shows that a
relatively high percentage of users are aware of not
using e-banking safely, but so far, they have not
corrected this situation. Overall, the results are in
accordance with the partial results of multiple studies
(e.g. [8], [9], [18], [19], [20]). It is up to banks to push
their clients towards safer behavior during the use of
e-banking. For example, through mandatory MFA and
more intensive education about the principles of safe
use of EB.

5. Conclusion

Electronic banking has a transformative impact on
the users’ banking experience, offering high levels of
convenience, speed, and accessibility that have
fundamentally reshaped user interactions with
financial institutions. While the evolution from simple
home banking applications to sophisticated mobile
and internet banking platforms highlights a
continuous drive towards enhanced user experience, it
simultaneously shows a parallel growth in the
complexity and diversity of associated security
threats.

TEM Journal —Volume 15 / Number 2 / 2026.

The findings of the conducted survey among
Slovak e-banking users reveal a notable disparity in
user awareness regarding essential security practices.
This knowledge gap, coupled with a less-than-optimal
adherence to safety practices, emphasizes the
remaining vulnerability of users to sophisticated
cyberattacks.

When fortifying the electronic banking security
ecosystem, robust security elements have an essential
role. The universal adoption of MFA might be one of
the steps introduced by the financial institutions in this
process. The technological safeguards, alongside the
requirement for clear and preemptive communication
from banks, are crucial for cultivating user trust and
ensuring the integrity and secrecy of financial
transactions. However, the weakness of electronic
banking security lies in the behavior of its users, who,
despite of being aware of the rules on the safe and
secure use of electronic banking, often do not comply
with them (according to the results), thereby exposing
themselves to the risk of financial and privacy losses.

Eventually, the future of electronic banking
demands a determined and continuous effort from
both: financial institutions and users. Banks must
continue developing and implementing advanced,
user-centric security measures while simultaneously
intensifying educational initiatives to provide clients
with the knowledge and practices required to prevent
e-banking security threats. Only through this
combined awareness and effort can the advantages of
electronic banking be fully realized, ensuring its
secure safe usage.
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