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Adaptive Authentication Using Al-Driven
Password Behavior Clustering: Addressing the
Reliability Gaps in Emerging Passkey Systems
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Abstract - Recent studies regarding the topic of
cybersecurity imply that the issue of password
poisoning through Al is rapidly growing in severity, and
additional systems of authentication that are more
intelligent and behavior-aware are required. Multi-
factor authentication (MFA) provides better security
but is often more inconvenient for users, and existing
authentication systems do not extensively leverage
behavioral analysis of password creation and use.
Although there has been a recent trend toward Passkey
deployments instead of passwords, their effectiveness
and widespread adoption have not been tested. The
given work, in turn, is more realistic and empirically
justified through behavioral password profiling,
making it practical and reliable. This paper addresses
the gap by exploring the hypothesis that clustering-
based password profiling can effectively distinguish a
legitimate user from a potential attacker. The password
clustering model is a centroid-based model that assumes
it enhances authentication accuracy by training on the
password patterns users use. In the study, a list of
passwords from multiple users was used to determine
Centroid Password (CP) profiles via machine learning
clustering. The proposed model proved more effective
at classifying valid passwords and produced fewer false
positives than traditional methods.
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The results confirm that password behavior can be
categorized to enhance the authentication and
verification of user identities. The research can be used
to develop new, behavior-driven security models to
improve the protection of digital identities against
emerging Al threats.
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1. Introduction

The legacy password authentication system is now
working, but with significant limitations, given the
ongoing development of artificial intelligence (Al) that
can discern vulnerabilities in password security
systems [1], [2]. This analysis, which uses centroid-
based analysis along with Al-based password pattern
clustering, provides new security improvements to
password systems [3].

The use of Al tools has brought significant
transformations across various fields, enabling the
design of both defensive and offensive solutions to
safeguard cybersecurity networks. Al systems have
defensive features such as prediction, anomaly
detection, and the generation of dynamic passwords,
which enhance the overall security infrastructure.
Criminal activity can also be carried out with the help
of Al, as hackers create advanced security attacks by
integrating a sequence of automated password-
cracking tools with a ‘Deepfake’ impersonation plan
[4].

Password combination, as defined by security
researchers, involves analyzing the organizational
patterns of password combinations and the design
features of such passwords [5]. Using this method, it is
possible to identify ubiquitous trends used by user
groups, which poses a potential security threat. Safety
nets are more secure when they implement password
creation policies to prevent users from creating weak
passwords that attackers can easily decipher [6].
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In centroid-based analysis, clustering has a spot,
called the centroid, which is representative of the
cluster [7]. By doing so, technicians will be able to
establish the core distribution of regular password
patterns within security systems. A system uses
centroid analysis to develop new password security by
calculating the distance between each password and
these core points, then predicting the password's risk
level and strength [8].

Moreover, [9] highlight emerging trends and best
practices that can inform the development of robust
security systems for digital infrastructure in the future.
Recent studies indicate that Al has made a
revolutionary contribution to cybersecurity, especially
in threat detection and the development of flexible
defense capabilities [10], [11]. The use of strong
passwords is becoming increasingly crucial in the era
of Al-based attacks. The issue of password security has
become increasingly critical as Al-based technologies
continue to advance. Today, in modern applications of
Al algorithms, massive datasets are processed in a
short period of time to identify patterns, using which
their forecasting of passwords is exceptionally
accurate [12]. Weak passwords, which are usually built
from words or personal data and are easily guessable,
are now under major threats from brute-force,
dictionary, and machine-learning cracking programs
[13], [14].

Since hackers are highly interested in Al
technology, they use it to compromise authentication
systems with weak security configurations, thereby
granting unauthorized users access to internet accounts
and altering the original user credentials [15]. An
analysis of the security threats is done by [16]. It has
proposed an interesting approach to enhance user
differentiation using the promising EPSBV01
algorithm [17]. Cases of such security breaches have
been experienced in WhatsApp, Facebook and Gmail
where attackers get hold of the accounts by altering
passwords hence depriving the appropriate owners of
their rights. Cases have led to exposure of personal
information, economic stability, and business activities
[18], [19]. The assessed technology in healthcare
security was blockchain [20].

The end-users need to adopt practical password
management skills by ensuring that they make their
passwords long, complex, and unique to different
accounts to fight the threat posed by Al [21]. The
multi-factor authentication (MFA) and password
manager systems can assist in safety additions by
introducing cognitive security and eliminating
unauthorized access to a system [22], [23]. The
contemporary trend of the development of
cybersecurity threats means that password security will
be required to defend digital identities and sensitive
data against Al-based cyberattacks [24], [25].
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The study will use a worst-case analysis
methodology, showing that once a user's password is
compromised, it may persist despite the absence of all
possible multi-factor authentication tools, such as SMS
codes, email verification, and biometric authentication.

In this crisis, the attacker gains access to the
account of the user, which enables them to alter the
original account details, consequently blocking the
original owner.

The proposed work compares the risk of the
individual who changed the passwords on the
compromised account, whether the user is a genuine
user or a hacker. The Gmail and WhatsApp account
hijacking are the current forms of security violations
where an attacker gains access to the personal account
of a person.

A cyber attacker will secure entry then edit the
account recovery contacts hence preventing the
original user to recover access. The suggested system
will examine the behavioral trends such as typing
speed, password writing patterns, and device
interaction trends to differentiate genuine users and
possible hackers.

1.1. Problem Statement

Password authentication schemes demand that the
stored passwords of users be identical to their present
logins [26]. Lockouts of accounts, security breaches,
and frustration come when users use small password
changes when they update their passwords. The
passwords used by users in terms of their patterns are
not considered by security policies, and it is imperative
that the user changes the passwords on a regular basis.
Attackers take advantage of this vulnerability by using
phishing, brute-force attacks, and unauthorized
intrusions by guessing modified passwords.

1.2. Research Gap

The existing password authentication techniques do
not investigate the behavior of each user password
[27]. The significance of memorable characters to
password security has been comparatively analyzed
[28]. Multi-factor authentication (MFA) is more
secure, but it also causes usability concerns for user
experiences [29]. One of the Face Recognition
strategies was machine learning that enhanced security
within a smart home [30]. The studies on user specific
password profiles show that no research has been done
to verify the identity based on the use of established
password patterns.

The deployment of Al methods has now become
the central issue of study to improve the authentication
of cybersecurity [31]. The use of traditional password
authentication systems is still in practice, and it is easy
to point them but they offer easy targets due to
predictable patterns of users and their choice of
passwords [32], [33].
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The review discusses Al-based password pattern
analysis methods, as well as methods of clustering,
which results in the proposed method being discussed
as follows:

1) Historical Password Protection Problems:
Authentication by use of passwords is critical in
securing security systems. It is due to this practice
that users use easy passwords that end up
endangering their systems. In a study by [34], trends
of password vulnerability were determined, and it is
important to  establish  powerful  security
mechanisms.

2) Al and Machine Learning in Password Security:
The development of artificial intelligence and
machine learning technology has resulted in
advanced password security. In their experimental
study, a team of researchers at [35] used machine
learning to test password security and hence found
standard trends in passwords. LPSE is a machine
learning password-strength analysis that was
designed by [36] to determine password strength
efficiently.

3) Behavioral Biometrics and Keystroke Dynamics:
Studies have investigated how the behavioral
biometric measurements, including the data of
keyboard dynamic characteristics, can be used to
strengthen security measures. Authors [37] carried
out pattern analysis of dynamic keystrokes based on
machine learning algorithms to enhance user-level
security. The findings of the research show that one
can identify the real user amidst the potential
attackers using the behavioral biometric techniques.

4) Generation of Passwords by Gesture:

Several innovation techniques today employ
biological actions as a password development
approach. The creation system of the password was
developed by [38], and it used the data features of
the hand gestures together with the security
analysis. In their research, 99% accuracy of
ensemble learning techniques caused with
physiological behaviors into their system was
reached [39]. The CNNs-based approach to a multi-
factor authentication process is also examined by
[40].

5) Password Strength Prediction through Ensemble

Learning:
The predictions of the password strength are more
accurate when the ensemble learning techniques are
applied. Current studies are directed at the ensemble
methods to enhance the ability to predict password
strength because each model has certain drawbacks
[41]. In the current research methods, there are
several classifiers and their arrangement is in such
a way that their capability to identify correctly
password security levels is achieved [42].
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6) Centroid-Based Password Pattern Analysis:
Centroid-based clustering method allows the
identification of common patterns and anomalies in
the password patterns [43]. The process uses a
statistical approach to determine the focal point
(centroid) of groupings of password information
and thus forms the standard patterns in passwords.
The security threats are identified when information
that does not conform to the norms or the central
point is analyzed. The [44] has also proposed a
relative study of the K-means and fuzzy C-means
algorithm.

The standard authentication system has the
passwords stored in the form of hashes, and real
matching processes are carried out [45]. Studies
indicate that users are likely to make weak derivations
of their current passwords that can be easily guessed
by attackers [46].

1.3. Machine Learning in Password Security

Studies confirm that machine learning algorithms
measure the strength of passwords by detecting odd
features [47], [48]. Clustering algorithms were used to
form password structure clusters used in identifying
compromised credentials. These research studies only
concentrate on the password recognition but not on the
behavioral characteristics of the user.

1.4. Password Similarity Analysis

The identical character sequences are used by the
users over and over again, because the studies of the
so-called Levenshtein distance and sequence matching
have proved [49], [50]. A majority of password
management systems are capable of creating unique
passwords, and they are usually modified by users into
their personal patterns. According to this study,
authentication systems that are based on behavioral
and also those that are based on tendencies need to be
put in place in conjunction with strict systems that
verify the passwords.

2. Literature Review

Various attempts have been made regarding
password security and machine learning to give
individualized profiles of passwords which can be used
as effective methods of identity verification. This was
anew password clustering model that supports security
requirements in accordance with password evolution
[51].

This study uses the Centroid Password (CP)
algorithm in comparison to the proposed approach to
identify unauthorized requests to change the password
by analyzing password entries.
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CP algorithm was applied to a set of 629 passwords
put in by 143 users with an accuracy of precision of
68.88 by correctly identifying 197 of 286 entries.
Experimental results have shown that the CR-EPSB
method is less accurate by 24.47% than the Centroid
Password method. Research works conducted by other
researchers have studied various password security
factors, although the offered approach stands out due
to its ability to integrate centroid-based clustering with
Al to improve the process of authentication. The
federated system offers new authentication schemes of
valid password change requests, which underpins the
ongoing cybersecurity  fortification efforts.
Philosophy: The system of modern authentication is
highly advantageous due to the combination of Al and
machine learning, and the security of the password.
Various security measures that integrate behavioral
analytics and ensemble learning systems are an
effective way to solve traditional security threats. The
suggested centroid-based analysis enables
organizations to have a technique of accurately
detecting the unapproved password modification,
which will improve overall security aspects.

The work is constructed since a password identity
profiling system plays a parallel role to various
research studies that are currently underway that deal
with behavioral biometrics and password security.
Behavioral profiling techniques are also presented in
[52] which involves the usage of distinct behavioral
measurements, like typing rhythms and the movements
of a mouse to improve the security of authentication.
The user profiling of the proposed work is based on
previous password behavior; that is, the analysis is
conducted on the password content that is stored and
not on the behavior that occurs in the process of
entering the passwords. The authentication process by
Keystroke Dynamics uses typing patterns and times,
thus authenticating users of the system. Even though
this is a successful approach, the system must monitor
users when entering passwords. The proposed work
password analysis system identifies the password
structure in the established password assessments that
are static, and they do not need real-time data to
establish passwords. What the authentication system of
the previous related work does is to verify passwords
through the dynamic challenge system. The suggested
password authentication system creates password
centroid profiles using prior user passwords so as to
generate password verification based on adaptation
using user passwords without incurring extra user
input. The other paper explored the behavior of users
in order to devise user classification rules depending
on both IP addresses and colocation. The proposed
work password research, studies the natural passwords
patterns in detail which gives even more security to the
system. Other literature discusses the behavioral
models to promote the protection of user-generated
passwords.
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The study project on password creation behavior is
not similar to the proposed work which examines the
current patterns of passwords using user authentication
to secure their safety in different manner.

A significant  inconsistency  in  passkey
implementation is indicated by an empirical study of a
vast amount of web sites, showing inconsistencies and
flaws in design that may affect the reliability of actual
implementation. Such technical and user- based issues
of passkey adoption as account recovery, delegation,
synchronization, and user perceptions point to the fact
that their validity and universal applicability are yet to
be fully validated [53]. A comparison of the device-
bound and synced passkey credentials identifies
security trade-offs and dependence on passkey
providers, and, accordingly, it is a contention that the
security assurance of synced passkeys is a point of
contention [54]. A general analysis of ‘passwordless’
authentication reveals that, even though passkey
advantages are evident, inertia to use, device
portability, and absence of device support are some of
the deployment requirements that are not fulfilled [55].
There are additional books and papers that offer an
extensive analysis of ‘passwordless’ authentication
methods [56]. These works validate a provisional
assumption that passkey reliability and mass
implementation warrant further research.

The given work method contrasts the keystroke
dynamics or behavioral biometrics since the given
method involves the application of new analysis to the
content and structure of past passwords users use,
rather than the real-time input information. The
analysis of the static passwords allows the adaptive
authentication with facilitating the normal evolution of
the passwords without generating any more user
issues.

2.1. Research Contribution

The study conducted in the research is password
identity profiling through machine learning-based
techniques of clustering to calculate the password
behavioral profile of users. This study provides several
significant results.

1) In the development of the model, standard
components of previous passwords are identified in
the system to create user behavior profiles.

2) The system also improves the security of
authentication, whereby new passwords are
compared with old historical passwords to identify
invalid password changes.

3) The system allows wusers to make simple
adjustments with the help of a secure password
procedure.

4) A Scalable Security Layer is the adaptation
suggested for large-scale web applications and
authentication systems on the enterprise level.

5) The methodology guarantees the convenience of
passwords to the authorized persons due to the
security of access to the systems.
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The suggested work presents a password profiling
technique, which takes advantage of user password
patterns to complement the existing behavioral
authentication techniques, thus offering a feasible
security enhancement in dynamic settings.

3. Methodology

This study employs a multi-stage study process in
formulating and testing a behavior profile of the user-
specific password. The algorithm is based on data
collection, feature selection, clustering, and validation
to increase the level of authentication and retain its
application in cybersecurity systems.

3.1. Step 1: Data Collection

The study retrieves past passwords of different user
accounts [19]. Several passwords should be made up
of a mixture of symbols, numbers, and capital letters.

3.2. Step 2: Feature Extraction

The stage will be dedicated to estimating the
principal characteristics of each password to indicate
the unique user behavior. Similarity, variability, and
positional patterns of the composing passwords are
measured using various textual and structural data.

o Decorative character usage, character
variation, and character use of symbols.

e Through the technique, ‘Jaccard’ similarity and
‘Levenshtein’ distance are also calculated along
with position weightage in the analysis.

length

3.3.Step  3:
Calculation

Password Clustering and Centroid

The third step is password clustering, after which
centroid values are determined. The similar password
patterns should be classified under either K-means
methods or DBSCAN clustering. Equally, the system
will generate various user-specific passwords based
on patterns.

3.4. Step 4: Verification Mechanism

The tool compares new passwords with the profile
using a similarity analysis. A threshold variable of
acceptance will decide the acceptable variations of
passwords and prevent security attacks.

3.5. Step 5: Implementation and Testing

The model needs to be tested by investigating real
password sets [19]. The adopted approach makes it
security compatible with the principle of usability,
allowing the creation of flexible authentication
mechanisms that can respond to the current issues of
cybersecurity threats.
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The password identity profile is allocated to each
user based on investigations of their past passwords.
The model developed can be used as a core prototype
in identifying the necessary elements of the regular
password set up of a user such as the presence of
letters, position of numbers and the use and position
of symbols. The user has to enter a modified password
which is then verified by the system to confirm
whether the user is who they say they are in their
profile thus establishing it as a proper choice of the
user.

4. Experiments

In the experimental stage the proposed centroid-
based password profiling model is verified during the
experimental stage in a series of controlled
experiments and simulations. It is based on defining
the problem situation, running the algorithm, and
assessing its ability to detect both real and fake
password updates.

4.1. Problem Definition for Building Algorithm

Today's password  authentication  systems
authenticate users against stored hashed passwords.
Users constantly update their passwords with minimal
alterations, making it difficult to tell whether an
update was done in an authentic way or an anomaly
occurred. The users require a system of password
profiles that collates their password tendencies so as
to identify them even after minor alterations to their
passwords.

4.2. Proposed Solution

A proposed solution of dynamically creating
adaptive password profiles in order to increase the
level of security in authentication will be introduced.
It outlines the derivation of meaningful features, the
generation of centroid-based profiles, and the
validation of password updates against preset patterns
as follows:

1) Retrieve Key Features on Passwords:

e The users are to be assessed in terms of using
common letters, numbers, and symbols,

e Variations in capturing password length,

e Examine character sequence and transition.

2) Create Centroid Password Profile:

e Character frequency analysis to define standard
password components should be used in the
system,

o Calculate positional character likelihoods.

e The system uses different tests of similarity, such
as Jaccard similarity, cosine similarity, and
‘Levenshtein’ distance, among others, to
determine the consistency of the passwords.
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3) Verify Password Updates:
o Compare centroid profile to new passwords,
e Systems must permit changing of passwords
with a similar level under acceptable levels.

4.3. Implementation (Example)

As Figure 1 illustrates, the built-in application
takes the input of the dataset, runs password
processing on the user passwords, generates an overall
representation of a password center, and authenticates
renewed passwords with this benchmark. The steps
involved in the first step include password collection
by the application that is developed:

1) Password Collection
e First, the passwords associated with userl are
retrieved from the dataset:

userl passwords = ["'muhanad1978@",

2) Character Position Analysis:
e For each password, the characters are split and
stored in a list:
char_positions = [['m’, 'u,"'h,"'a', 'n," @', 'd', '1,'9’,
7,8, '@, MY ' 'Y at, N a9 T
‘81, [M, v, 'h,'@','n'ya',d", 7, '8] [M, U,
h,'@','n,'@',d",'1,'9,'7, '87]
3) Character Frequency Count:
e The Counter function is used to count the
frequency of each character across all passwords.
o Updates frequency count for each character.
For the user, after processing all four passwords,
the frequency count is as follows:
Common chars={'m: 1,'u 4,'h": 4,'a: 4,'n": 4,d " 4,
'1:2,'9%2,'7:3,'8"3,'@" 2,'M":1,'N" 1, """ 1}
4) Centroid Creation:
e The centroid password profile is constructed by
selecting the most frequent characters in the

n ' " " "
HMUEaNad.gl?gS?é" Muh@nad78", password set
uh@n@ ] e centroid password = "uhand1978@M!N"
I formastring - o X
AATILE UL S userl 9 Calc_CR user _BiiMuh@n@d 19
H : userl Muh@nad78
w Muh@n@d1978 Muh@nad78 user] MuhaNad!97¢
o user] v [|muhanad197i v
import all data | |[IFENEEIE] ~
al L MuhaNad!Q?t_
0541 06.40 Show -CR-User select user Eﬂﬂgﬂ%ﬂi "
user  oldpassword new) sletter cletter sumletter  digits sympols length similarity levDistance timePass  timetoc”
v [ESE Muh@n@... (M. |14 1 5 4 2 11 3 72.727272.. 03.10 07.49
userl |Muh@n@.. M.. 4 1 5 4 2 11 3 72.727272... 03.10 07.49
userl |Muh@nad.. M.. .4 1 5 4 2 11 4 63.636363... | 04.67 2430
userl |MuhaNad!.. M.. .0 0 0 0 0 0 4 63.636363... 03.05 09.48
userl |muhanadi.. M. |0 0 0 0 0 0 4 66.666666.. 102,17 1622 ¥
2
_.r:a
di
2
i 5 uhnad 78 2
| Analyzer calc
n 1M @ 1 3 Update Cletter
Figure 1. Sample of developed system
4.4. Equation to Create Centroid Thus, Equation 1:
. . A - — Vk :
This part outlines the process for building a CP =SChf = Y-, Cik 1

centroid password that models a user's typical
password behavior. The centroid is calculated by
summing the character frequencies of all passwords
and ranking them in order of their significance.

Let C = {c1, c2, ..., ck} be the set of characters
across all passwords for a user, and let f(c) be the
frequency of character ¢ across the passwords. The
centroid password is constructed by arranging the
characters ci_ in the order of f(c) from highest to
lowest.
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Generated password profile (centroid) for userl:
"uhand1978@M!IN".

The final centroid password (CP) is a composite
profile that reflects the most commonly used
characters for a particular user across all their
passwords.

Where CP: Centroid Password and SChf: Stored
Characters by frequency.
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Assume a hacker obtains the user's last password
and attempts to update it. The hacker enters”
MuhaNad!978.” The proposed work will compare”
MuhaNad!978” with user 1 CP: “uhand1978@M!IN.”
The similarity will be 58.33%. The similarity function
compares two sequences (MuhaNad!978 &
uhand1978@M!N) and returns a similarity score
between 0 and 1.

Similarity ratio:

(r) =N/M (2)
Where:

e N is the total number of characters in the
combined sequence of both strings.

e M is the total number of matching characters in
both strings.

Matching blocks identified where sequences in
both strings align well.

Similarity% =r x 100

The similarity is primarily based on how a poor lot
of the characters and their positions fit amongst
MuhaNad!978 & uhand1978@M!N. as an instance:

e Every MuhaNad!978 & uhand1978@M!N have
similar characters like u, h, a, n, d, 1, 9, 7, eight,
@, and M, but they're prepared in every other

way.
e The positions of characters, much like the @,!,
and numbers, affect how the matching

subsequences are aligned.

The output of 58.33% suggests that MuhaNad!978
and uhand1978@M!N are reasonably similar but no
longer identical.

5. Evaluation and Results

In order to test the proposed algorithm, precision
was calculated using experiments that were conducted.
The evaluation was done using the last password stored
and saved before creating a centroid password profile
of any individual. Moreover, to replicate the testing
conditions, the study came up with falsified passwords
where there was a valid and an invalid (false) password
in every test. The data set collected has 143 customers
updating their passwords giving 629 data points, 486
of which are training data, 143 of which are testing data
and 143 of which are false data. Precision is a typical
measure of how well predictions are accurate. It is
obtained by the following formula:

Precision = (TP) /(TP) + (FP) 3)
Where:

(TP) True Positives in cases when the gadget is an
efficient identification of a password of the legitimate
user.
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(FP) False Positives: Cases in which the gadget
would mistake a fake password for a legitimate user.

The results of the general performance analysis of
the CP (Centroid Password) rule set are displayed in
Table 1, where precision represents the primary
measure. Real Positives (TP) were 197 times when the
rules were able to recognize the proper password of the
user. False Positives (FP) were 89. The rules had a
false positive error by treating a wrong password as a
legitimate user. General Forecasts (TP + FP) were 286
total cases where the set of rules was utilized (correctly
and wrongly):

Text {Precision} = \frac{\ text{ TP} }{\ text{TP} +
\ text{FP}} = \frac{197}{286} = 0.688 \ text{ 88%)}.
This finding implies that sixty eight eighty-eight
percent of the times the CP set of rules were able to
find the actual password and never accept a false one.
Though it is a reasonably robust outcome, the fact that
there were 89 false positives indicates that it can be
improved, probably by enhancing the password profile
generation system or adding other security variables.
CP is more accurate by 24.47% compared with CR-
EPSB, which shows that CP is much more effective in
identifying valid passwords correctly and decreases
false identifications.

The importance of the proposed work to
contemporary cybersecurity is mainly attributed to its
better authentication protection against advanced
threats. Conventional password authentications are not
as safe as Al-based cyberattacks are increasingly
becoming. The paper shows that the Al clustering
method, in conjunction with the centroid-based
evaluation, allows the enhancement of the password
authentication security through the identification of the
abnormal password requests and the elimination of
cases of unauthorized access to the system.

Table 1. Results

Precision Precision
Alg. | TP | FP |TP+FP | (TP/(TP (%)
+FP)) ’
CP | 197 | 89 286 0.688 68.88%

5.1. Who Can Use This Work

The results derived in this work will provide the
potential end users and beneficiaries of the proposed
password profiling system and authentication system
with the following.

These IT administrators and cybersecurity analysts
can integrate this model with their authentication in the
system to curtail unauthorized cases, such as:
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* By incorporating Al-powered authentication
systems by financial institutions like banks and
online payment systems, the two organizations can
detect fraud in the process of customer account
authentication and protect their accounts. Medical
facilities that manage healthcare data like hospitals
have an opportunity to implement such
authentication procedures to improve the access
control procedures and prevent data breaches of
patient information.

» The Al-based password authentication ensures the
protection of student information and academic
assets including intellectual property in learning
institutions.

» The security models that Al technology can create
will be able to help the government institutions and
defense organizations to safeguard key national
security data.

5.2. Value of the Research

The cybersecurity of the future is also boosted by
this research, with its authentication systems becoming
more precise and producing fewer false password
alarms. To support the capability of resistance against
brute-force attack, credential stuffing, and Al-based
hacking, the system uses Al to cluster user passwords
and build an understanding of their behavior. The
present research opens up new opportunities in the
development of Al authentication and thus enhances
the level of security in the sectors that use password-
based systems. The research design proves the
possibility of introducing multi-factor authentication
(MFA), which helps to improve the defenses of digital
security systems against emerging cyber threats.

5.3. Advantages of Al in Enhancing Authentication
Security

As stated in the paper, the primary benefits of the
adoption of Al techniques to strengthen authentication
tools and improve the assessment of the identity of
individuals are as follows:

e Al analyzes massive data quantities to detect
irregular patterns within login attempts, enabling it
to identify unauthorized entry attempts.

o Al utilizes the study of standard user behavior to
recognize abnormal patterns during login, which
signifies compromised accounts, thus providing
extra security measures.

e Al systems monitor security threats in real time,
enabling them to modify security protocols and
provide agile protection solutions.
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5.4. Disadvantages and Challenges

This section deals with restrictions, risk, and issues
related to the introduction of the proposed Al-based
authentication system. The following problems are
outlined:

o Al-based security systems are costly due to high-
cost entry barriers, including expensive
technological equipment, on top of a highly trained
workforce, which is often beyond the reach of
small-scale organizations.

e |t is hard to comprehend the inner workings of the
decision-making process of Al algorithms,
including deep learning models, as they are a black
box. There is also little transparency of operators
which lead to lack of trust and accountability.

e Al-designed attacks enable the attacker to create
sophisticated strategies in their cyber-attack using
dynamic malware that responds to existing security
mechanisms.

5.5. Future Trends

The use of Al authentication security systems will
improve the incorporation of Al technology to
establish more identity-like and environment-sensitive
security measures. The ability to control the benefits of
Al and its risks and ethical implications will determine
whether successful security systems will be
implemented. With the presence of quantum
computing, there are high risks to new cryptographic
systems. The current RSA and ECC encryption
techniques are highly dependent on the classical
computers that have made substantial strides in
factoring large prime numbers, and they cannot have
any practical solutions within a reasonable time. The
conventional security system is now obsolete due to
the emergence of quantum algorithms. In particular,
the algorithm developed by Shor can decrypt
encrypted data in a matter of seconds.

The use of Al-driven methodologies to analyze the
patterns of passwords and execute centroid-based
analysis has taken the level of authentication security
to another level, offering high security to the digital
assets. In order to realize the full potential of asset
security, it is imperative to eliminate challenges that
come with these emerging strategies.
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6. Conclusion

The findings of this test indicate that with the CP
algorithm, the valid password of a user can be selected
with an efficiency of 68.88 percent. Although this
result is encouraging, the fact that there are 89 false
positives among 286 instances of checks confirms one
of the significant weaknesses of the given machine;
nevertheless, it still identifies an unauthorized
password in approximately 31.12 cases. Such fake
positives may be a security threat: An attacker may
use them in case the password generated
coincidentally matches the centroid profile of
passwords. To improve the accuracy, destiny studies
must acknowledge the necessity to decrease the level
of popularity of fake passwords by improving the
password centroid generation algorithm. Virtual
authentication by wuse of passwords can be
supplemented with one of the techniques: time-based
virtual behavior assessment, keystroke dynamics, or
device fingerprinting. Furthermore, the accuracy
should be improved with the incorporation of the
device analysis models that would be tuned to the
consumer-specific password adoption patterns. With
the use of similarity measures, anomaly detection
strategies, and layered security mechanisms, this work
was able to reduce false positives thus improving the
reliability of authentication. Simultaneously, since the
CP set of policies demonstrates itself to be promising
in terms of finding legitimate clients with the help of
password profiles alone, developing it further is vital
to ensure a greater level of accuracy and protection
against the existing Al-based assaults.
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