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Abstract — In the current digital environment, where
misinformation and cyber threats pose significant
challenges, developing and implementing effective
strategies to enhance digital literacy and security is
essential. This study examines Slovakia's approaches to
individual digital management, with a focus on policies
and initiatives aimed at increasing digital literacy and
strengthening cybersecurity. A comprehensive analysis
of demographic and socio-economic factors, including
HDI, education levels, internet access rates, and others,
is utilized to identify patterns that may influence the
effectiveness of these policies. Methodologies such as
regression analyses and clustering are employed to
identify key factors impacting citizens' digital literacy
and their ability to respond effectively to cyber threats.
The findings indicate that a high HDI and availability
of educational resources are associated with an
enhanced capacity for citizens to critically analyze and
safely engage with online content. Based on the
analysis, targeted educational programs are
recommended to address the specific needs of different
demographic groups and raise awareness of
cybersecurity.
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Based on the analysis, targeted educational
programs are recommended to address the specific
needs of different demographic groups and raise
awareness of cybersecurity. This approach has the
potential to not only enhance individual protection
against digital threats but also to strengthen overall
digital literacy in society.
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economic factors.

1. Introduction

In the current digital era, the ability of individuals
to effectively use information and communication
technologies is crucial for their daily lives and work.
Digital literacy and security are critical aspects that
influence how individuals interact with digital
content, protect their personal data, and recognize
false information. In the context of an ever-changing
digital environment, it is important to understand
how various demographic and socio-economic
factors affect these abilities. This study focuses on
analyzing the relationships between the Human
Development Index (HDI), education levels, internet
access, and digital literacy in different countries.
Revised cluster analysis and regression models were
utilized to examine how these factors influence
individuals' ability to correctly identify and respond
to misinformation and cyber threats. The main aim of
this study is to provide a deeper understanding of the
dynamics of digital literacy and security and to
propose effective educational policies and strategies
to enhance digital resilience.

The basis of the analysis is the hypothesis that
countries with higher HDI, better education systems,
and broader internet access will have higher levels of
digital literacy and better abilities among citizens to
recognize and verify information. It is also
hypothesized that security incidents and data loss are
significant factors contributing to the failure to verify
information, while redirection to fake websites
significantly increases the risk of identity theft.
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2. Theoretical Framework

The significance of education for digital literacy
is well documented in the literature. Studies show
that higher levels of education lead to better abilities
to analyze and manage digital content [1].
Educational programs that integrate digital skills into
the curriculum can significantly improve digital
literacy [2]. According to Karpati, digital skills
acquired in the school environment have a long-term
positive impact on individuals' ability to critically
evaluate online content. Internet access is another
key factor influencing digital literacy [3]. Other
researchers found that the availability and quality of
internet connections are crucial for the development
of digital skills [4]. Similar conclusions are drawn by
Arafah, B., & Hasyim, M. [5], who identified a
strong correlation between internet access and digital
literacy. In Slovakia, internet access is gradually
improving, which positively affects the digital
capabilities of the population [6].

Studies demonstrate that economic conditions,
including income and employment, influence digital
literacy. Hargittai and Helsper emphasize that
economic stability allows individuals to invest in
technology and education, which subsequently
increases their digital literacy [7], [8]. According to
Nurdiani, T. W et al [9], higher income correlates
with better accessibility and use of digital resources.
Countries with a high human development index
(HDI) tend to show better results in cybersecurity
[10]. Research has found that higher levels of
education and income allow greater access to
security resources and technologies, which enhances
protection against cyber threats [11]. In Slovakia, a
high HDI is associated with higher levels of
awareness and preparedness for cyber threats [12].

Targeted educational programs can significantly
contribute to increasing awareness and the ability of
individuals to respond to digital threats. Research by
Tondeur and Ertmer indicates that educational
programs incorporating cybersecurity have a positive
impact on the preparedness of students and citizens
to face digital threats [13], [14]. Various initiatives
supporting digital literacy and security are being
implemented in Slovakia, as confirmed by recent
research and government reports [15].

Cybersecurity and digital literacy are also
influenced by cultural and regional differences.
Hofstede's research shows that cultural values affect
how individuals approach technology and security
[16]. According to Urbancikova, N. et al [17], and
Vilinova, K., et al [18], there are regional differences
in the approach to digital skills and security, which
are also evident in Slovakia.
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3. Methodology

The primary aim of this research is to analyze and
identify the impact of demographic and socio-
economic factors on the digital literacy and
cybersecurity of citizens in OECD countries. The
research seeks to determine how various factors
including education, internet access, and socio-
economic development measured by HDI, influence
individuals' ability to correctly identify and respond
to false information and online threats. Additionally,
this study focuses on formulating recommendations
for policymakers and educational authorities that
could lead to more effective strategies to improve
digital literacy and security in the country.

The research is based on data analysis obtained
from publicly available sources and databases from
2022, including information on digital literacy,
cybersecurity, and socio-economic and demographic
factors. Data were extracted from international
databases such as the World Bank and the
Organisation for Economic Co-operation and
Development (OECD) databases. Before analytical

processing, the data underwent thorough
preprocessing, which included cleaning and
normalization to ensure the consistency and

compatibility of various measurements. Following
the initial data preparation, descriptive statistical
analysis was conducted. This step involved
calculating mean values, standard deviations, and
ranges for each variable, providing a basic
understanding of the data  characteristics.
Subsequently, the K-means clustering method to
identify homogeneous groups of countries based on
their profiles in digital literacy and security was
applied. Before clustering, the data were
standardized, and the number of clusters was
determined using the EIbow method, which identifies
the optimal number of clusters based on data
variability.

To assess the impact of socio-economic and
demographic factors on the assignment of countries
to clusters, a multivariate regression analysis was
performed. In this phase, regression models were
evaluated based on their regression coefficients and
statistical significances, using techniques such as
stepwise selection to identify the most significant
predictors. Overall model effectiveness was assessed
based on various criteria, including the coefficient of
determination (R-squared) and other metrics,
allowing to evaluate the accuracy and reliability of
the analytical models. This approach ensured that the

study results provide accurate and relevant
information for policymakers and educational
institutions.
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Since 2015, numerous studies have been
conducted in OECD countries focusing on digital
literacy and cybersecurity, analyzing the impact of
socio-economic factors on these areas. The study by
Vuorikari et al. provides a framework for digital
competencies for citizens and emphasizes the need
for education in this area [19]. The OECD report
highlights the necessity of enhancing digital skills for
adaptation to the digital economy [20]. Van Laar et
al. identified a link between digital skills and critical
thinking, recommending their integration into
educational programs [21]. Redecker introduced a
framework for the digital competencies of educators,
emphasizing their impact on students' literacy [22].
The DESI report by the European Commission
evaluates the digital performance of EU member
states, showing that countries with higher levels of
digital skills achieve better results [23]. These studies
clearly indicate that education, access to technology,
and socio-economic conditions are crucial for the
development of digital literacy and cybersecurity in
OECD countries.

4. Research and Discussion

To perform clustering, the K-means method,
which is popular for its efficiency and simplicity in
use, can be utilized. This method will be most
suitable if you want to identify groups of countries or
respondents based on their behaviors and attitudes
towards information on social media. Before
clustering, it would be good to normalize the data so
that all variables have equal weight. In this research,
the data representing the Internet usage and data on
hybrid threats per individual was utilized. The
analysis was supplemented with demographic
variables such as population density, which can
influence how quickly information spreads and how
people are exposed to various media, the average age
of the population, with older populations potentially
having a different approach to technology and social
media, and education level, with higher education
levels possibly associated with better critical thinking
and the ability to recognize false information.

Other  variables included socio-economic
variables: unemployment rate, with economic
stability potentially affecting how people interact
with media and trust information sources, human
development index (HDI), a comprehensive indicator
that could suggest the overall level of socio-
economic development influencing access to
technology and education, and internet connectivity
rate, as the Internet access is crucial for interaction
with social media and online information sources.
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The K-means method used in the research is
suitable for clustering data when you want to identify
groups of countries based on their indices and
attitudes towards information on social media.
However, it is crucial to normalize the data before
starting the clustering to ensure that all variables
have the same influence on the clustering results. The
clustering process involves several steps: It begins
with the selection of variables to be used for
clustering. Then, the data is normalized to ensure
equal influence of all variables on the clustering
process. Next, the optimal number of clusters is
determined using a method such as the Elbow
method. After these preparatory steps, the actual K-
means clustering is applied, with the results being
thoroughly analyzed and interpreted.

Utilizing the dataset’s available data, which
encompasses variables reflecting diverse aspects of
behavior and attitudes towards information on social
media. These variables include interaction with false
information and content on social media, verifying
the truthfulness of information, checking information
sources, discussion verification of information,
online identity theft, and redirection to fake websites.
These variables provide a broad overview of how
respondents interact with information on social
media, including their protection against false
information and security incidents. After selecting
and normalizing these variables the clustering can be
performed using the K-means algorithm, gaining
deeper insights into groups and their characteristics.
First, however, the variables will be analyzed
through their mutual relationships. The Pearson
correlation coefficient is a statistical metric that
measures the strength and direction of the linear
dependence between two quantitative variables. Here
are the variables in the order from the Pearson
correlation analysis, each labeled as an indicator:

1. False information and social media content:
indicator 1

2. Verifying the veracity of information on social
media: indicator 2

3. Control of sources of information on social media:
indicator 3

4. Verification of information on social networks
through discussion: indicator 4

5. Online identity theft: indicator 5

6. Getting redirected to fake websites asking for
personal information: indicator 6

7. Population density: indicator 7

8. Average age: indicator 8

9. Education level: indicator 9

10. Unemployment rate: indicator 10

11. HDI (Human Development Index): indicator 11.
Internet access rate: indicator 12
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Figure 1. Correlation matrix of demograpic and socio-economic factors

This correlation matrix shows the relationships
between various demographic and socio-economic
factors. Some key observations include: Education
level has a strong positive correlation with HDI
(0.77), indicating that countries with higher
education levels tend to have better overall human
development. Internet access is also positively
correlated with HDI (0.69), showing that a higher
HDI is associated with better internet access.
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The unemployment rate has a weaker negative
correlation with HDI (-0.27), suggesting that higher
unemployment rates may be associated with lower
HDI. Interestingly, population density does not show
a strong correlation with other factors, suggesting it
is relatively independent of the other measured
aspects.  Subsequently, a principal component
analysis (PCA) to determine the number of clusters
was performed.
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Figure 2. EIbow method for determining optimal number of clusters

The optimal number of clusters can be selected
where there is a "bend" in the Elbow graph,
indicating that adding more clusters does not provide
significant improvement.
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Based on the analysis, it appears that 3 clusters could
be a good choice for the analysis, as they offer a
reasonable compromise between the number of
clusters and the minimization of WCSS.
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Based on the inclusion of all indicators of individual
online behavior, hybrid threats, demographic, and
socio-economic factors, a cluster analysis was
performed. Based on the analysis, 3 clusters were
created.

Cluster 1: Countries in this cluster have the
highest levels of interaction with false information
and simultaneously the highest levels of information
verification. This cluster has the highest average
education level, relatively high population density,
and the lowest unemployment, indicating higher
digital activity and engagement. Countries included
in this cluster are: Belgium, Croatia, Czech Republic,
Denmark, Estonia, Finland, Ireland, Iceland,
Lithuania, Luxembourg, Malta, Norway, Poland,
Slovakia, Slovenia, and Sweden.

Cluster 2 (Blue): This cluster includes countries
with lower levels of false information and truth
verification, characterized by the lowest HDI and
internet access, which may be associated with lower
digital integration and opportunities. Countries
included in this cluster are: Austria, Cyprus, France,
Germany, Greece, Latvia, Portugal, Romania, and
Spain.

Table 1. Regression models

Model R-
squared

Impact of verifying information on false 0.717
information

Impact of security incidents on non- 0.438
verification reasons

Relationship between identity theft and 0.525
redirection to fake sites

The model investigating the effect of verifying the
truth of information on social networks on the
amount of false information has an R-squared value
of 0.717, which means that it explains approximately
71.7% of the variability in the amount of false
information on social networks. A higher R-squared
indicates that the model is quite effective in
predicting false information based on verification of
the truth and checking of information sources. The
following coefficients were estimated within the
model: The constant has a value of 24.3924 (p <
0.001), which indicates that in the absence of
verification and control of sources, the predicted
amount of false information on social networks is
24.3924 percent.
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Cluster 3 (Green): Countries in this cluster have
the highest levels of redirections to fake websites and
high levels of identity theft. These countries also
have the highest unemployment and significant
population density. The countries included in this
cluster are: Albania, Boshia and Herzegovina,
Bulgaria, Italy, Hungary, North Macedonia, and
Montenegro.

In the context of this study, a regression analysis
to examine the impact of various demographic and
socio-economic factors on digital literacy and
security in different countries was used. The aim of
this analysis is to identify key factors that influence
the ability of citizens in different countries to
correctly identify and respond to false information
and cyber threats.

Within the regression analysis, multivariate
regression models were used, allowing for the
assessment of the impact of multiple independent
variables simultaneously. This approach enables not
only to quantify the impact of individual factors but
also to identify interactions between them. The
results of this analysis provide important information
for the creation of effective policies and strategies
aimed at improving digital literacy and protection
against cyber threats.

Coefficients

Constant: 24.3924***  Verifying Info:

Control of Info Sources: 1.3226

-0.1664,

Constant: 0.5287, Security Incidents: 0.2218*, Data
Loss Due to Infection: 0.6219*

Constant:  0.2750, Redirection to Fake Sites:
0.0931***
This coefficient is statistically significant,

indicating that the baseline level of false information
is high. The coefficient for information verification is
-0.1664 (p = 0.853), indicating that a unit increase in
information verification would theoretically reduce
the amount of false information by 0.1664 percent.
However, this effect is not statistically significant,
which means that it cannot be said with certainty that
information verification has a significant effect on
reducing false information. The coefficient for the
control of information sources on social networks is
1.3226 (p = 0.158), which indicates that an increase
in the control of information sources by one unit
would theoretically increase the amount of false
information by 1.3226 percent.
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However, this result is not statistically significant,
indicating that the control of information sources
may not have a strong effect on the amount of false
information. These findings suggest that while the
model explains much of the variability in the amount
of false information, the individual contributions of
fact checking and source checking are not
statistically significant. This may indicate the need
for additional factors or more complex models to
fully understand the dynamics of the spread of false
information in social networks.

The model with an R-squared value of 0.438
explains 43.8% of the variability in the reasons why
people do not verify information. This lower R-
squared indicates that other factors may be
influencing this dependent variable. The coefficient
for the constant has a value of 0.5287 (p = 0.600) and
is not statistically significant. The coefficient for
security incidents is 0.2218 (p = 0.011), indicating
that an increase in the number of security incidents
by one unit would increase the reasons for not
verifying information by 0.2218 percent, and this
effect is statistically significant. The coefficient for
data loss due to a virus or other computer infections
is 0.6219 (p = 0.042), which is also statistically
significant and shows that data loss affects the non-
verification of information. The model with an R-
squared value of 0.525 explains 52.5% of the
variability in identity theft, indicating adequate
predictive power of the model based on redirects to
fake websites. The coefficient for the constant has a
value of 0.2750 (p = 0.481) and is not statistically
significant. The coefficient for redirecting to fake
websites asking for personal information is 0.0931
(p < 0.001), which is statistically significant and
indicates that redirecting to fake websites has a
significant effect on increasing the likelihood of
identity theft.

The model examining the relationship between
identity theft and redirection to fake websites has an
R-squared value of 0.525, which means that it
explains 52.5% of the variability in identity theft
cases. This result indicates a reasonable predictive
ability of the model based on redirections to fake
websites. The coefficient for the constant has a value
of 0.2750 (p = 0.481) and is not statistically
significant, which means that the base level of
identity theft is not significantly affected if
redirections to fake websites are not considered. The
coefficient for redirecting to fake websites asking for
personal information is 0.0931 (p < 0.001), which is
statistically significant. This result suggests that
redirecting to fake websites has a significant effect
on increasing the likelihood of identity theft, with
each such redirect increasing the risk of identity theft
by 0.0931 percent.
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Cluster analysis and regression analyzes provide
valuable insight into the factors influencing digital
literacy and safety. Countries with higher HDI,
education and internet access tend to show higher
digital literacy and a better ability to verify
information. However, fact-checking and checking
the sources of information on social networks alone
do not have a statistically significant effect on
reducing the amount of false information. On the
contrary, security incidents and data loss are
significant factors contributing to non-verification of
information. Redirection to fake websites has a
significant impact on increasing the risk of identity
theft, which underscores the importance of
cybersecurity and personal data protection. These
findings highlight the need for a comprehensive
approach to increasing digital literacy and security
that includes educational initiatives, technical
solutions and policy measures.

5. Conclusion

The analysis was conducted to examine how
socio-economic and demographic factors, including
HDI, level of education and internet access, influence
the grouping of countries according to their digital
literacy and security. Clustering was performed using
the K-means algorithm, which identified three major
clusters. The results of this analysis provided detailed
information on the characteristics of groups that
reflect different levels and aspects of digital literacy
and safety.

The human development index (HDI) has a
significant impact on digital literacy, with countries
with a higher HDI often investing more in education,
including digital education, providing citizens with
better ICT skills. A higher HDI is also associated
with better technological infrastructure, including
wider access to the Internet and modern technologies,
allowing citizens to use digital tools more often and
more effectively. Together, these factors contribute
to higher digital literacy and the ability to critically
analyze and verify information on social networks.

Based on the analysis of data on false information
and behavior on social networks, it is possible to
propose several recommendations for the creation of
an educational policy aimed at preventing the spread
of misinformation. Education programs should
include basic digital and media literacy courses for
all age groups, with an emphasis on the ability to
recognize credible sources and verify information on
social networks. Providing special training and
resources for teachers is key to effectively teaching
these techniques. Furthermore, it is important to
create and expand online educational resources that
are interactive and accessible to different age groups
and educational levels.
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Governments should support research to identify
the most effective methods of digital literacy
education and work with social networks to develop
tools and algorithms to identify and reduce the spread
of false information. These policies should be
integrated into a wider framework of education and
information policies in order to increase the overall
awareness and resistance of society against false
information.

The comprehensive analysis of demographic and
socio-economic  factors  revealed  significant
associations between HDI, educational attainment,
internet access and digital literacy across countries.
The obtained results from the revised cluster analysis
and regression models provide a deep insight into the
dynamics of the spread of false information and
security risks in the digital environment.

The revised cluster analysis showed that countries
with a higher HDI, a better education system and
wider access to the Internet show a higher level of
digital literacy and a better ability of citizens to
recognize and verify the truth of information.
Regression analysis further showed that security
incidents and data loss are significant factors
contributing to non-verification of information. On
the other hand, redirecting to fake websites
significantly increases the likelihood of identity theft,
which underscores the importance of cybersecurity
and privacy.

Based on these findings, it is clear that targeted
educational programs and policy measures are
essential to improve digital literacy and safety. It is
recommended to include basic courses of digital and
media literacy in educational programs for all age
groups, provide special training for teachers, create
and expand online educational resources, and support
research in the field of digital literacy.

Cooperation with social networks to develop tools
and algorithms to identify and reduce the spread of
false information is also important.

These strategies, implemented as part of a broader
education and information framework, can
significantly increase company's awareness and
resilience against false information and cyber threats.
The analysis thus provides valuable guidance for
policymakers and educational institutions in shaping
effective measures to improve digital literacy and
security in the digital age.
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