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Abstract — Vehicle theft is a widespread and costly
problem with thousands of cars stolen annually,
impacting privacy, the economy, and security.
Conventional database systems have proven unreliable,
enabling a thriving market for stolen vehicles. In
response, our study presents an innovative solution,
leveraging the security of blockchain technology. By
utilizing the Ethereum Virtual Machine (EVM) and
Smart Contracts, our system is designed to thwart
attacks, including Distributed Denial of Services
(DDoS) attacks. Notably, Near Field Communication
(NFC) enables the secure transmission of sensitive data
for verification. Our research aims to evaluate the real-
world impact of this technology, considering factors
such as improvements in data security and the
efficiency of the reporting process. One of the most
notable outcomes of our proposal is the substantial
reduction in reporting time for car theft. While
conventional reporting typically takes several hours,
our system streamlines the process to less than 1
minute. This innovation offers significant benefits to
vehicle owners, law enforcement agencies, and the
broader community.

Keywords — Blockchain, smart contract, NFC, vehicle
theft, IPFS.

DOI: 10.18421/TEM124-16
https://doi.org/10.18421/TEM124-16

Corresponding author: Elva Leka,
Polytechnic University of Tirana, Albania
Albanian University, Tirane, Albania
Email: elva.leka@fgjm.edu.al

Received: 29 July 2023.
Revised: 09 October 2023
Accepted: 14 October 2023.
Published: 27 November 2023.

© 2023 Elva Leka, Luis Lamani & Klajdi
Hamzallari; published by UIKTEN. This work is licensed
under the Creative Commons Attribution-
NonCommercial-NoDerivs 4.0 License.

The article is published with Open Access at

https://www.temjournal.com/

2056

1. Introduction

The significance of vehicles in our lives is
undeniable as nearly 91.5% of American households
possess at least one. Despite this, vehicle theft
continues to be a significant concern. On average
4766.08 vehicles out of every 100,000 were reported
as stolen in 2021 [1]. Most of the time stolen cars are
either disassembled for their parts or swiftly sold
locally or overseas for nefarious activities or joy
trips. The problem has worsened because of unethical
techniques to break into cars despite advancement in
car security systems. The effects are notably more
significant in third-world or developing countries
where auto theft is prevalent.

Car owners must communicate with the police
immediately upon discovering that their vehicle has
been stolen. The chances of recovering the car
greatly depend on the report’s timing. Any delay in
reporting the theft can reduce the likelihood of a
successful retrieval. This article aims to address the
issue of the time gap between reporting a stolen car
and filing an official report. It suggests a workaround
that utilizes blockchain technology [2].

According to this research, utilizing blockchain
technology can efficiently and securely address the
issue of unreported stolen vehicles [3]. Blockchain
technology's immutability and security features
guarantee data integrity [4]. This innovative method
intends to revolutionize the reporting of car theft and
enhance the chances of retrieval by enabling a fast,
transparent, and  dependable  exchange of
information.

In the following sections, we will examine how
blockchain can alter the auto theft reporting scenario,
focusing on its secure and real-time nature. We aim
to illustrate the potential of blockchain technology as
a game changer in preventing vehicle theft,
minimizing the time lag between theft occurrence
and reporting, and boosting the overall efficiency of
law enforcement activities through the process of our
inquiry.
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Section 2 provides an overview of the background
and related work. Section 3 describes the
technologies used in the implementation of this
framework. Section 4 introduces the concept of NFC
and its integration with blockchain in our solution. In
Section 5, we present the implementation details.
Finally, we conclude in Section 6.

2. Related work

The main focus of this paper is on the advantages
of blockchain technology, such as its resilience
against DDoS attacks, data immutability, and
decentralized  architecture.  Unlike traditional
databases, blockchain operates on a decentralized
network of nodes, assuring data integrity and
resistance to tampering. A distributed ledger
implementation enables real-time updates, increased
transparency, and enhanced security measures,
making it an ideal alternative for vehicle theft
prevention systems.

By exploring relevant works [5], [6], [7], [8], [9].
[10] and case studies, we highlight the potential of
blockchain in revolutionizing vehicle security and
theft prevention.

A system that minimizes vehicle theft, by
notifying the vehicle owner with an alert message as
soon as it is stolen or moved without his knowledge
is proposed in study [6]. By integrating the Global
System for Mobile Communication (GSM)
technology and ESP32 Camera module, the system
also helps to identify car’s location and thief’s
picture.

The benefits and challenges of creating the
Internet of Vehicles (IoV) have been introduced by
Peng et al. [8]. They have also analyzed the potential
advantages that blockchain technology could offer to
Internet of Thigs (loT).

A platform based on blockchain technology that
aids in identifying, authenticating, and monitoring
vehicles that may be involved in criminal activities is
discussed in article [9]. This platform utilizes a
shared blockchain database across devices to verify if
a car has been stolen and employs cameras to track
suspicious vehicles.

In their research [10], the authors examined the
integration of Intelligent Transportation System
(ITS) into smart cities and the challenges that arise in
terms of trust, security, and vulnerability to vehicle
authentication and validation due to the centralized
system. They first identified various methods
proposed to address these challenges using
blockchain technology. Then, they presented a
blockchain solution that focuses on ensuring the
validity of Personal Identification Information (PII)
to enhance the security of vehicle authentication.
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Blockchain technology has emerged as a powerful
tool for enhancing vehicle security due to its unique
features. Unlike traditional databases, blockchain
operates on a decentralized network of nodes,
ensuring data integrity and resistance against
tampering [11]. Implementing a distributed ledger
allows for real-time updates, improved transparency,
and enhanced security measures, making it an ideal
solution for vehicle theft prevention systems.

Real-world Examples of Blockchain in Vehicle
Security:

Several notable examples demonstrate the
successful implementation of blockchain in vehicle
security. For instance, the MOBI (Mobility Open
Blockchain Initiative) [12] consortium explores the
use of blockchain for tracking vehicle ownership,
maintenance history, and accident records. Using a
blockchain-based registry, relevant stakeholders can
securely store and access information, reducing
fraud, and ensuring transparency in the used vehicle
market.

Another example is the partnership between
BMW and VeChain [13], [14], where blockchain
technology is employed to combat odometer fraud.
Recording mileage data on the blockchain makes it
immutable and tamper-proof, preventing fraudulent
practices and providing potential buyers with
accurate vehicle information.

In addition, the Car eWallet project [15], led by
IOTA Foundation and partners including Jaguar and
Land Rover aims to create a secure and decentralized
payment system for various vehicle-related services.
The project utilizes blockchain technology to ensure
secure and transparent transactions between vehicles
and service providers, enhancing overall security and
efficiency.

3. Technologies

The primary focus will be utilizing decentralized
technologies, which are more challenging to target
and disable.

A. Blockchain

Blockchain technology is a recent innovation that
has gained substantial traction in recent years. It is
built upon foundational concepts established years
ago and has experienced exponential growth. As its
core, blockchain is a shared ledger, accessible to all
network participants. Its internal mechanisms make it
particularly suitable for safeguarding data against
tampering and creating immutable records
emphasizing decentralization. As a result, this
technology introduces a new level of data integrity,
surpassing that of alternative solutions.
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The transaction structure of a block is presented
in Figure 1.
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Figure 1. Transaction structure of a block

Despite its recent surge in publicity, blockchain
technology is based on the fundamental principles of
informatics and data structures. Essentially,
blockchain is made up of a series of interconnected
records organized into blocks. These blocks are
connected to both the preceding and succeeding
blocks through a sequence of cryptographic
processes, and each block has a distinct identity that
includes its hash, confirmation time, and data [16]. It
is important to note that combining the previous
block's hash with its content determines each block’s
hash. This method guarantees that any minor
modification made to any prior block will affect the
entire chain, invalidating all subsequent blocks. This
interconnection of blocks through hash references
creates a blockchain's unique chain structure.

B. EVM

The Ethereum Virtual Machine (EVM) [17] is
responsible for executing instructions within the
network, similar to the processors in our computers
and smartphones. It can be connected to the
processors found in our computers or smartphones
that carry out user-initiated commands and store
them within the network. However, the EVM
operates distributed by dispersing operations,
instructions, and data to all machines or nodes within
the network. This creates a cohesive environment by
unifying the processing, instruction execution, and
data storage across all nodes [18].

Figure 2 presents the EVM structure. When
executing instructions on the EVM, the concept of
“gas” is employed as a measure of execution. Each
transaction has a gas limit, known as gasLimit, which
the initiator defines. This limit sets the maximum
amount of gas that can be expended for executing a
specific set of instructions [19].
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Figure 2. The EVM structure

C. Smart Contracts

Solidity is a (OOP) high-level object-oriented
programming language in use since 2014. It is
comparable to well-known programming languages
such as Java C++, JavaScript, and Python. Primarily,
Solidity serves the purpose of crafting smart
contracts and undergoes compilation into bytecode.
Subsequently, this bytecode is executed directly
within the Ethereum Virtual Machine (EVM) [20].
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Figure 3. Deploying a smart contract in EVM
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Automating instructions  becomes  possible
through the programming and deployment of smart
contracts, eliminating the need for manual
intervention at a later stage [21]. In the case of
vehicle development and real-time verification
within the blockchain network, these smart contracts
serve as the key facilitators. While blockchain is
commonly regarded as a shared database, it lacks a
predefined database structure. To address this, smart
contracts are utilized to define the required data
structure, tailored to record and keep relevant vehicle
features. Consequently, this smart contract takes
charge of managing the deployment and verification
of vehicles within the system.

Contract
performs
operations

Contract in
Solidity

Gets deployed
to blockchain

Parties sign
the certificate

Figure 4. Smart contract life cycle
D. IPFS

IPFS, which stands for InterPlanetary File
System, is a decentralized approach of storing large-
scale data [22]. It operates on a peer-to-peer protocol,
allowing for distributed storage and retrieval across a
network. Content addressing is used to locate files on
IPFS, similar to traditional torrent protocols [23],
[24]. The data is distributed among network peers
and can be accessed using a distributed hash table
(DHT) [25]. As presented in Figure 5, directed
acyclic graphs (DAG) [26], distributed hash tables
(DHT) [25], and content addressing [22] are the three
main pillars around which IPFS is based.
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Figure 5. Uploading a file to IPFS

4. NFC tags

This research provides a unique concept for
utilizing Near Field Communication (NFC)
technology [16] to improve vehicle theft
verification's user interface and effectiveness.
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Some researchers have also proposed to integrate
blockchain and NFC. In their paper [27], authors
have proposed to use blockchain and NFC tag to
track the history of products. NFC tag would help the
owner of the product to connect with it and be used
to sign the blockchain transactions. Through the
architecture they propose they can achieve holistic
tracking of products.

Meanwhile, authors in their paper [28] have
proposed integrating blockchain technology and NFC
to mitigate the issue of fake COVID-19’s vaccination
certificates.

Usually, users have to manually enter codes or
search online to find out if a vehicle has been stolen.
However, our proposed solution uses NFC
technology to simplify and streamline the process,
making it faster and more efficient. This will
eliminate the need for time-consuming and tedious
steps.

NFC  technology allows for  seamless
communication between devices at proximity. By
integrating the NFC tag discreetly within the vehicle,
users can simply scan the tag using a mobile
application specifically designed for this purpose.
The mobile application instantly retrieves and
displays the relevant information regarding the
vehicle’s theft status, eliminating the need for manual
code entry or online queries. This innovative
approach saves time and effort and enhances user
convenience and engagement.

The NFC tag embedded within the vehicle serves
as a unique identifier, securely linked to the vehicle’s
theft status in the blockchain network. When the user
scans the NFC tag, the mobile application initiates a
secure and encrypted communication with the
blockchain, retrieving the real-time theft status
information associated with that specific vehicle. The
mobile application then promptly displays the results,
indicating whether the vehicle has been reported
stolen or not.

This NFC-based solution offers several notable
advantages. Firstly, it significantly simplifies the
verification process, allowing users to effortlessly
check the theft status of their vehicles with just a
quick scan. Additionally, NFC technology ensures a
reliable and secure connection between the mobile
application and the vehicle’s embedded NFC tag
[29], minimizing the risk of unauthorized access or
tampering. Moreover, the real-time retrieval of theft
status information from the blockchain network
guarantees up-to-date and accurate results.

We aim to make customers happier, reduce the
amount of human labor required, and speed up the
reporting and identification of stolen cars by
integrating NFC technology into the vehicle theft
verification process.
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By using a user-friendly mobile application that
seamlessly integrates NFC technology, we provide a
simple and effective solution for those concerned
about the security of their vehicles. The revolutionary
approach will completely change the way vehicle
theft verification is carried out, ultimately helping to
recover and prevent stolen cars.

5. Implementation

In this section firstly we will describe the
proposed system’s architecture, and then present the
pseudocode of smart contract on which the system’s
main functions will be implemented.

A. System architecture design

Figure 6 presents the architecture of the system
and the flow of the activities of verifying a vehicle
process.

Authority Network

3. CarlD

4 Verification
Status

4——5. Status
BuyerNerifier

2. CarlD @
1. NFC Scan—>

Figure 6. System architecture design

Once a vehicle is registered, the system records
vital information including: (1) VIN (Vehicle
Identification Number); (2) Model; (3) Make; (4)
Color; (5) License Plate; (6) Owner name; (7) Image
of the vehicle (if provided).

This entry can be initiated by the vehicle’s first
owner or updated by authorized entities, such as

authorities or subsequent owners.

However, the process requires a specialized
private key, accessible only to the vehicle owner. The
system verifies if the private key corresponds to the
vehicle owner or authorized parties. If the
verification fails, the operation is aborted. The data is
transmitted to the blockchain on successful
verification, while the vehicle’s photo is uploaded to
the IPFS network. Figure 7 presents a simplified
overview of modifying vehicle information.

Text Data

Transaction
Created

Image

Vehicle Data Private Key

‘ Authorities/Owner }7

Figure 7. Simplified overview
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Meanwhile, Figure 8 presents the process of

Blockchain
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marking a vehicle as stolen.
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Report Stolen Private Key
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Figure 8. The process of marking a vehicle as stolen

Users can utilize the vehicle’s VIN and license
plate to determine whether a car has been reported
stolen. By submitting a request to the blockchain
network, users receive a response containing a status
code indicating the vehicle’s status. Additionally, the
request includes information about the vehicle’s last
known location, which can be manually entered
annually or automatically obtained from GPS data.

Marking a vehicle as stolen requires a transaction,
also known as confirmation, from either the vehicle
owner or authorized authorities with appropriate
access. The owner initiates the transaction by
providing the vehicle’s VIN and/or license plate
number. Subsequently, the owner enters their private
key, which the network utilizes to verify their
identity on the network. The network then confirms
that the user is the vehicle's owner before moving
forward with the appropriate actions.

If a car is reported as stolen, it is placed at the top
of the list of local stolen vehicles. Nearby authorities
can visually compare incoming traffic to the car's
description, and if there is a match, they can
investigate further by entering the license plate into
the system. This simple process eliminates the need
to call the authorities and provide an official
statement. Additionally, the same process can be
used to check vehicles sent abroad, and if a stolen car
is found, authorities will be notified.

The network connection is established through
everyday devices like computers and phones,
enhancing the accessibility of the system. This
simplified procedure drastically reduces the time
needed to check and report stolen cars, which is
essential in  determining the likelihood of
successfully recovering the vehicle.
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B. The pseudocode of the smart contract

In Figure 9, the pseudocode of the smart contract
we will develop for our proposed system is
presented.

//Smart Contract
Contract CarStatus:
struct Car:
address owner;
string make;
string model;
bool isStolen;

unit256 carCount;

function registerCar(string make, string model):
carCount+=1;
cars[carCount] = Car(msg.sender, make, model, false)

function getCarStatus(uint256 carld) returns bool:
require carlD > 0 and carID <= carCount, “Invalid

car ID”

return cars[carld].isStolen;

function setCarStatus(uint256 carlD, bool isStolen):
require carlD > 0 and carld <= carCount, “Invalid car
ID”

Require cars[carld].owner == msg.sender, “Only car
owner can update status”;

cars[carlD].isStolen = isStolen;

Figure 9. The pseudocode of ‘CarStatus’ smart contract

The provided code is a simplified implementation
of a Solidity smart contract named CarStatus, related
to the abstract discussing vehicle theft prevention
using blockchain technology.

- Struct Car: this is a data structure defining the
attributes of a car, including the owner, make,
model (car model & VIN), and isStolen.

- Function registerCar(): This function allows
authorities or car sellers to register vehicles on
the blockchain. When called, it increments the
carCount, creates a new Car instance with the
provided make, model, and sets the ‘isStolen’
flag to false, indicating that the car is not stolen.

- Function getCarStatus(): This function allows
everyone to query the status of a car by providing
its carlD as an argument. It checks if the cardld
is valid and then it returns the ‘isStolen’ status of
that particular car.

- Function setCarStatus(): This function enables
the car owner to update the ‘isStolen’ status of
their car. It requires that the ‘carID’ is valid and
that the caller (msg.sender) is the owner of the
car or an authority. If both conditions are met,
the function updates the ‘isStolen’ flag of the
specified car to the value provided in the
‘isStolen’ argument.
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Overall, this smart contract provides a basic
framework for registering car information, checking
the status of a car, and allowing appropriate actors to
mark vehicles as stolen on the blockchain. In a
complete implementation, additional features like
access control, event handling, and more secure
mechanisms would be required to ensure the
robustness of the system.

6. Conclusion

A decentralized blockchain-based system paired
with Near Field Communication (NFC) technology
integration offers a convincing answer to the problem
of vehicle theft. The system’s utilization of
blockchain technology provides a robust and secure
platform, while NFC enhances user convenience and
accessibility.

With blockchain technology, this system now
boasts enhanced security features, that significantly
reduce the risk of DDoS attacks. Moreover, the
integrity of stored data is effectively maintained. Due
to the blockchain's decentralized structure, all users
can still access the system regardless of their physical
location or infrastructure capabilities.

Additionally, integrating NFC technology
streamlines the user experience by enabling seamless
communication between vehicles and mobile
applications. Users can simply scan NFC tags hidden
within the car to instantly retrieve information on its
theft status. This user-friendly approach enhances
adoption rates and empowers individuals to actively
participate in preventing vehicle theft.

In summary, the combined strength of blockchain
technology and NFC integration creates a
comprehensive user-centric solution for vehicle theft
prevention. By combining the advantages of both
technologies, we can create a straightforward and
reliable system that individuals from various
backgrounds can easily use. This novel strategy
represents a significant development in the fight
against auto theft and enhances general security in the
automotive sector. Furthermore, we believe that our
study contributions bring advancements in adapting
blockchain technology in citizens’ services, by
improving the time, cost, security, and simplification
of those services to the citizens.
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