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Abstract – The Electrocardiogram records the
heart's electrical signals. It is a practice; a painless
diagnostic procedure used to rapidly diagnose and
monitor heart problems. The ECG is an easy, noninvasive method for diagnosing various common heart
conditions. Due to its unique advantages that other
humans do not share, in addition to the fact that the
heart's electrical activity may be easily detected from
the body's surface, security is another area of concern.
On this basis, it has become apparent that there are
essential steps of pre-processing to deal with data of an
electrical nature, signals, and prepare them for use in
Biometric systems. Since it depends on the structure
and function of the heart, it can be utilized as a
biometric attribute for identification and recognition.
This academic paper presents a new data formatting
technique to be used in biometric systems based on the
two major dataset kinds, PTB and PTB-XL.
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1. Introduction
Increasingly, it is becoming obvious that identity
recognition can be utilized in numerous securityrelated scenarios. Code locks are one of the most
prevalent security measures now employed.
Its security level is low despite the adoption of
password limitations (such as a mix of lowercase and
uppercase letters and frequent password changes), as
it is easily cracked. Biometric and behavioral security
systems (e.g., fingerprint, face, iris) of increasing
sophistication (e.g., fingerprint, face, iris) have been
created to enhance security (e.g. gait, keystroke).
Uncertainty surrounds the precision of recognition
for a number of characteristics [1]. Identification
based on an ECG is the most difficult ECG data
analysis task. In the literature, fiducial features (e.g.,
QRS duration, T-wave amplitude) are obtained from
the characteristic points of ECG signals, with the
reliability of a biometric system dependent on how
the fundamental ECG features are recovered [2]. The
electrocardiogram is a signal utilized to identify
cardiac illness by examining the electrical impulses
of the heart muscle over time. Individual ECG
patterns (such as "P waves", "QRS complex", and "T
waves") may appear identical, but their complexity
may differ dependent on age, gender, height, weight,
and lifestyle. For athletes with a stronger left
ventricle, the QRS complex is higher than in the
general population [3] [4]. Because individuals share
few differentiating features, the morphology of their
ECGs vary, allowing us to identify individuals via
ECG. ECG is a quasi-periodic, nonlinear,
nonstationary time series. It is really a time-varying
biosignal that illustrates the ionic current flow that
generates cardiac fiber contractions and relaxations,
as well as providing indirect information about blood
flow toward the heart muscle [5]. It offers
information about "heart rate", "rhythm", and
"electrical activity". The physiological and
pathological information offered by an ECG is
crucial for the identification of heart diseases. ECG
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monitoring and analysis have numerous medical
applications. However, the "ECG" is vulnerable to
numerous types of noises that can influence the
morphological and interval elements of the "ECG",
resulting in incorrect diagnosis and insufficient
medical treatment. "ECG" is acquired by measuring
the potential difference between two electrodes put
on the skin of the patient [6]. There are two primary
modes of functioning in biometrics. Initial phase
includes verification (or authentication). In this
mode, the system confirms the claimed identification
of the subject by comparing the acquired
characteristics of the subject to a biometric database
template. To identify an unidentified individual, the
system performs a one-to-many matching against a
biometric database during the identification process.
The individual will be successfully recognized if the
comparison between the biometric sample and the
database template falls below a preset threshold.
Human identification based on ECG is an innovative
approach undergoing rapid development. Electrical
impulses that travel between the brain and heart form
the ECG signal. Each of these impulses concurrently
causes the heart's chambers to beat. Multiple factors,
including anatomy, heart size and position, chest
geometry, age, gender, and weight, contribute to
ECG differences in healthy individuals. ECG
identification offers various advantages over
conventional biometric systems such as fingerprints
and hand shape [7]. Consequently, the fundamental
function of these systems, including the ECG, is data
processing and preparation for classification
procedure, as the objective of this article is to
initialize the data before classification.

Figure 1. Electrocardiogram ECG in Human Healthy [9]
Table 1. Symbol Abbreviation of the Preceding Figure
No.

Name

1

Q

2

R

3

S

4

P

5

RR

6

QRS

7

PQ

8

T

9

ST

2. Explanation OF ECG
More than a century ago, scientists found that the
electrical currents of the heart could be monitored.
"Willem Einthoven, a Dutch scientist who received
the 1924 Nobel Prize in physiology or medicine",
created the modern "ECG" around the start of the
twentieth century [8]. Consider an "electrocardiogram
(ECG)" is one of the most significant supplementary
medical tests that can be conducted using "a
cardiograph" to detect and assess "cardiac
abnormalities" by recording electrical potential
changes between two sites during the "electrical
activity" of the heart. "ECG" is one of the most
significant tests that may be conducted in conjunction
with a cardiograph to detect and evaluate cardiac
conditions
[3].
"Electrocardiogram
(ECG)"
physiological foundation and monitoring of "ECG"
signals. Figure (1) illustrates the most essential ECG
data. The following is a table (Table 1) describing the
main points of the ECG signal.
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Description
Initial QRS complex deflection that is
negative.
Initial rising after the P wave and a
egment of the "QRS" complex.
Following the R wave, this is the
initial lower range of the "QRS"
complex.
The p wave, the first positive
deflection on an electrocardiogram,
indicates atrial depolarization.
The interval between consecutive Rwaves of the QRS signal is determined
by the intrinsic properties and
autonomic factors of the sinus node.
Complicated is the relationship between
blood pressure and vascular resistance
(a measurement of arterial constriction
or dilatation) ("the blood volume being
pumped by the heart in 1 minute").
It illustrates the "electrical impulse"
travelling through the ventricles to
demonstrate ventricular depolarization.
Like the "P wave", the "QRS" complex
begins
right
before
ventricular
contraction.
"Isoelectric (AV delay)", the rate at
which action potentials propagate
across the AV node (also known as "the
PR interval because a Q wave is not
always present").
Represents the repolarization of the
ventricles.
In the context of "ventricular
myocytes", "isoelectricity" relates to the
potential "plateau's" action potential
plateau. The phase known as the end of
the "QRS" complex and the beginning
of the "T wave" occurs between
"ventricular
depolarization"
and
"repolarization".

These characteristics can be summarized in the
form of aggregates, as shown in Table (2).
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Table 2. ECG signal peaks relative to processes occurring
during a single heartbeat are characterized [7]
No.
1
2
3
4
5

Electrical Supply
Atrial Polarization
Ventricular Depolarization
Delay at the Ventricular
AV node
Ventricular Repolarization
Absence of Electrical
Activity

Associated Layout
P wave
PR segment
QRS complex
T wave
Isoelectric line

3. ECG Characteristics
Existing ECG-based recognition systems have their
own advantages and disadvantages. Inter-subject
variability is used to categorize a person based on
ECG parameters (features) [10]. Using the ECG
waveforms, the heartbeat shape, and precisely
extracted characteristics, features are constructed. For
example, if you need to identify a person in real-time,
you'll need a more complicated recognizer [11].
Regarding the right technique and the number/type of
attributes to assess, there is no consensus. In addition,
ECG analysis is typically performed on proprietary
datasets, making comparisons between methods
unfeasible. And Fiducial-reliant strategies Numerous
properties can be retrieved and exploited as
recognizer inputs by detecting specific anchor points
on ECG recordings, commonly known as fiducial
points or fiducials [12]. As fiducials, wave’s peaks,
borders, slopes, and other properties serve. With
detectors, it is possible to reach adaptive thresholds.
The Fourier synthesis wavelet transforms recovered
attributes are significantly affected by detection
precision [13]. Figure (2) displays ECG classification:

Figure 2. Taxonomy of ECG [14]
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Using approaches based on fiducials by locating
specific anchor points on ECG recordings, known as
fiducial points or fiducials, it is feasible to recover
and use several features as recognizer inputs [15]. As
fiducials, a wave's peaks, borders, slopes, and other
properties serve. With detectors, it is possible to reach
adaptive thresholds. This chapter describes various
methods, including Fourier synthesis wavelet
transform and others. Clearly, the precision of
detection has a significant impact on the retrieved
properties. Although fiducials can be used to further
categorize temporal, amplitude, and morphological
aspects, researchers have rarely reduced the number
of necessary fiducials (typically to the single "R peak
identification"). These traits are frequently combined
by authors. The precise detection of fiducials is
dependent on temporal, amplitude, and morphological
features and the recognition strategy determines the
findings. As a solution, novel methods that do not
need the recognition of fiducials have been reported.
All proposed methods assume that the ECG is a
signal with a high degree of periodicity (quasiperiodic). A survey of the scientific literature found
several methodologies, which we classified into three
categories: frequency-based, phase-space, and
autocorrelation-based investigations [16].
4. Literature Review
Human security based on human knowledge is
currently the most important problem in the world of
technology and automation. In the past, scientists and
researchers worked on biometric recognition using
fingerprint recognition, retinal scanning, and facial
detection. Scientists and researchers have prioritized
biometric recognition based on biological signals in
recent years. The Electrocardiogram (ECG) signals
provide vital information for evaluating a number of
heart diseases. Decades-long attempts have been
made to reliably and efficiently extract heartbeat
components from ECG recordings by employing a
variety of strategies and techniques. In Loresco and
Africa [17], morphological analysis, fiducial point
localization, and time interval data are recovered from
an electrocardiogram (ECG) using both continuous
and discrete wavelets transform (CWT and,
correspondingly, DWT). Using Wavelet theory to
analyze ECG data from Cardio Express SL3 medical
equipment, scientists were able to determine their
most distinguishing characteristics. ECG usage in
clinical [17]. The proposed printouts for analyzing the
cardiovascular activity of patients require expertise
and experience. This work uses spatially-oriented
image processing algorithms to evaluate "ECG"
readings in order to aid clinicians in diagnosis by
retrieving only the necessary components and not all
"ECG" data. Several parameters were successfully
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acquired, including "Atrial (rate/min)", "Ventricular
(rate/min)", "QRS interval (sec)", "QT interval (sec)",
"QTc (sec)", and "PR interval (sec)", as well as an
indication of whether the results were within the
normal range for the patient's gender and age. The
system's performance was evaluated based on
accuracy, "RMSE, and normalized RMSE". In
(Lastre-Dominguez et al., 2019) [18], we address the
discrete-time state-space problem using "a novel q-lag
unbiased finite impulse response (UFIR) smoother"
that optimizes the "ECG" signal shape by means of
time-varying optimal averaging horizon. The adaptive
"UFIR"
smoother
outperforms
conventional
approaches such as the Savitsky-Golay, waveletbased, low-pass, band-pass, notch, and median filters
when applied to ECG data. Normalized histograms
and statistical classifiers provide a comprehensive
statistical analysis. It demonstrates the extraction and
classification of features from normal rhythm and
atrial fibrillation ECG data (AF). Using real-time
compression, efficient signal processing, and data
transport. The purpose of [19] (Mian Qaisar & Fawad
Hussain, 2020) is to find a viable solution. The
system employs ECG signal sampling based on levelcrossing, adaptive-rate denoising, and wavelet-based
subband decomposition. The statistical characteristics
of the sub-bands are used to classify arrhythmias
automatically. As an approach for retrieving lowenergy data, AlMusallam and Soudani [20] advise
combining RR interval and P wave properties for
improved AF detection accuracy. Instead of
streaming raw ECG values, the suggested method
calculates from the sensors local AF properties. The
findings indicate that merging time-domain
characteristics with wavelet-derived features is an
effective technique for ECG analysis.
5. Proposed Approach
A new feature of the system was to do multiple
manipulations and form a subset of data from the
original to create multiple possibilities for a single
person. The goal of this step is to configure the
system with more possibilities to increase security
and provide ECG as additional fingerprints for the
first person based on the features extracted and the
initial processing procedures.
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Figure 3. Block Diagram of Proposed Approach

5.1. Dataset in Proposed Approach
It was determined that the PTB [21] and PTB-XL
[22] datasets are the most important and the largest
among the datasets. The database contains 549 data
descriptions from 290 individual participants (range
17–87, mean 57.2; 209 men, median age 55.5, and 81
women, median age 61.6; the ages of 1 female and 14
males were not reported) Each subject is allotted
between one and five registrations. The German
National Institute of Measurement and the
Physikalisch-Technische Bundesanstalt (PTB) have
made this collection of digital ECGs available to
PhysioNet users for research, computational
standards, and instructional reasons. Michael Auve,
MD, a professor at Benjamin Franklin University
Clinic in Berlin, Germany, has collected ECGs from
healthy volunteers and patients with various heart
problems. While the PTB-XL dataset has 21837
clinical 12-lead ECGs from 18885 individuals with a
duration of 10 seconds, the PTB-XL dataset contains
21837 clinical 12-lead ECGs from 18885 individuals.
Up to two cardiologists annotated the raw waveform
data and potentially assigned several ECG statements
per record. The 71 distinct ECG statements that
adhere to the SCP-ECG standard include diagnostic,
form, and rhythm statements. It is vital to partition the
dataset into training and test sets to verify that
machine learning algorithms trained on the dataset are
comparable. It's possible to create ECG interpretation
algorithms and evaluate them using this dataset in
combination with the thorough annotation. Many
demographics, infarct features, diagnostic ECG
statements and signal quality are included in this
dataset. In the proposed method, reliance on these two
data sets was necessitated by their significance to the
security issue and the absence of a data set that
supports security, as the majority of data sets
1503
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mentioned by previous researchers shed light on
diseases, whereas these proposed data sets are
conducive to security.
5.2. Pre – Processing
A critical step in the data mining process, data preprocessing refers to the manipulation or deletion of
data before to its use to ensure or improve
performance. The employed data set is comprised of
text files with the extended text that include signal
numbers. Processing the data and understanding how
to classify and extract its advantages was the most
essential step in the proposed system[23]. Following
is a description of each data processing stage included
in the proposed methodology.


less than the center point, from the size of the halfwindow, and so it will include the P feature, which is
considered the starting point .Where equation (5) to
determine the end index by summation of the QRS
location, which is less than the center point, and the
size of the half-window, so it will include the T
feature, which is considered the ending point. The
finely sized window will be equal to (80) Depending
on the final equation for the window size. That means
Extracting a signal with all its features.

Windowing

The signals of
dataset were windowed to
determine the PQRST feature of the signal[23]. The
process of applying the window on signals was
chosen upon the reference point position of the Rpeaks. Figure (4), shows the ECG two window sizes
which have been determined on the following
formulas:
window_half_size = int(fs * 0.125 / 2) .....(1)
....(2)
Where fs is the frequency of the signal, max_bpm
(maximum beat per minute) =230, and R_inds is the
index of R_peak.
By applying the equation (1), (200*0.250/2) the
result of window_half_sized is (25). After defining
the window_half_sized, a ready library called
(WFDB) is utilized, this library is used to identify
each QRS in the wave and give the output of how
many QRS are present in each record. For any subject
that contains more than one record in it, the results of
this step will be the number of QRS for each record
for the same subject. After specifying the value of
(window_half_sized) and finding the total number of
QRS. The size of the WINDOW is determined, which
will determine the extracted features, and this is done
according to the fact that this QRS-INDEX library is
working to determine it in the wave at a location less
than the center of the QRS, and for this, it will
determine the beginning and ending according to the
following equation:
... (3)
.... (4)
Where these two equations above are to determine a
start point and an endpoint for the window, which
will include inside the features.
Where equation (3, and 4) to determine the start
index by subtracting the R-peak location, which is
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Figure 4. Windowing the signal


Signal Re-Sampling

The (re-sampling) procedure, or re-sampling for
short, is a method for using a sample of data to
enhance accuracy and quantify the uncertainty of a
population parameter in a cost-effective manner[23].
This process has the benefit of standardizing the data
to prevent data volatility and differences. In the
proposed method, the data fluctuated with a
frequency of 1000 to obtain good data. The frequency
was standardized to 200, with the intention of
reducing the frequency; this number was chosen
based on the experience of multiple cases, but 200
was the most accurate in terms of its effect on
accuracy. The implicit phase within the resample
process is to standardize the display of a model with
dimensions of 600 and ascended, as depicted in
Figure (5).

Figure 5. Step of Re-sampling

where the above example for the first patient and the
first record has a signal length ECG:
 length of signal (a): 1 kHz
 length signal (b): 200 Hz

TEM Journal – Volume 11 / Number 4 / 2022.
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The currency of standardization of frequency and
display dimensions are important operations that help
in improving the accuracy of the system and the
display method, as noticed, the original image was
overlapping. The signal could not be distinguished by
a single pulse i.e. (p, qrs, t). Because of the large
wavelength of the ECG signal, it was displayed in a
way with a lower frequency and 600 dimensions for
the axis, as shown in Figure (6).




There is no data redundancy; all data is stored in a
single location.
Data dependencies are logical and all relevant
data is kept together.

Normalization is significant for numerous reasons,
but mostly because it enables databases to use as little
disk space as possible, resulting in faster
performance. Often referred to as data normalization.
It performed a crucial function in the proposed
system, which was to implement the normalization
strategy and normalize the signal sizes so that they
were comparable across units of measurement. The
third objective of normalization is to prevent
overfitting induced by the disparity between data
measurements and the suggested system. Figure (8)
illustrates its role in the Proposed Approach.

Figure 8. Normalization Steps

Figure 6. (a) Total length of the signal before re-sampling,
(b) a length of 600 after re-sampling.



Low Pass Filtering

Only low-frequency signals between 0 Hz and the
filter's cutoff frequency are permitted to pass, while
higher-frequency signals are blocked[23]. Using a
low-pass filter to reduce minor vibrations in the
proposed system, as represented in Figure (7),
illustrates the difference between employing a filter
and not employing one.

Subtracting the minimal value of the variable to be
normalized yields the normalization equation. After
subtracting the minimum value from the highest
value, the result is then divided by the maximum
value. The Normalization equation is represented
formally as the equation (5):
–
–

... (5)

The following points are the step of normalization:
The minimum and highest values in the data set are
denoted by W(minimum) and W(maximum),
respectively (maximum). And determine the data set's
range by subtracting the smallest value from the
largest value. And calculate the amount by which the
variable to be normalized exceeds the minimum value
by subtracting the minimum value from the variable,
i.e., W - W. (minimum). The normalization formula
for the variable x is then produced by dividing the
expression from step 3 by the expression from step 2.
5.3. Featured Extraction and Configure the
Possibilities

Figure 7. Low Pass Filter



Normalization

Normalization is the reorganization of data and it
satisfies two fundamental requirements:
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Feature extraction is the process of transforming
unprocessed data into numerical features that can be
managed while maintaining the integrity of the
original data set[23]. It offers superior outcomes to
just applying machine learning to unprocessed data
and is a prerequisite for deep learning. This stage

1505

TEM Journal. Volume 11, Issue 4, pages 1500-1507, ISSN 2217-8309, DOI: 10.18421/TEM114-10, November 2022.

aims to extract the most relevant and potent traits
from which classification can be performed. This
method involves several algorithms, but in the ECG
classification system, there is a new technology with
tremendous efficiency and dedication to this position:
a QRS library that extracts the best features based on
predefined criteria. The Python waveform database
(WFDB) library. A suite of tools is used to read,
write, and manipulate signals and annotations.
Written in Python, it aims to implement as many of its
essential features as possible. Components are
inherent to the Python distribution. This library within
the proposed method gives the capacity for
comprehensive QRS capture. Figure (9) elucidates the
significance of these traits by highlighting their
placement in the illustration.

determined, and the following equation illustrates the
how to calculate the mean average :
∑

...(6)

Noting that this eight feature, can generate 40,320
possibilities for a single record for a single subject in
the PTB dataset because the possibility came from the
factorial (!) of the number as shown in equation (7),
and based on an experiment the found of best number
to choose the possibilities is to provide 50
possibilities for each record taken at random because
of their clear impact on the accuracy and also the
security aspect as the person will have it 50 backup
ECG in the system, thus can avoid all problems of
biometric systems in terms of security, data accuracy,
and conformity.
... (7)
The following figure (11) is the results of the eight
best features that were obtained.

Figure 9. P, QRS, T in the signal

The following Figure (10) shows how the window
Determines the features it will work on.
Figure 11. Best eight Features

6. Conclusion

Figure 10. Window Step and (P, QRS, and T) Feature

In this step, the best 8 features will be selected from
the QRS group extracted for each record and the best
(8) features will be determined by following the
MEAN equation and comparing each QRS with the
equation product after comparison the closest
numbers to the equation with each QRS index are
chosen, and thus the best features have been

1506

For a range of difficulties, including information
security and access control, authorization, digital and
online transactions, etc. identification is important to
resolve. Incorporating biometrics and common
biometric technologies for multi-factor authentication
is a very promising method. Examples include
fingerprint, iris, and face recognition. The current
study focused on the issue of extracting features from
the Electrocardiogram, which is the vital fingerprint
of the human being, where the issue of data
configuration and arrangement is very important
because these extracted features are based on which
will be classified and the formation of additional
fingerprints for one individual to increase security,
and a new method was proposed. By extracting the
benefits without relying on standard algorithms, he
introduced the 2020 version of contemporary ECGspecific office software into the data extraction
operation.
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