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Abstract – Faced with the widespread digitalization
in educational services, every educational organization
has to strive to meet modern-day quality and security
standards for both information and other assets. The
education organizations should invest in a methodology
that identifies system flaws and, as a result,
opportunities for improvement. To protect the
educational organization's information assets from
internal, external, intentional, or unintentional threats,
an "Information Security Policy" should be developed.
Effective data management necessitates not only the
identification of data requirements but also security
issues. Educators and students should be subject to
policies that define and impose conditions in a variety
of sensitive areas.
Keywords – education organizations, information
security policy, data management.

1. Introduction
The digitalization of educational services, as well
as the growing number of educational services
available through the Internet, increases the role and
importance of information systems.
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With this regard educational organizations have a
need of a methodology that identifies system flaws
and, as a result, opportunities to improve their
effectiveness. As a result of these trends, there has
been a growing interest in developing information
security policies in recent years. This is due to
various of factors, together with regulations requiring
internal rules for information system management, as
well as a positive shift in the thinking of educational
leadership [14], [16], [18] and the recognition that
one of the key accompanying activities, such as the
use of digitalization, necessarily requires professional
management and reliable control [11], [12]. Several
stages have to be completed before a policy can be
successfully implemented in educational institutions.
In the beginning, an observation is required to assess
the state of information security and its adequacy to
the requirements set by educational services. At this
point, an analysis of the following information is
needed:

Open

Access
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The educational organization's structure;
The information technology used to collect,
process, transmit, and store data;
Key educational processes and their reliance on
technology;
The normative and organizational documents, as
well as their conformity with other policies.

After analyzing the results, it is necessary to form a
working group in charge of developing the policy
and clearly defining the boundaries of the
digitalization process. It should be noted that
expanding the scope of digitization and incorporating
more educational processes significantly increases
project's complexity and reduces chances of its
successful completion.
In the final stage of the analysis, an "Information
Security Policy" has to be developed to protect the
educational organization's information assets from
internal, external, intentional, or unintentional threats
by ensuring:
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information confidentiality;
information's integrity;
ease of access to information concerning work
processes;
adherence to legislative and regulatory
requirements;
creation, maintenance, and testing of plans for
educational service continuity;
all employees have to be trained on the
digitalization requirements;
reporting and thorough investigation of
information security incidents that have been
identified or are suspected;
keeping a manual, procedures, and instructions in
line with digitalization goals.

3. Organizational policy requirements are supported
by rules. They are intended to define methods of
operation for achieving the organization's
objectives. Large educational organizations with
significant resources can create and enforce their
own peer-reviewed standards. Medium and small
educational organizations, on the other hand,
lack the necessary potential. Many organizations,
however, do not, but standards for the system
development process, software configuration,
data structures, applied control mechanisms, and
supported documentation have to be adopted.

Information security policies should be consistent
with other existing policies in the organization (e.g.,
those related to human resources, accounting, labor
protection, and so on) and disseminated to anyone
who has access to the organization's information
system, whether they are employees or outsiders.
Everyone who is subjected to the information
security policy has to be aware of the consequences
of breaking it.
The policy should be reviewed on a regular basis,
either in the event of changes in the IT infrastructure
or in response to a change in a pre-defined process,
and, if necessary, changed, in order to maintain its
relevance and effectiveness. This, in our opinion,
necessitates the automation of processes for
analyzing
existing
IT
infrastructure
and
disseminating new rules to the organization's
employees. Slowing or ignoring any of these
processes renders imposed policies ineffective, if not
harmful. Developing new services and installing new
software and hardware, for example, is frequently
done without the necessary analysis and evaluation.
This, in turn, leads to an unintentional increase in
risk due to noncompliance with the imposed rules.
Another common issue is the adoption of policies
and standards that are not communicated to
employees. In this case, they are only desirable and
thus ineffective.
The following generally accepted principles have
to be considered:

Identification of data requirements is necessary for
effective data management. The establishment of
effective procedures for the management of the
infrastructure [17], [21], [28] for their storage, the
creation of archives and their restoration, if
necessary, as well as the appropriate destruction of
data carriers are all part of the data management
process. In a broader sense, data management
encompasses database management, modeling,
development, implementation, and use; metadata
management in the organization - related to users,
standards, integration, and the creation of queries and
reports; and database management, modeling,
development, implementation, and use. Data quality
management is an important part of the overall
process. It manifests itself in the creation of data
quality specifications, quality analysis, and quality
improvement proposals. As part of data management,
data security management and electronic document
management can be mentioned.







1. Information security is a process, not a state,
with a beginning but no end. Control over this
process is lost if certain rules are not followed.
2. The analysis of the organization's security policy
as a subject and an important part of the
monitoring of information systems demonstrates
that it is necessary and possible to develop an
automated information system that supports the
stages of the information security lifecycle and
end-user access to information. This would aid in
the conduct of quality monitoring and, as a
result, the organization's information security
system.
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2. Policy for Data Management and Data
Processing

2.1. Quality of Data Management and
Organizational Maturity
There are several methods for evaluating the
quality of data management that has been achieved.
The percentage of user satisfaction with data
availability and the rate of successful disaster
recovery can be used to assess data management. To
increase this share, a policy for archiving, restoration,
and maintenance of media containing archival copies
should be established. The number of incidents in
which personal data was leaked after the destruction
of the media containing it is also critical, as this can
result in significant losses for the organization.
The fulfillment of the aforementioned conditions
provides justification for assessing the level of
maturity of the data management system in
accordance with the COBIT Maturity Model [8],
[24], [25] as:

TEM Journal – Volume 11 / Number 3 / 2022.

TEM Journal. Volume 11, Issue 3, pages 1093‐1102, ISSN 2217‐8309, DOI: 10.18421/TEM113‐14, August 2022.








non-existent data management system;
the initial state;
natural;
clarified;
controllable and evaluable;
improved.

Data is not considered an asset and a vital resource
in some small or relatively new and inexperienced
organizations. In this regard, there is no standardized
system for data ownership and management
responsibilities. Data quality and security are
extremely low or non-existent in these cases.
When an organization recognizes the need for data
management (for example, when changing
management, enforcing regulations, or a series of
incidents related to poor data management), data
security requirements are developed but not
formalized and disseminated to employees. Data
archiving procedures are carried out on a regular
basis, and precautions are taken to ensure their safe
destruction. There is no clear division of
responsibilities for data management and staff
training in this initial state.
Organizations at the third level of maturity have
recognized the need for effective data management
and are developing a high-level data ownership
system. Data security requirements are documented
in such organizations, and key activities such as data
archiving, recovery, and destruction are monitored.
Typically, key IT staff are assigned responsibilities
related to the data management process [15], [23].
When the need for data management is understood
and accepted throughout the organization, it is
considered
defined.
Data
management
responsibilities have been defined, and ownership
has been transferred to a group in charge of integrity
and security. Data management procedures have
been formalized, and tools for archiving, restoring,
and destroying data have been implemented. There
are also practices for staff training, data management
monitoring, and the use of basic metrics in such
organizations. Ownership and management of
information responsibilities are clearly defined,
distributed, and disseminated across the organization.
To carry out the procedures, modern tools are
beginning to be used. The indicators for meeting
goals and achieving good performance are defined in
collaboration with students and monitored using a
well-defined process. Data management training is
provided on a formal basis.
The highest level of organizational maturity in
terms of data management policy includes
organizations that have understood and accepted the
need for all necessary measures to achieve quality
data management. Future requirements and needs
have been investigated. Responsibilities for data
ownership and management are clearly defined,
TEM Journal – Volume 11 / Number 3 / 2022.

widely distributed throughout the organization, and
regularly updated. Procedures have been formalized
and sharing experiences has become commonplace.
For maximum automation of the management
process, advanced tools and instruments are used.
Indicators of objectives and their implementation are
created with the assistance of students and are fully
monitored through a well-defined process.
Opportunities for advancement are constantly being
sought. There are now training programs in place for
data management personnel.
Most organizations are between the third and
fourth levels of maturity, which means they
recognize the importance of data management across
the organization but lack established methods for
training and involving every employee in the concept
of corporate data management. As a result, while
some employees recognize the importance of
adhering to established policies and are willing to do
so, they lack a precise and clear understanding of
how to do so. On the other hand, there is a subset of
employees who are aware of the issue but lack the
motivation, desire, or knowledge to carry out the
procedures prescribed by operational management.
As a result, there is a clear need for a software
solution to meet the needs of the organization's data
management process. Among these are:




Quick and clear division of responsibilities;
Providing instruction;
Look for areas for improvement.

2.2. Processing Integrity and the Involved Risks
According to the American Institute of Certified
Public Accountants (AICPA) [1] processing integrity
exists when ″system processing is complete, valid,
accurate, timely, and authorized to meet the entity’s
objectives‶. The following should be considered in
this regard:






Completion typically means that all transactions
and services have been processed or completed
without exception or repeat.
Accuracy entails ensuring that important
information about completed transactions is
correct throughout the process, and that
transactions and services are conducted and
processed according to plan.
In the framework of the confirmation of such
supply, the timeliness of the provision of services
or the delivery of goods is included.
Authorization entails ensuring that the processing
is carried out in compliance with the information
processing rules' appropriate approvals and
privileges.

The treatment's integrity has to consider the risks
involved [26]. The main ones concern the fact that
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the party initiating the transaction will be unable to
complete it or provide the service correctly or in
accordance with the needs. Without the necessary
control mechanisms in place, the buyer may not
receive the ordered goods or services, may receive
more than is required, or may receive the incorrect
goods or services. The processing integrity affects all
system components, including the procedures for
initiating, recording, processing, and reporting
information, product, or service, which are subject to
the obligation of the party providing them. The
nature of educational services necessitates the entry
of data via specially designed web forms, whereas
data entry methods in other software systems can
vary significantly. As a result, the data entry control
mechanisms in educational services systems may
differ from those in other systems.
The integrity of processing differs from the
integrity of data in that it does not imply that the
information stored in the system is complete,
accurate, timely, and authorized. If the system, on the
other hand, processes information outside its borders,
the organization can only establish limited control
mechanisms over the completeness, accuracy,
authorization, and timeliness of the information
provided for processing. Errors in information
obtained from outside sources are usually beyond the
organization's control. As a result, if the data source
is not internal to the system, this should be stated
explicitly in the relevant documentation.
The control of processing process entails
establishing policies and procedures for the efficient
management of planned processes, the protection of
their output, the monitoring of IT infrastructure, and
the provision of preventive hardware maintenance.
Processing control effectively helps to maintain data
integrity while also reducing unplanned delays and
IT costs. The following control objectives have to be
met in order to achieve this:






To maximize educational benefits, management
has to ensure that tasks and processes are
organized in the most productive sequence
possible. Monitoring, analysis, and evaluation of
the capabilities and characteristics of the
organization's processes, as well as consultations
with third parties, should all be done for this
purpose.
To avoid unintentional abuse of processes by
their users, policies have to be defined,
implemented, and maintained to ensure that
employees and customers are aware of the
processes they use.
In order to avoid hardware failures and increase
speed, periodic maintenance procedures have to
be defined and implemented, as well as the state
of the information infrastructure monitored.
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Evaluate endurance and recovery capabilities in
the event of incorrect data and attacks.

2.3. Automated Control Mechanisms
Maintenance and monitoring are required as a
preventative measure. (The IT manager chooses the
elements of the IT infrastructure to be monitored
based on the risk assessment, the chosen specific
approach, and his experience.) The frequency,
indicators, monitoring method, and measures to be
taken in the event of non-compliance are all
determined by the same factors.) of the IT
infrastructure to ensure educational continuity and
early detection of potential problems.
Each of these control objectives can be automated
in part or entirely. Define and implement control
mechanisms for specific parts of the organization's
information system in accordance with the objectives
to achieve quality process management (see Figure
1). Controlling processing is an important part of the
overall security management system and identifying
areas where control mechanisms can be implemented
is a difficult task that requires the participation of
qualified specialists in both risk analysis and
implementation. There is a need to monitor and
evaluate the effectiveness of the chosen control
mechanisms after they have been implemented.
Some data have to be checked on a regular basis to
ensure the proper operation of the control
mechanisms. Such checks typically entail approving
the output of specific processes after comparing it to
the desired result. Some events, such as a significant
increase [7] in activity, may indicate attempts at
unauthorized system access and/or fraud. Monitoring
mechanisms that monitor such parameters report
suspicious activities to the appropriate responsible
parties, who decide whether the concerns are justified
and what action should be taken.

Figure 1. IT control mechanism hierarchies

As digitalization progresses, software that
continuously monitors certain control mechanisms
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can be developed. Software that monitors network
traffic for traces of breaches in firewalls and antivirus programs is an example of continuous
monitoring. This is a process that can be used to
generate an immediate report and is used in high-risk
situations or when a large amount of data needs to be
processed. Between the completion of fieldwork and
the delivery of the observation report, there is a time
lag, which makes the information in the report less
useful and valuable to its users. This is due to the
"aging" of data in the report concerning the
deterioration of the situation in the problematic
control mechanisms.
To shorten this period, ongoing insurance is used,
and theoretically, in some circles, it should be
possible to shorten the time it takes to create a report
so much that it can be provided immediately.
Continual provision necessitates a high level of
dependability in the organization's information
systems. In this regard, before implementing such
technologies, the specialist should assess the quality
of the systems and the information they provide.
Low-quality systems or those that provide less
reliable information (and thus necessitate a greater
degree of human intervention) are less prone to
continued provisioning than those that provide more
reliable information. The time it takes to deliver a
final report in a highly reliable information quality
environment is shorter, whereas in a low-quality
environment, the time it takes to deliver the report is
longer because the information has to be verified and
approved.
Continual provision is an important part of modern
systems and incorporating it into a fully automated
monitoring system would improve the effectiveness
of both the monitoring process and the educational
organization's operations.
We propose that the values of the following
parameters be monitored and analyzed to determine
the quality of control:









The number of system components affected by
operational incidents;
Unplanned hours when the system was
unavailable due to poor processing management;
The number of incidents and operational delays
caused by incidents;
The number of incidents caused by deviations in
the parameters submitted;
The percentage of processes that were scheduled
but were not completed;
The number of incidents caused by insufficient
procedures;
The frequency with which procedures are
updated;
The proportion of tasks that are automated.

TEM Journal – Volume 11 / Number 3 / 2022.

We recommend using a 6-grade scale to assess the
state of each organization in terms of processing
quality control. The lowest level is 0 and the highest
level is "optimized" (see Table 1).
Table 1. A scale to assess the state of organizations in
terms of processing quality control
Level/
Name
Level 0
Nonexistent
level

Level 1
Entry
level

Level 2
Intermed
iate level

Level 3
Defined
Midlevel

Level 4
Managed
and
evaluable
level
Level 5
Optimize
d level

Description
When no time or resources are allocated for
the creation and maintenance of basic IT
operations, the control of processing in the
organization can be defined as non-existent.
Organizations at this level must either
advance to the next level or face extinction.
The organization recognizes the need to
structure IT support functions. There are
only a few standard procedures in place, and
the organization's activities are in response
to specific events. Most operational
processes are not formally planned, and
processing requests are accepted without
prior verification. Computer systems and
software that support educational processes
are frequently unavailable, causing
employees to waste time while they wait for
the resources they require. Frequently, the
system's output is of poor quality or does not
exist at all.
The organization achieves repeatable results
in an intuitive manner. He recognizes the
importance of processing control activities
and, as needed, funds are allocated for new
hardware and software resources to improve
the quality of control mechanisms. Because
there are no formally defined rules for what
to do, when to do it, and how to do it, the
outcome is determined by the abilities of the
employees involved in the processes.
The organization understands and accepts
the need for operational control, and there is
a distribution of necessary resources.
Duplicate functions are defined,
standardized, documented, and disseminated
in a formalized manner. The events and
outcomes of the completed work are
recorded, but only partially or late reach the
members of management. Third-party
support agreements. Support agreements
with third countries are informal.
The processes and related control
mechanisms are clearly defined, and the
relevant employees are aware of and
understand how they work. Formalized
training procedures exist. Any deviations
from the norm are promptly identified and
corrected. There is a constant desire to
increase process automation. Third-country
agreements are being formalized.
IT support operations are efficient and
adaptable enough to meet any change in the
organization's needs with minimal
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productivity loss. Processing control
processes are automated, standardized,
documented, and subject to continuous
improvement to reach this level. The
automated processes that support the
systems run smoothly and contribute to
environmental stability. All issues are
investigated to determine the root cause of
their occurrence. If the requirements for the
processes change, quick steps are taken to
control the new parameters. When using
third-party services, the resources they use
are always checked for reliability.
Preventative maintenance is performed.

It is worth noting that in order to achieve a higher
level of maturity in the processing control processes,
an automated information system that helps
standardize, document, and improve them has to be
implemented. We can summarize an application's
services for the needs of data management and
processing control as opportunities for:






quick and clear division of responsibilities;
providing instruction;
Investigating potential areas for improvement;
simple documentation;
backing for standardization.

damaged data and IT services is included in
availability.
At least one of these principles should be
incorporated into any control mechanism. A method
for automatically creating control mechanisms has
not yet been developed. This, in our opinion, is a
trend that will change as artificial intelligence
advances. Currently, they are developed and
implemented after identifying vulnerabilities in the
hardware and software used and categorizing existing
control mechanisms. This activity is supported by a
variety of frameworks, including COBIT, ITIL,
ISO27001, and others. According to our
observations, any organization aiming for quality
information security management should use the
most applicable components of these frameworks to
categorize or evaluate existing and necessary control
mechanisms. On this basis, you can document your
own policy for:




According to research, an information security
policy should include the following elements:

3. Information Security Implementation Life
Cycle and Standards



Security of information is an essential component
of any IT control measures. Infrastructure and data,
as well as their storage and processing, are all
covered by information security. It serves as the
foundation for the dependability of most IT control
methods. Exceptions include financial components of
digitalization (e.g., ROI - Return on Investment or
Rate of Return used to measure investment
efficiency), budgetary control mechanisms, and some
project management control mechanisms.





3.1. Major Information Security Concepts
Over the last decades, three information security
concepts have achieved widespread acceptance:
confidentiality, integrity, and availability [3], [9].
- Confidentiality - Confidential information should
only be used for its intended purpose and should be
kept safe from unauthorized disclosure or tampering.
- Integrity - the condition in which data is truthful
and full is referred to as information integrity. This
involves the consistency with which financial data is
processed and reported.
- Availability - educational services, their students,
and partners have to have access to information in
the appropriate format, at the right time, and in the
right place. The capacity to recover from lost or
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Compatibility with current laws and regulations;
Alignment with the organization's objectives;
Reliable assurance that the activities carried out
are in accordance with the strategic and
operational management's policies, as well as the
organization's risks.





A common policy for the level of security and
confidentiality across the organization. This
policy must be written in accordance with all
applicable national and international legal
requirements, and it has to specify the level of
control and security required based on the
sensitivity of the systems and data processed.
Guidance on information classification and
access rights at each level. The policy should
also specify the limitations on how this
information can be used by those who have
access to it.
Definition of the concepts of data and system
ownership, as well as the power required to
create, change, or delete information.
Coordination in large organizations becomes
difficult without these guidelines, as there may
be a lack of responsibility for data or systems.
Individual policies that define and impose
conditions on employees in a variety of sensitive
areas. Including background checks on new
employees before they join the organization,
annual credit checks, and hiring - signing
agreements to accept responsibility for the
required levels of control, security, and
confidentiality.
Define the overall requirements for educational
service continuity. All aspects of disaster and
accident education services are covered by these
policies.
TEM Journal – Volume 11 / Number 3 / 2022.
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Separate structures for developing and monitoring
the implementation of information security policies
should be established in each secondary or large
educational organization. It is necessary to
understand the life cycle of information security and
how it interacts with the various components of
information systems in order to monitor it.
Looking at the traditional life cycle of IT security
according to the PPDIOO life cycle Cisco model
(Prepare, Plan, Design, Implementation, Operation,
Optimization) [5], [6], we can see that most of its
stages are accompanied by relevant information
security services (see Figure 2). One of the biggest
issues with IT security and related services, in our
opinion, is that potential users are not always ready
to fully adhere to the life cycle - often, organizations
are limited to only implementing services during the
planning and design stages. They remain "on paper"
once it is understood that implementing the
developed
recommendations
necessitates
investments. Another issue arises when the service
provider is unable to provide the information security
system throughout its entire life cycle. These issues
are frequently caused by educational organizations'
narrow specialization (for example, only conducting
tests or preparing documentation) or a lack of
expertise.

Prepare
Optimiza
tion

Plan

Life
cycle
Operatio
n

Design
Impleme
ntation

Figure 2. Information security life cycle according
to PPDIOO Cisco model

The quality of the "Preparation" stage
implementation will determine how secure
information will be in the future. It is at this point
that the flaws in the current information security
system have to be exposed. It would be difficult to
plan the next steps, to work on the implementation,
operation, and optimization of protection systems

TEM Journal – Volume 11 / Number 3 / 2022.

and mechanisms, without a clear understanding of
them, as well as the specifics of educational services.
Informally, the services for this stage can be
divided into two categories: technical and education
oriented. The first group consists of various
observations and assessments of the current state of
networks and information systems in terms of IT
security. The lowest level of verification for the
security of information architecture is network
monitoring. Penetration tests, for example, are
frequently performed as part of this measure. The
next higher level is the information system security
check, which examines firewalls, wireless networks,
and specific applications (Learning Management
System,
Competency
Management
System,
Intelligent Tutoring System, Learning Activity
Management System, Student Information System,
and so on).
The second set of services pertains to educational
processes, which are the highest level of educational
architecture. The work of the human resources
department, interactions with teachers, partners, and
students, and contracts signed by the educational
organization for receiving one or more services are
all examined at this level. In addition, metrics will be
used to evaluate the effectiveness of IT security
measures.
Once the flaws in information security have been
identified, a strategy for addressing them should be
devised. The services related to completing this task
are the most in-demand and widely available. These
include the creation of various IT security concepts,
contingency plans, educational continuity plans,
accurate response guides, and user instructions,
among other things.
The binding with specific means of protection
chosen in previous stages is a feature of the "design"
stage. The selected systems may remain in the final
version of the project or be replaced by others,
depending on the characteristics they exhibit and the
needs they have to meet. Replacing them is
reasonable, even if the chosen solutions are
significantly more expensive than their alternatives.
The design can be more general (for example, to
limit the location of means of protection) or more
detailed (for example, to limit the location of means
of protection) (for example, to get to the settings of
the equipment). Changing the topology of an existing
network to improve the security of a corporate
network or an entire information system is frequently
required when redesigning the security of a corporate
network or an entire information system. The
recommendations made during the inspection can be
used at this point.
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3.2. Information Security Tools
Services for implementing information security
tools are in high demand, particularly among large
corporations with established territorial structures.
Building a comprehensive IT security system is
essential for the organization's critical systems to be
protected.
This
complicates
the
use
of
implementation services by educational institutions.
The services provided in this direction usually
include work reorganization in addition to the
implementation of relevant technical means.
The action of the established preventive, revealing,
and corrective control mechanisms is monitored
during the operation and maintenance phase. The
analysis of their application's results serves as the
foundation for their optimization. Typically, the
optimization is followed by another inspection,
during which changes in the state of information
security are recorded. Following optimization, we
return to the planning stage (updating existing
documents), redesigning existing networks and
information systems, implementing new systems or
changing existing ones, and so on.
The results of the inspection process are used in
the stages of preparation, planning, design, and
optimization to obtain information about the existing
system and recommendations for its improvement.
There are also clear standards for the acquisition and
commissioning of new applications by organizations,
as previously mentioned. As a result, the
implementation of remedies is subject to information
system revision [19], [20], [27]. The support phase
corresponds to the idea of a continuous monitoring
and monitoring approach to gathering specific
evidence with the aid of a computer.
The analysis of the organization's security policy
reveals that it is both necessary and feasible to
develop an automated information system that
supports the stages of the information security life
cycle and end-user access to information. This would
aid in conducting a quality review and, as a result,
improving the organization's information security
system. As previously stated, standards exist to
support organizations' policy requirements. To
achieve a satisfactory level of security and
demonstrate it to third parties, the organization has to
select and enforce some of the existing information
security standards. The ISO 27000 series of
standards, the ITIL library, and free alternatives such
as the ISF (Information Security Forum) standard
have all grown in popularity in recent years.
ISO has retained the ISO 27000 series of standards
for information security purposes, and they are
related to other topics such as quality control (ISO
9000) and environmental protection (ISO 14000).
Hundreds of potential control mechanisms are
described in the ISO 27002 standard, all of which
could theoretically be implemented and used. The
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standard establishes guidelines and fundamental
principles for initiating, implementing, maintaining,
and improving information security management in
an organization. The standard's control mechanisms
are intended to meet specific requirements identified
through a formal risk assessment. The standard also
intends to provide guidance for the development of
organizational security standards and practices for
effective security management, as well as to aid in
the development of confidence in internal
organizational activities. Some of the main benefits
of ISO 27001 certification, in our opinion, are:








reducing financial losses by ensuring the
continuity
of
educational
services,
manageability,
reliability,
and
process
transparency;
establishing a clear information security control
framework;
students, teachers, and administrators have more
faith in the system;
increasing the likelihood of being selected for
tenders and competitions;
demonstrate adherence to legal and regulatory
requirements;
enhancing the organization's image and
increasing its authority.

The ITIL (IT Infrastructure Library) [2], [10], [22]
approach to IT management provides a set of best
practices derived from the public and private sectors
of various countries. ITIL is a set of rules that
describe a systematic approach to IT deployment,
implementation, and management. ITIL specifies
processes, functions, roles, and responsibilities, as
well as building blocks. They serve as the foundation
for the efficient and effective use of information
technology.
The eponymous standard, developed by the
Information Security Forum (ISF) [4], [13], aims to
manage the risks associated with every aspect of an
information system, regardless of the market sector
in which the organization operates, its size, or its
structure. End-user security, organization-level
security
management,
critical
educational
applications, computer deployment, networks, and
systems development are all covered by the ISF,
which is free to use.
4. Conclusion
In the face of widespread digitalization in
educational services, every organization has to strive
to meet modern-day quality and security standards
for
both
information
and
other
assets.
Simultaneously, one of the primary responsibilities
of management is to improve the utilization of
available resources such as data, application systems,
technologies, employees, and material resources. To
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fulfill these responsibilities and achieve its goals,
management has to establish an adequate internal
control system. As a result, a framework that clearly
specifies how each employee's activities meet
information requirements and affect resources is
required.
Various control frameworks (i.e., ISO27001,
COBIT, ITIL, and others) emphasize the connection
and influence of IT resources, as well as the business
requirements
for
efficiency,
operability,
confidentiality, integrity, accessibility, completeness,
and reliability of the information to be met. All
employees involved in the use, design, creation,
maintenance, or operation of information systems
have to have a responsible attitude for the framework
to be implemented effectively. At least one of these
principles should be incorporated into any control
mechanism but a method for automatically creating
control mechanisms has not yet been developed.
This, we believe, will change as artificial intelligence
advances.
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