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Abstract – The identification of the cybersecurity
(CS) state of Internet of things (IoT) devices
determines the necessity to search for and improve
approaches to detecting various threat types. The
unification used in the mass development of IoT
devices facilitates software and hardware modification
to block certain built-in protective functions from the
side of a potential intruder. A need arises to develop
universal methods for identifying the cybersecurity
state of devices using comprehensive approaches to
analyzing data from internal and external information
channels. The article presents an approach to
identifying the cybersecurity of IoT devices based on
processing time series recorded from sensors during
various processes, and internal and external (thirdparty) sources. The approach is based on classification
methods. The presented solution uses template
sequences containing synchronized time series showing
numerical values obtained from various probes and
sensors during process execution. The proposed
approach makes it possible to identify IoT device
cybersecurity states without increasing the volume of
information stored and processed in internal resources.
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1. Introduction
The cutting-edge IoT presents the concept of
organizing and building a computing network of
physical objects interacting with each other and the
external environment. The use of technologies for
data identification, transmission, and processing
necessitates the creation of various cybersecurity
state monitoring systems aimed at neutralizing
threats to the IoT.
An integrated approach is used to organize the
protection
of
distributed
information
and
telecommunication systems. The implementation of
monitoring the CS state of devices, systems, and
networks requires interaction control, ensuring
communication security, and the protection of
devices [1], [2]. However, cybersecurity state
monitoring assumes dynamic development and the
emergence of situations requiring analysis when old
and new devices and different versions of hardware
and software solutions are used simultaneously, and
various interface protocols, data processing analysis,
and transmission technologies are applied [3].
IoT devices are usually located outside the
controlled area. This location requires control when
updating software, and optimizing a number of
operational processes during the life cycle. Built-in
protection systems are not always effective since
potential intruders usually have no difficulty in
accessing and can search for vulnerabilities on
typical devices [4].
When developing information systems, it is
necessary to improve the protection, control, and
monitoring of IoT device cybersecurity [5], [6]. One
of the research trends is associated with the use of
information obtained through side channels. Data can
be used for this that is not directly related to ongoing
processes and calculated during processing, for
example, acoustic, electromagnetic, and other
radiation. This data provides additional information
about the process manifestation [7], [8], which can be
considered when analyzing the states of devices.
Many IoT elements possess relatively small
hardware and software capabilities, have a limited set
of commands with predefined actions and reactions.
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Their functionality does not change during the life
cycle. They carry out a programmed sequence of
actions when commands are received, and external
events occur. IoT devices have a limited number of
analyzed functional parameters. This fact allows
machine learning methods to identify a normal (safe)
state in which predefined processes are performed,
and an abnormal (dangerous) state in which
parameter and characteristic values appear to indicate
deviations from the norm. The research purpose is to
develop an approach to identifying the cybersecurity
state of IoT devices using data sampling
segmentation based on processed time series
recorded from probes and sensors during various
processes.
2. Problem Statement
IoT devices are “black boxes” in which software
and hardware from various companies can be used.
As a result, the source code is not always known and
may contain undocumented features. A large number
of IoT devices do not allow for hardware and
software modification. Built-in protection systems
are implemented, and in the case of integrity
violations, the device can stop functioning. During
operation, it becomes necessary to set up, configure,
and improve the telecommunications information and
system characteristics. The unification of elements of
IoT devices and their typing allows a potential
intruder to investigate and search for vulnerabilities
at the software and hardware levels. The application
of wireless communication technologies makes it
possible to implement attempts to transmit control
commands to introduce compromised devices into
the network to carry out destructive influences.
However, assessing the CS state requires assessing a
large number of parameters and situations in which
their deviation occurs, which requires adaptation and
the development of protective mechanisms. In this
regard, it becomes necessary to analyze several
internal
and
side
information
channels
simultaneously.
IoT devices constantly interact with each other.
This interaction causes simultaneous changes in
many parameters. Therefore, it is necessary to
analyze several preceding discrete states for
cybersecurity state identification.
The proposed approach is based on the use of
patterns. A behavioral pattern is formed by numerous
time-synchronized sequences of values of time series
of parameters of processes occurring within devices
from internal and external sensors. The behavioral
pattern contains information about the functioning of
the internal processes in IoT devices. It stores
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synchronized data on resource loading and
consumption, and statistical information on various
parameters [8], [9].
Measuring devices and sensors record the ongoing
process in IoT devices. They give out numerical
sequences. The tuples of characteristic values from
various control elements are synchronized at discrete
times.
The formal statement of the problem of identifying
the IoT device cybersecurity state can be represented
as follows: Z is a set of the device states, and C is a
set of classes of states containing dangerous C1 and
safe C2 states. In a safe state, predefined processes
run. Dangerous conditions are determined by the
value deviations of the indicators and their groups
from the expected values.
There is a finite training set of known states
 z1, ..., zl   Z . The subsets of classes {C1, C2}∈ C
are associated with this set. It is necessary to find an
algorithm that reflects a set into a set [10], [11].
The processing of data coming from devices
enables the identification of states [12], [13].
Identification processes are based on machine
learning methods. The training sample is processed
using the classifying algorithm. The tuples of timeseries values 𝑥 , 𝑥 , . . . , 𝑥 reflect the process
behavior [14].
Various external and internal factors affect IoT
devices during their operation. These factors can
include commands, events of reception, transmission,
and information processing. As a result, the ranges of
the registered parameters may be mixed.
Let V be a set of factors influencing the values of
features. The set X is characterized by a set of feature
tuples. Figure 1. shows training sample that takes the
form of the labeled sample 𝑣 , 𝑥 , 𝑐
,
where N is the amount, and M is the number of
factors affecting the sample values.
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Figure 1. Presentation of data from an IoT device

1913

TEM Journal. Volume 10, Issue 4, Pages 1912‐1918, ISSN 2217‐8309, DOI: 10.18421/TEM104‐55, November 2021.

It is necessary to construct a classifying algorithm
that considers the influence of factor v, 𝛼: 𝑋 ⎯⎯ 𝐶.
Thus, the purpose is to process information from
the side and internal sources and identify the device
CS state based on this information in situations
where various factors influence.
By applying information about the acting factors
v1, v2,…,vk, it is possible to split the training sample
into segments, where factor vi had acted:
X1UX2U…UXk=X и XjՈXi≠0 Ɐi≠j.
The classification algorithms 𝑎 , 𝑟 1, . . . , 𝑘 are
given their own segments. The probability of
belonging to a class under the influence of a known
factor vr, entering the input of a tuple x is determined
as:
𝑚𝑎𝑥 𝑃 𝐶 |𝑥
(1)
𝑎 𝑥
.

The resulting class predicted by the classifier
ensemble for tuple x can be determined using the
values of the functions F1 and F2:
𝐹 𝑎 𝑥 ,...,𝑎 x
∑
𝑎 x 𝐹 𝑎 𝑥 ,...,𝑎 x
1
𝐹 𝑎 x ,...,𝑎 x
(2)
The implementation of the ensemble of basic
algorithms is described by the expression:
𝑎 𝑥
𝜑 𝐹 𝑎 𝑥 ,...,𝑎 𝑥 ,𝐹 𝑎 𝑥 ,...,𝑎 𝑥

(3)

where φ is a decision rule enabling to determine
the probabilistic estimate and establish the class
number.
The proposed approach to identifying an IoT
device cybersecurity state is distinguished by the use
of template sequences containing data from the past
conditions of the device operation. Template
sequences contain synchronized time series of
numeric values derived from recording elements
during the process execution.
The application of the proposed approach assumes
the device “tuning” to the predetermined operating
modes at the initial stage. Data preprocessing is
performed using classification algorithms and
involves the computation of threshold values. At the
stage of functioning, the current state is correlated
with that determined at the initial stage.
Further, deviations are analyzed using trained
classifiers.
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3. Simulation Experiment Results
Detection of changes in the computational
environment is an urgent problematic issue for
cybersecurity state monitoring. In this regard, it
becomes necessary to identify the state of a
functioning device as safe or unsafe.
The purpose of the experiment was to identify the
computational node state, determined by the data
processing algorithm, based on the digitized
indicators of a load of computing resources [15],
[16]. Time-synchronized percentages of the system
load monitor were identified as a behavioral patternforming sequence [17].
The processor and memory load indicators were
taken from the system monitor on a functioning
computational node. The following processes were
chosen as factors v1,v2,v3 influencing the values of the
target variables: v1 – a file copying, v2 – searching for
a predetermined information template, v3 –
calculating and adding additional information to the
file. The actions of the processes determined the
states of the nodes Z1, Z2, Z3.
The second part of the experiment was carried out
under conditions when “additional” software was
launched on the node in states Z1, Z2, Z3, which
consumes the processor (CPU) and memory
resources. Conditionally assuming that there are no
additional processes that take resources in a safe state
and that they are present in an unsafe state, the
identification of the CS state was determined through
the processed time series.
Time-synchronized sequences of CPU and
memory resource usage values are represented as
output sequences.
A time-series sample for CS states was obtained
during the experiment. This sample was divided into
training and test samples. Figures 2. and Figure 3.
show two-dimensional time-series tuples were
supplied to each classification algorithm.
The state determination process consisted of
calculating values based on the input sequence data,
which were compared by classification algorithms.
The following algorithms were chosen to assess
the impact of using subsets on the quality of the
results of machine learning models: naive Bayes
classifier (NB), linear discriminant analysis (LD),
classification trees (CT), and nearest neighbors
(KNN).
Figure 4. shows the classification areas obtained
from state processing.
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Figure 2. An example of the resource loading percentage sampling (from top to bottom for each pair - memory,
processor) from time counts for conditionally normal (left) and abnormal (right) states Z1,Z2,Z3 (top down)
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Figure 3. An example of data sampling for values of normal (red) and abnormal (blue) “memory-processor” loading
percentage for the entire set (top left) and for each state Z1,Z2,Z3
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Figure 4. The results of the class region selection for the entire set (top left) and for each state Z1,Z2,Z3

Table 1. shows the results of testing the classifiers.
Table 1. The results of classification algorithms
Model
NB
LD
CT
KNN
Ensemble

1916

The entire sample X
AUC
0.77
0.77
0.91
0.96
0.98

Acc
0.72
0.71
0.81
0.83
0.94

F
0.76
0.76
0.84
0.90
0.93

Mean value
X1+X2 +X3
AUC Acc F
0.79 0.75 0.78
0.78 0.75 0.78
0.92 0.81 0.87
0.98 0.86 0.95
0.99 0.97 0.98

These results show that the use of classifiers on
selected subsets can improve the classification
quality indicators.
Thus, the proposed approach makes it possible to
determine the class of the current state. When the
data sample segmentation allows reducing the size of
the overlapping areas of classes, it is possible to
improve the classification quality indicators.
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4. Conclusion
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