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Abstract – The research objectives were: 1) to 
develop cyber resilient model, 2) to develop the cyber 
resilient capability maturity model and 3) to develop 
self-assessment model for cyber resilient capability of 
cloud computing services which are qualitative and 
applicative research. Referring to the cybersecurity 
concept from National Institute of Standards and 
Technology (NIST) from the in-depth interview, focus-
group discussion was developed with cybersecurity 
experts and data collection from cloud services 
providers. It was found that trend of cyber-attacks was 
violent with smarter method. The authors had 
synthesized the concept of cyber resilient capability 
maturity model for cloud computing services including 
developed  application for cloud services providers to 
evaluate their organization in order to improve the 
better cybersecurity level in cloud computing services 
and the cyber resilient capability maturity model in the 
future. 

Keywords – Cloud Computing Services, Cloud 
Service Provider, Cyber Resilience, Capability 
Maturity Model. 

1. Introduction

Digital technology especially cloud computing 
services has played the key role in improving and 
enhancing organization and business sector 
efficiency. Most of the business sectors try to adjust 
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working pattern to be on cloud platform saving 
working cost with more effectiveness. Most 
importantly, the business will be flexible by making 
additional benefit of the business stakeholders. 
Moreover, what needs to be considered together with 
cybersecurity is cloud computing services. 

Nowadays, there are several cloud service 
providers or agencies, who are the group of users or 
business clients that consider using cloud computing 
service, but there is still doubt on risk and 
cybersecurity of the service [1]. Therefore, the 
authors  were interested in the study on cyber 
resilient capability and the resilient method 
evaluation cyber related for cloud computing services 
and understand the level of cybersecurity of the 
service provider for business costumer group making 
the service providers worked safely and sustainably. 
Moreover, cloud services provider and the users have 
guideline or reference in practicing creating 
convenience and benefit for the related in every 
sector in business process. “Service Provider” means 
cloud services provider and “user” means the users of 
electronic transaction with cloud.  

2. Related Work

2.1. Cloud Computing Services 

Cloud computing refers to a pattern of computing 
conveniently sharing resources through network as 
demand from everywhere. The users do not have to 
manage the resource by themselves [2]. The 
examples of resources are network, server, storage 
capacity, applied software and cloud services or 
cloud computing Services referred to the services 
through cloud computing system according to main 
service type. The users are able to access to internet 
system through various electronic tools such as 
computer, smartphone or tablet helping them 
working flexibly. Types of main Service are  
Infrastructure as a Service (IaaS), Platform as a 
Service (PaaS), and Software as a Service (SaaS). 

Apart from various services types, cloud services 
can be divided according to working types into 3 
types: 1. Private Cloud, 2. Public Cloud, and 3. 
Hybrid Cloud which are similar to the users having 
their own computer system connecting to data center 
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of the service provider. The data center needs to be 
under standard system with high security because 
trustworthiness and the confidence in the whole 
system effectiveness have to be built up for the users.        

 
2.2.  Cloud Services Standard of Practice 

  
2.2.1 Cloud Services Standard of Practice by 

Engineering Institute of Thailand is under H.M. The 
King’s Patronage mentioning cloud computing 
service as the new concept of nowadays application 
digital technology with technology resource 
management system or modern and flexible digital 
technology is established in order to support various 
types of businesses according to the practice of 
service provider and cloud users in Thailand in term 
of data safety and the preparation in the same 
standard with the regulation as follows: 1. Open 
standard system and working cooperation of data, 
program and hardware, 2. Program and data 
transportation from one system to another, and 3. 
Access right and data connection management [2].  

2.2.2 Cloud Security Alliance (CSA) is the 
organization launching the regulation with the 
objective to ensure the user about the service with the 
cloud system security and safety control under the 
evaluation and guarantee in the name of CSA-STAR 
(Cloud Security Alliance – Security, Trust & 
Assurance Registry) CSA Star. It is the standard 
basically from ISO/IE27001 (ISMS) together with 
Cloud Control Matrix (CCM) and Maturity Model. 
ISMS focus  on confidential, integrity, and 
availability. The guarantee is divided into 3 types – 
1. STAR Entry – Self Assessment: with internal 
organization evaluation with CSA Consensus 
Assessment Initiative (CAI) or Cloud Control Matrix 
(CCM), 2. STAR Certification/Attestation: needs to 
pass ISO ISO27001 or AICPA SOC2 from outsource 
company,and 3. STAR Continuous: needs to be 
constantly tested and evaluated the safety of Cloud 
system.      

2.2.3  The Statement on Standards for Attestation 
Engagement (SSAE18) was the report of the practice 
according to the rule and regulation of the service 
related to organization including cloud. This report is 
called Service Organization Controls (SOC) divided 
into 3 types – SOC1 is the financial report, SOC2 is 
the report on evaluation of organizational technology 
safety control efficiency with principal of trust 
services composed of 5 topics which are safety, 
ready-to-use condition maintenance, accuracy 
maintenance of working process, confidentiality and 
personal information maintenance. SOC 3 is the 
evaluation report only in safety security, ready-to-use 
condition maintenance and secrecy that can be 
revealed to public. 

2.2.4  ISO/IEC27001 is the international standard 
in Information Security Management Systems – 
ISMS with the practice from the beginning system, 
process, revise and constant improvement in 
accordance with PDCA (Plan-Do-Check-Act)  

2.2.5  ISO/IEC ISO 27002 refers to the 133 topics 
of obligation of Information Security Management. 
Both ISO/IEC 27001 and ISO/IEC 27002 focus on 
“management system” with the obligation of 
Information Security Management in order to support 
the standard including the emergency plan and 
sustaining to constant business ability [3].  

2.2.6  ISO/IEC 27017 is international standard for 
cloud services security management taking some 
information from ISO 27002 with the addition of 
cloud computing services set to control, and it is 
responsible for sharing information security 
management between cloud services provider and 
user as follows: 1. Cloud users  have to be protected 
and gain the right to access the service in the 
environment similar as other users, 2. Operation log 
and logs in cloud services system need to be suitably 
managed, 3. The risk management about cloud 
information security management need to include the 
service guarantee agreement (SLA) between service 
provider and user in term of personal information 
security management in the system.   

2.2.7 ISO/IEC 27018 is the guideline for public 
cloud service provider especially in Personal 
Identifiable Information, which means the data 
identifying users and connects to any person in the 
network such as name, address, phone number or e-
mail.  

2.2.8 ISO/IEC 27032:2012 the extension of ISO 
27001 about Confidentiality, Integrity and 
Availability with cyber property security such as 
hardware, software, data, service including virtual 
assets such as reputation. 

2.2.9 ISO/IEC 20000-1:2011 service mind 
standard (SMS) is the regulation of Service Provider 
in planning, improving, processing, following, 
maintenance and improving SMS. 

2.2.10 ISO 22301:2012 is Business Continuity 
Management Systems helping each organization plan 
to systemically face with types of disasters especially 
the cyber-attack.    

2.2.11 ISO29100:2011 Privacy Framework is the 
regulation protecting personal information referring 
to any information relating to a person both directly 
and indirectly or in practice causing the seeking for a 
person or in the form that can be accessed or 
processed. 

2.2.12 ISO 31000:2009 is the organizational risk 
management with the principal and guideline 
including this standard by making the organization 
able to  analyze the risk and evaluate internal risk.     
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2.3. Cybersecurity Concept and Cyber Resilience 
  

2.3.1 NIST Cybersecurity version 1.1 shows 5 
topics of cybersecurity including: 1. Risk identify on 
resource management, business environment, 
supervision, 2. Protect is the suitable measure for 
basic structure service, 3. Detect to find the situation 
of cybersecurity that might happen, 4. Respond is the 
plan, communication, analysis, risk reduction, 5. 
Recover is the constant practice according to the plan 
[4]. 

Ngoc T. Le et al recommended 12 topics of 
guideline of cloud computing security from the 
reference of cloud security standard and various 
maturity models such as ISO, NIST-CSF, SSE-CMM 
with the objectives to study the maturity models’ 
capability to combine with the security indicator and 
to recommend cybersecurity of cloud system users 
(CSCMM) which are in 4 levels - SML0 
(Undefined), SML1 (Initiated), SML2 (Managed) 
and SML3 (Optimized). The highest level is the 
complete protection [5].     

2.3.2 Information Security Forum (ISF) is the 
group of British information technology security with 
more than 500 member groups worldwide with the 
objective to develop standard, handbook, 
recommendation and practice guideline in the aspect 
of cybersecurity. ISF has divided threat and how to 
deal with 3 levels of cybersecurity [6] as shown in 
Figure 1. 

 

 
 

Figure 1.  Cybersecurity and Cyber Resilience Model 
 

 Information Security or known as CIA  presents 
how to deal with the impact of the CIA which were 
Confidentiality, Integrity, Availability. Cybersecurity 
means how to deal with the threat  of the higher 
impact than CIA.   Cyber Resilience is the unknown 
threat management with each shown level.   

2.3.3 CIS Critical Security Controls [7], [8] is the 
solution for crisis security problem by the Center for 
Internet Security, and it has shown 20 methods to 
solve the operational problem created to stop threat 

by referring to the framework of NIST cybersecurity 
practice.    

2.3.4 Cyber Security Resilience Complete Self- 
Assessment Guide is the handbook to evaluate the 
security and cyber resilience referred from regulation 
and standard with the objective to  make the 
organization able to evaluate the determination and 
component of Cyber Security Resilience on the 
foundation of good regulation and self-quality 
management in 7 scopes - Recognize, Define, 
Measure, Analyze, Improve, Control and Sustain 
which can be the start of gap analysis to define total 
effectiveness improving management tool.  

 2.3.5 The CERT-Resilience Management Model 
is the basic practice guideline to improve resilience 
management CERT-RMM [9] composed of 26 
process areas, which are divided into 4 topics - 
Engineering, Enterprise Management, Operations 
and Process Management. Each process acts as the 
standard criteria identifying the organization ability 
in the scope of specific process goal. There are 4 
specific goals which are: 1. Establish Strategic 
Objectives, 2. Plan for Operational Resilience, 3. 
Establish Sponsorship, and 4. Provide Resilience 
Oversight.      

For CERT-RMM (CERT-RMM Capability 
Maturity Level: MIL) is  the measure of high internet 
security ability by specific Capability Maturity Level 
indicator divided into 4 ability levels – level 0: 
incomplete process, level 1: on process, level 2: have 
the ability to process, level 3: the indication of MIL 
are MIL 0 partly start, MIL1 preparation, MIL2 
proceed according to plan, MIL4 
evaluation/assessment, MIL5 indication’ / follow up, 
MIL6 communication.  

2.3.6 CMMI is the measurement standard of 
information project management which is one of the 
projects invented in 1987 as Capability Maturity 
Model (CMM) by Software Engineering Institute 
(SEI). The institute is in Carnegie-Mellon University 
established and financially supported by United 
States Department of Defense in order to identify the 
check list to software production. This model 
receives the report from International Business 
Machines (IBM) Corporation,  Philip Crosby and W. 
Edwards Deming on the quality guarantee and 
country defense application. After that CMM [10] is 
widely used with several revision leading to the 
development of CMMI (Integrated is added). CMMI 
is widely accepted as  high standard in order to 
guarantee software within production company,    
including the development and effective 
management. Current version of CMMI® is version 
2.0 (December 2018). There are 3 types of CMMI 
Product Suit set according to various process 
improvement demands and each process composition 
are giving the guideline to improve the interested 
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scope such as acquisition (ACQ), development 
(DEV) and service (SVC) [11]. 

CMMI determines resilience capability maturity 
level from the ability of risk management which is 
the important foundation of resilience according to 
these assessment topics 1. Ensure Governance 
Framework, 2. Establish Risk Management, 3. 
Identify and Manage Risks, 4. Ensure Risk 
Mitigation, 5. Ensure Risk Detection, 6. Ensure Risk 
Response, and 7. Ensure Resilience. CMMI 
Appraisal then is the Standard CMMI Appraisal 
Method for Process Improvement (SCAMPI) 
employing the assessment principal called PII or 
Practice Implementation Indicator saying that the 
assessment from witness object or evidence which is 
the result of action, but  it is not evaluated by having 
the company perform all software process CMMI 
assessment by SCAMPI, which can be divided into 3 
types [12] 1. Class A - Authorized Lead Appraiser 
from only SEI. The appraiser is called Appraisal 
Team Members (ATM) with at least 4 members 
including lead appraiser. If meets the assessment, the 
organization will get Maturity Level rating or 
Capability Level rating.  

SCAMPI A is the only assessment with rating. It is 
noticeable that CMMI uses the word get “rated” not 
get “certified”. Result of validity period is 3 years. 2. 
Class B – is usually for process reviews or audits or  
rehearse for SCAMPI A rating. There are at least 2 
appraiser members. The leader can be those who get 
trained on SCAMPI B&C Team Leader or the 
experienced. 3 Class C – is usually to review the 
informal process which is called Gap Analysis to be 
able to determine the goal of capability maturity / 
suitable capability with the current organization 
process including  knowing work load that need to be 
improved if it is in accordance with duration plan. 
There can be only one appraiser who passes the 
training of SCAMPI B&C Team Leader or the 
experienced. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Method 
 

The authors have shown the thorough 13 steps of 
research methodology as in Figure 2. 

 

 
 

Figure 2.  Methodology Framework 
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4. Research Results 
 
4.1.  Cyber Resilient Capability Maturity Model for 

Cloud Computing Services 
 

The authors employed the practice guideline on 
cybersecurity from NIST CSF and adjusted it to be 
the practice on cyber resilience framework. The 
guidelines and regulations were studied and 
referenced in order to make trustworthiness for the 
resilience which the authors took on Privacy, 
Partner/Supplier Agreement (Standards, Laws & 
Rules), Detective Evaluation, Predictive, 
Communications & Awareness, Education, 
Dependability Planning, Communications & 
Literacy, Cyber Governance, Reliability, 
Availability, Safety and Maintainability to support 
and to be the plan to indicate the dependability on 
reliability to cloud system. It needed the 
determination of fail, false and error that might 
happen in cloud computing services. The author’s 
concept will have strength, defensed the threat in 
term of smart communication when threat happened 
in service system, knowledgeable communication as 
the core component for people, process, and 
technology.  

The authors found that from the review of several 
standards, part of the mistakes or lost was from the 
ignorance community. It was  unsuitable without 
understanding community and without intelligence. 
For the improvement in the context of dependability 
meant the improvement of method, process relating 
to the better service. Governance in the context of 
dependability meant the control on people, process 
and technology as the practice guideline to create 
confidence on the resistance or cloud services cyber 
resilience. It could be concluded to be 6 practice 
guidelines topics with 35 frameworks as shown in 
Figure 6, and to improve the cyber resilient 
capability maturity model for Cloud computing 
services as in Figure 3.  

 

 
 

Figure 3. Cyber Resilient Model for Cloud Computing 
Services 

  

The authors has presented the framework of the 
cyber resilient capability maturity model for cloud 
computing services for the analyzation and 
consideration of the possibility to arrange the inquiry 
determination in Self-Assessment [13] about Cloud 
Resilient Self-Assessment Questionnaire in the 
framework to be the indicator of cyber resilient 
capability maturity model for cloud computing 
services. The expert had assessed the suitability of 
Cloud Resilient Self-Assessment framework and 
recommended the proper improvement as shown in 
35 frameworks and had developed 145 indicators 
development for resilience evaluation for cloud 
computing service from 35 frameworks above. 

 
4.2.  Capability Maturity 1-5 Level Arrangement 

 

For the identification of cyber capability maturity 
model for cloud computing services defied 5 levels – 
level 1 was the initial without the service support 
standard, but there was the policy defying or plan 
initial and the written record or organizational 
document. Level 2 was the interest in bringing 
standard relating with the service to be managed 
according to level 1 and added internal or external 
organization communication, the practice of policy 
or plan with inspection. Level 3 was the level that the 
organization  defined because they worked according 
to the standard with the inspection and inspecting 
document and specific responsibility. Level 4 is 
optimized by statistic or recording statistic from 
threat incident to evaluate and improve. Level 5 is 
resilient that was the level defying cloud computing 
system resistance and able to return to Cyber 
Resilience because of the regular maintenance 
including inspecting documents. The cyber resilient 
capability maturity model is showing in Table 1.  

 For Cloud computing service, there were  
component and internal indicators showing the 
ability of Cloud service providers in term of threat 
responding measure and cyber resilience capability. 
The score gained from the assessment as 
organization representor passed all 35 frameworks 
showing cyber resilient capability maturity as 
followed: 

 

Capability maturity indicator 1-2 was in level 1, 
Capability maturity indicator 1-5 was in level 2, 
Capability maturity indicator 1-7 was in level 3, 
Capability maturity indicator 1-8 was in level 4 and 
Capability maturity indicator 1-10 was in level 5. 
 
4.3. In-depth interview and Focus Group  
 

The in-depth interview with the expert towards the 
way defining the cyber resilient capability maturity 
model for cloud computing services was done by the 
kindly approval of 3 branches experts which were 8 
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cloud computing experts, 7 cybersecurity experts and 
4 capability maturity experts. There were in total  19 
experts to consider and give thorough  information 
what the authors had operated about the suitability 
and acceptance on what the authors studied. The 
result of the suitability and accordance of guideline 
determining  the capability maturity and cyber 
resilience for cloud computing system that the 
authors used Content Analysis by the expert from the 
in-depth analysis [14] is giving the practice guideline 
from the experience of the experts in the aspect of the 
creation of cyber resilience for cloud computing 
system. The authors gained practice framework, 
indication tools with the criteria for cyber resilient 
capability maturity model for cloud computing 
services together with the result from in-depth 
interview by content analysis, and found that it was 
suitable with the model, equipment, capability 
maturity and criteria for cyber resilient capability 
maturity model for cloud computing services from 
the expert with the suitability with every determined 
guideline.  

 

The result of guideline confirmation of model,  

   The result of guideline confirmation of model, 
equipment, capability maturity and criteria for cyber 
resilient capability maturity model [15] for cloud 
computing services is obtained from conversation 
with focus group from the expert in the issue that 
needed confirmation for the more concrete research 
result. The authors then arranged the conversation 
with the approval from 6 experts to inspect and 
confirm the guideline presented in the research.  
    When used in the research, the organization of 
cloud service provider needed to have the working 
process on 6 aspects of cybersecurity composing  35 
frameworks with 10 steps of capability maturity 
indicator which were: 1. Plan management or policy 
determination, 2. Written policy record, 3. Internal 
and external organization communication, 4. Taking 
into practice, 5. Inspection and supervision, 6. 
Inspecting document, 7. Specific responsible person 
or organization, 8. The statistic used to record 
important data, 9. Constant evaluation and 
improvement, and 10. Document reporting every 
working process. The authors had evaluated to decide 
the selection of evaluation on the company with more 
than 1 evaluators  using Analytic Hierarchy Process 
(AHP) which was the process effectively deciding in 
term of hierarchical chart, and then defined the value 
of comparing analysis of several factors.  We took 
those numbers to calculate to factors and choices 
with the highest importance level as shown in Table 
2. 

Table 1. The cyber resilient capability maturity model 
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4.4. The result of Develop Self-Assessment Program 
for CSP 

From the framework of cyber resilience and 
capability maturity cyber resilience for the authors 
used to be the issue in creating evaluation form and  
develops application referring from software 
development cycle in 7 steps: 1. Understanding the 
problem, 2. Study the possibility, 3. Analysis, 4. 
Design, 5. System development, 6. Usage, and 7. 
Maintenance, which is the total image of application 
for Self-Assessment Program for CSP. 

4.5. CSP for Self-Assessment and Data Collection 
Program 

The access to evaluation application level of 
capability in maintaining information security and 
cyber resilience for cloud computing services, the 
users received username and password to the system 
and evaluated in each topic, users can access by IP 
http://183.88.230.105:8088 as shown in the first page 
of Figure 4. 
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Figure 4. CSCMM-CCS Tool Evaluation Web Application 
 

The authors developed the found result to be the 
evaluation of cyber resilient capability maturity 
model for cloud computing services of Cloud Service 
Company by creating application and tested with 2 
companies. The authors asked each company to have 
3 appraisers and used Analytic Hierarchy Process 
(AHP) to decide evaluation result. The first appraiser 
was VP of Information Technology. The second 
appraiser was IT Manager / IT Auditor. The third 
appraiser was IT Administrator / IT Support showing 
structure of Analytic Hierarchy. [16] 
 
Table 3. Maturity score calculating method  
 

 
 

From Table 3, the system would not calculate 
capability maturity  since the program was set the 
criteria of minimum score in Identify (ID) = 80,  and 
other 5 topics = 50% which were  Protect  (PR), 
Detect  (DE),  Respond (RS), Recover (RC) and 
Dependability (DP).  

 

 
 

Figure 5. CSP Evaluation Results Graph 

The result of information evaluation on various 
persons by AHP showed the service providers what it 
passed the criteria or not with the failure on which 
maturity indicator level. Moreover, it showed the risk 
level of cybersecurity aspect in Cloud computing 
service system helping the concrete practice. 
 
5. Conclusion 
 

In this paper, we develop cyber resilient model and 
cyber resilient capability maturity model. We present 
self-assessment for cyber resilient capability maturity 
model of cloud computing services. Finally, we 
conclude that: 

 

1) For the result, the concept and evaluating tools 
were found showing more guideline [17] to apply  
the cyber resilience and cloud computing 
services.  It was able to bring into actual practice 
from the experience and research result 
presented; it was suitable for the organization and 
cloud service providers to use the cyber resilient 
capability maturity model in the organization.  

2) Good indicators needed to create inspiration 
leading to successful organization goal, and it 
should not be too hard or too vague unable to 
evaluate because the important thing was to 
achieve the objective. If the indicator 
determination had too high standard it would 
cause the opposite damage without any 
inspiration for employees or departments to 
cooperate in order to achieve the objective as 
what the authors had presented 10 indicators. 
When considered each of them, it was found that 
the component of system development cycle is 
concept from PDCA of ISO27001 offered by the 
authors for the tool which is to be constantly 
improved within working process and control 
working quality.[18]  

 

The result of this research became the guideline for 
cloud services organizational development or specific 
aspect or business group in order to develop self-
assessment system and effectively apply in their own 
organization. 
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