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      Abstract – Besides the many positive effects of the 
use of information technologies, it also generates many 
problems. It is especially of great importance to 
determine the level of knowledge and awareness of 
individuals on the cybercrime. No studies have been 
conducted on this issue in the Turkish Republic of 
Northern Cyprus. Based on this, it was necessary to 
determine the knowledge level of adolescents who are 
frequent users of digital technologies regarding the 
cybercrimes and their attitudes toward them. This 
study is a descriptive survey model. The working group 
is composed of 407 adolescents in the TRNC. The data 
collection tool was “Concepts of Informatics and 
Student Opinion Survey on Cyber Crimes” developed 
by Gozler and Tasci (2015). The 5 point Likert scale 
questionnaire consists of 16 items. Frequency, 
percentage and mean analysis was applied during the 
data analysis. It is clear that cybercrime awareness in 
Northern Cyprus has to be increased.   
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1. Introduction 

 
The changes in information and communication 

technologies in the present era of technology have 
led to advancements in many areas of our lives [1]. 
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 There are hardly any businesses at present time 
that do not implement the use of information 
technologies. The developments in the field of 
information and communication technologies have a 
great impact on the social, political, economic, 
cultural and similar fields, and therefore the profile 
of manpower which is the essential component of 
information societies is changing day by day. Besides 
the many positive effects of the use of information 
technologies, it also generates many problems. The 
concept of informatics, which facilitates our lives by 
establishing the bridge between the world of 
information and the world of technology, provides a 
basis for the violation of human rights [2]. One of the 
bad uses of information technologies is the use of 
informatics for perpetrating crimes. According to 
Beceri (2006), cybercrimes do not share the same 
definition as ordinary crimes and that ordinary 
crimes are those committed before any cybercrime 
was ever committed. According to Katos and Bednar 
(2008) as well as having commonalities between 
them, cyber and physical crimes also have significant 
differences, making the topic of cyber-crime an 
important area of research. The main difference 
between cybercrimes and physical crimes is that the 
boundaries of the crime scene cannot be clearly 
drawn. Cybercrime may extend beyond a room, a 
city, a country or a continent [9]. Alaca and Ilbars 
state that cybercrimes are also referred to as 
“computer violation”, “computer criminality”, 
“malicious use of computers”, “cybercrime” and” 
internet crime”. Cyber Crime is  illegal, unethical, 
unauthorized behaviour in a system that 
automatically processes or transmits information [4]. 
Ilbas (2009) indicates that terms such as computer-
related crime, crimes committed via computers, high-
tech crime, computer crime, and IT crime are ones 
which also mean cybercrime [12]. As more and more 
data is stored electronically, cybercrimes and 
environmental security have become agenda items 
[5]. The concept of what constituted Cyber Crime 
was identified under 12 headings in a doctrine in the 
United States, where the first crimes were 
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committed. These are; data or service theft, property 
theft, access violations, data fraud, personal errors, 
extortion, violation of sensitive information, 
sabotage, theft of tangible assets, fraud, theft of ATM 
cards, actions taken to obtain passwords of magnetic 
cards [6]. The joint report of EU and UN commission 
lists cybercrimes under the following headings are: 
unauthorized access and listening to computer 
systems and services” “computer sabotage” 
“computer fraud” “counterfeiting”, “unauthorized 
use of a software protected by law” and “illegal 
publications” [2]. Koc and Kaynak classify 
cybercrime as follows: “unauthorized access to 
computer systems”, “obstruction, destruction of 
information systems or modification of data”, 
“unauthorized use of a software protected by law”, 
“illegal publications”, “obscenity-child pornography 
on the internet”, “aggravated fraud committed 
through informatics”, “insult, slander and blackmail 
via informatics”, “illegal actions taken against 
electronic signature act” [11]. According to 
Henkoglu (2014), the first means to harm 
information systems and data is the use of harmful 
software. Some of the most commonly used malware 
are; Viruses, Scams, Rootkit, Spam, and Rabbits [5]. 
Spinello (2006) indicated that the worm "Blaster" 
and the virus "SoBig" exclusively caused 
approximately $ 35 million worth of damages in the 
summer of 2003 [7]. Kurt (2005) stated that it is 
possible to commit cybercrimes in many different 
ways. Some are as follows: scavenging, 
eavesdropping, data diddling, trojan horse, scanning, 
super zapping, salami techniques, trap doors, 
asynchronous attacks, network worms, viruses, 
piggybacking, spam, logic bombs, masquerading, 
credit card fraud and etc. [8]. Most fraud now 
involves technology in some way and networks are 
clogged with malicious traffic, including phishing 
emails, ransom ware, malvertising and other illegal 
methods of parting people from their money [10]. 
Meanwhile, Koc and Kaynak (2011) maintain that 
the constant advances in technology have led to the 
increase of cybercrimes; stating that “cybercrimes 
aim to inflict material or moral damage to people or 
institutions with the help of technology and often in a 
virtual environment". Moreover, violations which are 
also regarded as offenses are computer crimes, 
computer-related crimes, computer criminality, and 
informatics infringement [11]. In a National 
Computer Crime Squad (NCCS) study conducted in 
the United States of America by The Federal Bureau 
of Investigation cybercrime has been classified as a 
violation of the general telephone network, violation 
of major computer networks, violation of network 
integrity, violation of private life, industrial / 
corporate espionage, software piracy, and other 
crimes in which computers play a role [12]. Many 

researchers categorise cybercrime as crimes 
committed against informatics and informatics 
systems (Target information systems) and the crimes 
committed using informatics and informatics systems 
(Mode information systems). The aim of the target 
system is to prevent the confidentiality, integrity or 
accessibility of the information in the system. The 
services provided, the stored, received or sent data, 
or the hardware is damaged in target information 
crimes. Crimes committed by means of information 
systems are events such as cyber terrorism, fraud; 
intellectual property rights violations and online sales 
of illicit substances [13], [14]. Today, cybercrime is  
important problem which is increasing rapidly. 
Therefore, the need for legal actions combining law 
and technology has greatly increased [18]. 

Literature review reveals that a lot of research 
has been done into cybercrime. Research on 
cybercrime has been carried out in many areas. Some 
studies are related to cybercrimes involving bank 
accounts, while some studies are related to 
cybercrimes aimed at personal data in social 
networks [14], [15], [16]. One of the remarkable 
facts is that among the people exposed to 
cybercrimes, there are those who are highly 
educated. It may be said that individuals who do not 
have sufficient awareness about cybercrimes are 
highly likely to be victims [17]. It is clear that 
cybercrime is escalating day by day and the 
individuals and institutions are victims. While many 
suggestions have been put forth on how to prevent 
cybercrime, the number of studies on how to protect 
against cybercrime crimes, or on the level of 
awareness of cybercrime is very few. It is especially 
of great importance to determine the level of 
knowledge and awareness of individuals on the 
subject in the Turkish Republic of Northern Cyprus. 
No studies have been conducted on this issue in the 
Turkish Republic of Northern Cyprus. Based on this, 
it was necessary to determine the knowledge level of 
adolescents who are frequent users of digital 
technologies regarding cybercrimes and their 
attitudes toward them. It is important to examine the 
relationship between different variables of 
information crime level of adolescents. It is 
important to examine the relationship comprising 
knowledge levels of adolescents within different 
variables of cybercrime. 

The purpose of this study is to determine the 
knowledge level of ICT crimes of individuals living 
in Turkish Republic of Northern Cyprus and their 
opinions on the subject. 
The following sub-aims were developed and based on 
this aim: 
• For what purposes do adolescents use the internet? 
• What is the knowledge level of adolescents of ICT 
crimes committed on the Internet? 
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• What are the attitudes of adolescents towards 
cybercrimes? 
 
2. Method 

 
    This study is a descriptive survey model.  The 
working group is composed of 450 adolescents in the 
TRNC. The return rate was 90% and 407 usable 
questionnaires were available for analysis. 53.8% of 
the adolescents participating in the research are 
females. 
 
Instrument and Procedure 
 

     The data collection tool was “Concepts of 
Informatics and Student Opinion Survey on Cyber 
Crimes” developed by Gozler and Tasci (2015). The 
5 point Likert scale questionnaire consists of 16 
items. Cronbach Alpha internal consistency 
coefficient was 0.84 in the study in which the data 
collection tool was developed [17]. The Cronbach 
Alpha internal consistency coefficient was calculated 
as 0.89. The following limits were taken into account 
when evaluating the statements in the data collection 
tool: 

Table 1.Limits for Evaluation 

Degree / Option Score Limit 
I strongly disagree 1.00 – 1.79 
I do not agree 1.80 – 2.59 
I am undecided 2.60 – 3.39 
I agree 3.40 – 4.19 
I strongly agree 4.20 – 5.00 

 
     The statistical package program SPSS 25 software 
was used in analysing the obtained data. During the 
analysis of data; f, %, mean, t-test analysis was used 
and the significance level was determined as .05 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Results 
 

Internet use objective of adolescents 
 

     When the daily internet usage habits of the 
adolescents who participated in the study were 
examined, it was established that 10% of them used 
the internet for at least one hour, 22% for 2-3 hours, 
25.3% of them used internet for 4-5 hours and 42% 
of them used internet for more than 6 hours. A 
frequency test was used to determine the reasons for 
adolescents' internet use. The findings are presented 
in the table below: 
 
Table 2. The main reasons why adolescents use the 
internet 
 

Reason f % 
To listen to music 347 85.3 
To use social networking sites 342 84.0 
To watch films 332 81.6 
To chat 306 75.2 
To scan for sources 253 62.2 
To play games 216 53.1 
To learn  204 50.1 
To meet new people 135 33.2 
To install software 106 26.0 
To share information 100 24.6 
To access online news 91 22.4 
To share ideas or fantasies 89 21.9 
Other 89 21.9 

 

As seen in Table 2, adolescents mainly use the 
Internet to listen to music, access social networking 
sites, watch movies and chat. The study is conducted 
with university students by Gozler and Tasci 
revealed that the main reason why students go on line 
is to do homework and research. 17]. This difference 
is thought to be from the age of the participants. 
 
Levels of Knowledge Adolescents have about Cyber 
Crimes 
The awareness of cybercrimes among adolescents 
participating in the study is discussed at 3 levels; 
"those who know about this concept, “those who 
have only heard about the concept” and "those who 
have no idea about this concept". The frequencies 
and percentages for these 3 levels are presented in 
Table 3.  
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Table 3. Levels of Knowledge Adolescents have about 
Cyber Crimes 

 
     As seen in the table above, 71% of adolescents 
know about child porn and 67.3% know the concepts 
of computer and network security. More than half of 
the adolescents know these concepts. Digital sign and 
hacking are the next most commonly known 
concepts among adolescents.  Gozler and Tasci’s 
similar study which was carried out in Turkey 
determined "Computer and network security" and 
"child pornography" as the most well-known 
concepts. [17]. Solak and Topaloglu stated that the 
most known concepts are child pornography and 
cyber fraud. [18]. 
     Web page theft (54.1%), hacker (53.3%), and 
Digital sign (50.9%) are concepts that more than half 
of the adolescents have heard of, but have no 
knowledge about what they are. Half of adolescents 
have heard about the concept of hacker, but do not 
know exactly what it involves. A study on cyber 
bullying in Turkey revealed that the main crime 
adolescents either commit or are victims of is the 
hacking of friends’ mail accounts. [19], [20]. 
Interestingly, most of the adolescents had no idea 
about Phreakers (92.9%), Warez (90.7%), Salam 
technique (90.2%), Logic bombs (88.7%), phishing 
attacks (88.7%), trap doors (88.7), trojans (86%), 
masking (80.1%), cracker (75.2%), spam (71.7%), 
cyber fraud (69.3%), worms (68.1%), cyber 

gambling - threat (66.6%) and cyber gambling - 
betting (65.1%). 
 
Attitudes of adolescents on cybercrimes and those 
who commit cyber crimes 
 

     In addition to the importance collecting data about 
how aware adolescents are of cybercrimes, it is also 
important to examine their views on cybercrime and 
cyber criminals as contribution to the study. 
Therefore, a 5-point Likert scale data collection tool 
prepared by Gozler and Tascin was applied. 
Adolescents were asked to choose the expression that 
best represented their thoughts. The mean and 
standard deviations were calculated and the opinions 
of adolescents about cybercrimes were determined 
and interpreted. The results obtained of the analyses 
are presented in Table 4.   
 

Table 4. Attitudes of adolescents on cybercrimes and those 
who commit cyber crimes 
 
No Opinion statements on 

cybercrime 
X S 

1 I know what to do if my passwords 
are hacked 

1.953 .865 

2 Information about cybercrimes 
should be provided in ICT courses 

3.941 .837 

3 My best friends know my 
passwords 

1.825 .801 

4 I don't have enough knowledge 
about internet fraud 

3.850 .818 

5 It would upset me if my email or 
other accounts were to be hacked 

4.076 .753 

6 I recognize emails that are 
potentially dangerous when I 
receive them   

2.334 1.012 

7 I don't add people I don't know to 
my email contact list and social 
media pages 

3.884 .808 

8 I shop online with my credit card 
without concern 

1.889 .787 

9 My computer is protected against 
viruses 

3.852 .826 

10 Press and media do not inform 
people about cyber crimes 

3.75 .828 

11 I know what to do when I witness 
any sort of cyber crime 

2.063 .842 

12 Penalties for cybercrimes should be 
severe 

4.132 .703 

13 Information on cybercrimes should 
be given from the start of primary 
school 

3.990 .742 

14 Cybercrimes are not as dangerous as 
they are made out to be 

1.879 .795 

15 Conferences and seminars about 
cybercrimes should be organized 

4.196 .719 

16 People who commit cybercrimes are 
very intelligent 

3.643 .864 

 

 I know what 
this concept is 

I only heard 
of the concept 

I have no idea 
about this 
concept 

 f % f % f % 
Worms 28 6.9 102 25.1 277 68.1 
Network 
security 

274 67.3 114 28 19 4.7 

Hacker 96 23.6 217 53.3 94 23.1 
Cracker 41 10.1 60 14.7 306 75.2 
Child porn 289 71 99 24.3 19 4.7 
Digital 
sign 

145 35.6 207 50.9 55 13.5 

Hacking 139 34.2 163 40 105 25.8 
Logic 
bombs 

9 2.2 37 9.1 361 88.7 

Masking 28 6.9 53 13 326 80.1 
Phishing 
attack 

11 2.7 35 8.6 361 88.7 

Phreakers 7 1.7 22 5.4 378 92.9 
Trap doors 10 2.5 36 8.8 361 88.7 
Salam 
technique 

7 1.7 33 8.1 367 90.2 

Cyber 
fraud 

27 6.6 98 24.1 282 69.3 

cyber 
gambling 
and betting 

40 9.8 102 25.1 265 65.1 

Cyber 
blackmail 
and threat 

36 8.8 100 24.6 271 66.6 

Spam 26 6.4 89 21.9 292 71.7 
Trojen  12 2.9 45 11.1 350 86.0 
Warez 9 2.2 29 7.1 369 90.7 
Web page 
theft 

93 22.9 220 54.1 94 23.1 
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The analysis of the study determined that 
adolescents agreed on the importance of participating 
in conferences and seminars on cybercrimes, and that 
education on the subject should start during the 
primary education. Moreover, adolescents felt that 
they were distraught when their email and other 
social account passwords were hacked that not even 
their closest friends knew their passwords. In 
addition, not favouring the idea of online shopping 
adolescents’ state that cybercrime is a dangerous 
situation. According to the findings, adolescents do 
not have substantial knowledge about password 
hacking and what they should do when they are 
exposed to viruses. 
 
4. Discussion and Conclusion 

 

According to the results, almost half of the 
adolescents use the Internet for at least six hours. 
Similarly, in a report prepared by the English 
Education Policy Institute (EPI) in the UK, more 
than one third of the UK's adolescents use the 
internet for at least six hours per day, and they are 
therefore classified as 'excessive internet users'.  In 
addition, adolescents mostly go online to listen to 
music, use social networking sites, watch movies and  
chat.  In the study conducted by Pew Research 
Center in the US in 2017, it was stated that almost all 
of the adolescents used social networking sites 
actively, and that especially YouTube, Instagram and 
Snapchat were popular among adolescents [3].  

These results provide us an insight into the 
degree at which adolescents are exposed to 
cybercrimes. 

Moreover, the results show that the majority of 
adolescents were familiar with concepts such as 
’child pornography' and 'computer and network 
security'. While child pornography and cyber fraud 
are often emphasized as cybercrimes, while other 
types of cybercrimes are often overlooked in the 
media. In addition, there are still legal objections and 
obstacles to the definition and determination of the 
behaviours that are regarded as cybercrimes in the 
law. 

Warez, which is one of the concepts that are 
unknown to adolescents, is the name for all pirated 
software in general. Due to the lack of copyright laws 
and related laws in Northern Cyprus, pirated software 
is used in many corporate and personal computers. 
However, adolescents do not know about this 
concept. 

Other results obtained from the study show that 
adolescents are trying to protect themselves by taking 
precautions such as not sharing their account 
information with others and refraining from shopping 
online. Training sessions or seminars can be 
organized and presented by experts to give vital 

information as to what one needs to pay attention to 
while shopping on the internet. By teaching them 
informatics concepts they are unfamiliar with, 
adolescents may become better equipped to protect 
themselves.  

Furthermore, educators in primary education and 
universities and decision makers have important 
duties in this regard. Researchers should work across 
the country to recognize cyber-crime profiles and 
training needs. Researchers should work across the 
country to recognize cyber-crime profiles and to 
determine training needs. This study can be used as a 
reference for assessing adolescents' awareness of 
cybercrimes, setting training needs and organizing 
relevant activities. 

As with every study, this study has some 
limitations. Only one of these adolescents has been 
involved in the study, and it can be included in future 
studies by child and adults in Northern Cyprus. In 
addition, future studies can be conducted through 
qualitative interviews, and in-depth results can be 
obtained as well. 
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