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   Abstract - D2D is a promising paradigm of the 5G 
network offering a beneficial infrastructure and 
allowing different applications such as social 
applications, advertising services, or those supporting 
mutual connectivity of heterogenous objects, as well as 
those offering support in cases of natural disasters.  
Compared to conventional network communication, 
communication achieved by D2D technology shows a 
lower degree of security. It is necessary to modify 
existing security mechanisms and new solutions to   be 
adapted to the application of D2D in the fifth 
generation network, which will raise the level of 
security in terms of authenticity verification, ensuring 
service availability and maintaining integrity. 

Keywords - 5G network, D2D communication, 
security, threats and attacks, security-related solutions   

1. Introduction

The growing demand for a greater speed of data 
transfer, minimum delay, coverage and great 
reliability requires one look for solutions aimed at an 
integration of 2G, 3G, 4G and other access 
technologies which, in fact, the 5G network enables.  
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D2D communication has been proposed as an 
instrument for utilizing the physical proximity of 
communication devices [1], and together with other 
technologies of the fifth generation (5G) network 
represents a testing ground for new ideas in the 
progress of people's lives. Communication between 
devices in D2D will be possible by direct 
interconnection and data sharing without an indirect 
connection to the base station, as well as via user 
equipment acting as relays [2].  

IoT (Internet of Things) is a concept of 5G network 
should provide connection and interaction of 
different objects and thus turn our cities, houses, 
vehicles into smart and interconnected, to which 
D2D technology contributes greatly[3]. 

D2D functionality supports high baud rates and 
reduces latency between devices, making it 
particularly important in meeting the standards set 
for 5G network deployment. In the cloud-based 
mobile computer technology, it allows for a more 
efficient sharing or resources (spectrum, calculation 
power, applications, social content, etc.) for users 
which are spatially proximal to each other. The 
second part of the present paper discusses the very 
term, the features and basic characteristics of D2D 
communication, whereas the third part encompasses 
and describes the fields of D2D communication 
implementation in the 5G network.  

When it comes to the security aspect, the fourth 
chapter of the present paper offers a detailed insight 
into and an analysis of threats and attacks, such as 
fake authorship, DoD, MITMA, eavesdropping 
attacks, etc. as well as security-related to solutions as 
counter-measures.  

2. D2D Communication – the Term and Its Main
Features

The communication between devices and D2D 
devices (in further text: D2D) presents one of the 
most promising perspectives of wireless 
communication technologies within the new 5G 
mobile communication network, which allows  a 
direct communication between physically proximal 
devices and the data exchange service [4], [5]. The 
scope of the application of D2D communication has 
expanded and it is expected that billions of devices 
will be communicating in the years to come. 

https://doi.org/10.18421/TEM102-64


TEM Journal. Volume 10, Issue 2, Pages 987‐995, ISSN 2217‐8309, DOI: 10.18421/TEM102‐64, May 2021. 

988                                                                                                                     TEM Journal – Volume 10 / Number 2 / 2021. 

 The main feature that makes the D2D 
communications different in relation to other 
communications based on traditional infrastructure is 
the limited involvement of the Base Station in 
communication or a complete lack of the central part 
such as is the Access Point or the Base Station, 
where the data between a pair of devices should not 
be passing through the core of the network as long as  
their distance is proximal.  

In [6], a two-layer 5G cellular network is planned 
and it implies the macrocellular level in which the 
communication between the devices is maintained by 
means of the Base Station and the level of the device 
related to the direct connection with another device 
or enabling transmission by means of other devices. 
Therefore, four types of communication at the device 
level are identified as the picture below shows: 
 

 

1. 2. 

3. 4. 

 

Figure 1. An illustration of D2D communication 
 

The first part of the Figure 1 is a graphical 
representation of the established connection of the 
device with the Base Station through the use of 
another device as a relay, menages by the operator. 
As in the first part of the image, the second part is 
about communication that is completely controlled 
by the Base Station. The difference is that the 
connection between the devices is established 
directly. 

The third type of communication, graphically 
represented by the third part of the image, implies 
controlling the connection by the devices themselves, 
without inclusion the Base Station, which is 

communicating via relays. The fourth part of the 
image shows how devices communicate directly 
without assistance of the base station. 

Currently, on the market, technologies such as 
WIFI and Bluetooth offer some D2D 
communications functions. However, they work in a 
non-licensed scope and the interference in 
uncontrolled. Besides, they cannot offer security or 
the quality of service (QoS) which applies to cellular 
networks up until present [6].  

D2D classification can be illustrated as in Figure 2 
according to [7], [32],[8]:  
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Figure 2. D2D communication classification 
 

By implementing D2D technology in 5G, aside 
from the goals pertaining to end-to-end security and 
the reduction of costs, the following advantages [9], 
[33]  are obtained in terms of:  
 

1. Better cell coverage through the establishment of 
communication between the device and the base 
station via an appropriate relay;  

2. Great speed of data transmission supported by 
devices located further from BS/ AP;  

3. Reliable communication and in the case of the 
network breakdown, which may be a disaster 
scenario;  

4. Radiofrequency interruptions are reduced in the 
D2D communication scenario, and it assists in 
the transmission of multifold data using the same 
radio frequency;  

5. It is higher energy efficiency of the base stations;  
6. A reduction of traffic that reduced the total 

number of cellular connections;  
7. Heterogenous linkage, taking into consideration 

that direct communication between devices does 
not rely only onto the base interface but may be 
established by means of alternative radio 
technologies;  

8. Ultra-low latency in communications due to a 
shorter path of signal transmission.  

 
3. Application of D2D Technology in 5G 

Network  
 

5G network comprises an implementation of a 
heterogenous network (HetNet) by means of using 
different technologies of radio access, multifold 

backhaul technique and station hierarchy – macro, 
pico, and femto cells, great arrays of antennae on the 
BS serving a great number of users (massive 
MIMO), cognitive radio networks (CRN) on which 
the secondary users “opportunistically” use the 
primary user spectrum, mm Wave spectrum and D2D 
communication [10].  

For enabling D2D connections of short range, 
millimetre wave spectrum of 5G network is used, 
whereas secondary users in CRN can also use D2D 
communication in order to avoid interruptions for 
primary users. In terms of enhancing spectrum 
efficiency and data transmission speed, D2D 
communication adds to the HetNets and massive 
MIMO of the enabled BS. In addition, MIMO 
antennae built into user devices enhance resistance to 
noise and the system capacity by using the varieties 
and by multiplexing gains [11]. 

A new trend in D2D communication is introducing 
sensors and sensor-based systems, while 5G may 
expand IoT possibilities founded on sensors by 
means of introducing robots, actuators and drones for 
a distributional co-ordination and reliable 
performances with little delay [12]. 

D2D networks can be used for establishing M2M 
communication in IoT as they enable responses in 
real time and provide an ultra-low latency [13]. 
Generally, the problem in cellular communication is 
that it requires great energy consumption. An 
implementation of IoT in the smart city by 
introducing D2D communication is possible due to 
the efficient usage of radio source and a small energy 
consumption characterized by D2D [14]. This feature 

D2D COMMUNICATIONS 

Inband D2D. Offers spectral 
efficiency whereby communication is 
maintained in a licenced cellular 
spectrum. The QoS management is 
controlled by eNB.  

 

Underlay D2D. Cellular-based and 
D2D communications use the same 
spectral capacities; challenging in 
terms of managing interruptions and 
allocation of the new source between 
D2D and mobile users.  

 

Overlay D2D. D2D users are 
provided with target resources of the 
spectrum and does not ensure an 
efficient usage of the resources due 
to their rough allocation.   

Cellular Mode. D2D UE 
communicate with eNB acting as a 
mediating relay, which is identical to 
the traditional base system. 

Outband D2D. Communication is 
conducted in a non-licences spectrum 
and requires hardware compatibility 
between communication devices.   
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of the 5G network will also find its application in 
vehicle-to-vehicle (V2V) communication in terms of 
data sharing between neighbouring vehicles and 
efficient offload traffic. D2D can also be used for the 
communication from the vehicle to an infrastructure 

and from the vehicle to the pedestrian. The stated 
area of application of D2D technology in the 5G 
network together with other areas defined in 
Chapters 3.1., 3.2. and 3.3. can be represented by 
Figure 3. 

 

 
 

Figure 3. Applications of D2D communication [15] 
 

The implementation of D2D technology in 5G 
network can also be discussed at the local service 
level, communication in case of emergency and in 
terms of IoT improvement, which will be discussed 
in further text.   
 
3.1. Local Service 
 

Within the local service, user data are transmitted 
directly between the terminals and do not include the 
network side, e.g. applications for social media that 
are based on the service of proximity [16], [17]. 
Social applications present the base D2D application, 
where the users, on the basis of functions of finding 
access and communication may find each other, use 
social applications and exchange data.  

A new source of income for operators may be 
ensured through a local data transfer (e.g., 
advertising services) where a mall can send 
advertisements, discounts and promotions to the 
people who enter the mall or walk around it, whereas 
a nearby cinema, for instance, may forward 
information about its movie projections.  

Services such as HD video recording set high goals 
for the base network and the spectrum resources, 
whereby D2D can assist in easing cellular traffic and 
reducing the transmission pressure of cellular 
networks. At hot spots, operators or service providers 
can set up media providers that store popular media 
services. These media providers offer media services 
in a D2D fashion. Users can use D2D for obtaining 
media content from the nearby user terminals which 
have received media services.  
 
3.2. Emergency Communication  
 

D2D communication may be of crucial importance 
in natural disasters. In cases of earthquakes or 
hurricanes, the communication networks 
infrastructure can be damaged and the network may 
even collapse [8]. By means of D2D functionality, an 
emergency communication network may be set up as 
a replacement for the damaged communications 
networks and internet infrastructures. By means of 
D2D with one or more jumbs, the users in dead ends 
may be connected by user terminals which are found 
in the areas of coverage, and then connected to the 
wireless network.  
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3.3. IoT Improvement  
 

IoT represents an integration of heterogenous 
objects of various possibilities of connectivity and 
calculation, with various types of interaction, 
including communication between machines, and 
machines and people [18]. 

A typical application of IoT D2D-based 
improvement is vehicle-to-vehicle communication 
(V2V) on the Internet. In case it is moving at a great 
speed, the vehicle may be warned about the presence 
of other nearby vehicles by means of D2D before it 
moves the lane or slows down [8]. Based on the 
warnings received, the nearby vehicles warn the 
drivers or even automatically control driving in 
extraordinary situations in order for the drivers to be 
able to react faster and in order to reduce the number 
of traffic accidents. Furthermore, by means of D2D-
obtained information, vehicles can reliably detect and 
identify certain nearby vehicles, such as those that 
can present a danger at cross-sections or vehicles that 
require special attention (e.g., school buses and 
vehicle transporting dangerous goods).  

D2D may also assist in solving issues in new 
scenarios of wireless communication. In the internal 
positioning, terminals cannot get satellite signals 
when they are in a closed space. In this case, 
traditional satellite positioning does not function. 
However, in the internal D2D-based positioning, the 
earlier set-up terminals with given information about 
the location or the usual external terminals with a 
given location can determine the place of the 
terminals that need to be positioned and support 
internal positioning in 5G networks at a low cost.  
 
4. The Security Aspect of D2D Communication 

Implemented in 5G Network 
 

Despite the advanced features and the 
implementation of the 5th generation mobile 
networks, D2D technology has been facing numerous 
technical challenges and issues related to device 
detection, control of power charging, selection of 
methods, managing resources and interruptions, 
mobility, interference and the questions related to 
security and privacy [19].  

 
 
 
 
 
 
 
 
 
 

In this part of the paper, a detailed account of the 
security-related issues is given when it comes to D2D 
communication of the 5G network by presenting 
security threats and potential security solutions for 
them. In order for the D2D network to ensure the 
security aspect, it needs to meet the functions and 
requirements of integrity, availability, reliability, 
anonymity, non-connectedness, safe directioning and 
transmission, confidentiality and authentication [5]. 

 
4.1. D2D and Security Threats  
  

The demands of users for great data transfer 
speeds, low delay and a longer network coverage 
have brought to the introduction of 5G technology of 
multiple entry points, multiple exit points and 
communication among devices where, in terms of 
providing longer coverage, the network is being 
introduced by new wireless components such as 
relays, smart and small access points and hotspots.  

In the case when the user device is not found 
within the range of base station, the communication 
with the base station is realized through the 
transmission of messages via the interdevices-relay. 
Relay communication has advantages that are 
reflected in expanding the coverage of the cellular 
network and improving the quality of service, while 
on the other hand it is sensitive in terms of data 
protection from unauthorized access, and intentional 
or accidental unauthorized modification [20]. 

There are three phases in the realization of 
information communication between D2D: device 
detection, establishing the connection and data 
transmission by means of a direct link between 
devices. In the detection phase, the devices find each 
other and establish a direct connection, followed by 
the data transfer phase.  Since in the phase during 
which the connection is being established, there is no 
procedure of authenticity for the verification of the 
identity of the device, the attacker may carry out 
attacks about which more is to be said in the present 
paper.  

As data in D2D communication of the 5G network 
is transmitted over the interdevices, new possibilities 
of potential security vulnerabilities such as data 
hacking grow, which means a violation of privacy 
and confidentiality [21].  

The attacks may be classified on the basis of access 
control, accessibility, authenticity, confidentiality, 
and integrity [22]. Furthermore, a detailed review of 
D2D is given in the Table 1 below as follows:  
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Table 1. Security threats of D2D communication [23],       
[24], [5] 
 

 
 

Security D2D threat Security threat feature 

Impersonation 

A threat in which the attacker uses the personal data of 
a credible user and is given the opportunity to access 
and commit malicious acts. In the case of preventing 
this attack, one has to take into account the correct 
verification of user authentication.  

Resource deprivation attacks 
(Denial of Service - DoS) 

It is a type of malicious activity by which an attacker 
exploits the vulnerability of certain applications or a 
certain software part of user devices and sends a large 
number of messages to user devices, in order to cause 
congestion and make resources inaccessible to 
legitimate users. 

Eavesdropping 

The user is passively listening to communication 
between users and in that way may record the data 
transmitted and come up with data. In order for this 
attack to be prevented, one has to take into account the 
confidentiality and integrity of data.  

Man-in-the-Middle Attack 
Man-In-The-Middle is an attack in which the attacker 
secretly takes control of the communication channel 
between the two communicating parties. 

 

One way a MITM attack can compromise 
communication is for an attacker to intercept a 
message from the sender, modify it, and then forward 
it to the recipient. 

Privacy sniffing 

In the device detection phase, an attacker can take 
advantage of this D2D feature and find a legitimate 
user.  The use of a verified, anonymous identity is 
required to prevent malicious activity. 

Jamming 

It is an attack that causes interference in the operation 
of the D2D and disables the communication itself, 
where the attacker performs interference via a signal 
source that interferes with the communication signal. 

Malware Attacks 
Malicious software aimed at D2D pairs for the 
collection of sensitive information. 

IP Spoofing 
Malicious nodes manipulate IP packages, especially 
their headings. 
 

Free-Riding 

Malicious user equipment receives data from other 
paired devices, but does not want to share the 
downloaded resources with other devices, which 
reduces the availability of the D2D system. 

Bandwidth Spoofing 
A malicious node gains unauthorised access to a 
vulnerable legitimate user.  

Inference Attack 

Malicious activity of the attacker is realized through 
logical or statistical study of transmission patterns 
between devices, in order to obtain private information 
of users (eg user behavior, location tracking). 

Location –spoofing 
A malicious device may emit a request message by 
means of a wrong or defect information about location 
to make it difficult to establish a D2D group. 

 

 
The authors of the paper [25] have conducted 

research on the characteristics of DoS attacks on 
Android devices in the D2D network, and established 
that malicious devices can damage or even 
completely block the connecting of legitimate 
devices in the network.  

Aside from the security threats listed above, it is 
important to mention that interleaving is an attack 

during which the attacker can change the authenticity 
of the response message sent to the base node, via a 
subnode. The attacker may add his/her own 
certificate and signature together with the message 
and start communication. This type of attack usually 
exists even in the case of a mutual authentication 
[26].  
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4.2. Potential Security D2D Solutions 
 

In order to ensure security requirements and 
prevent security D2D threats presented above, it is 
necessary to improve the existing security 
mechanisms and think of new solutions that would be 
adjusted to the implementation of D2D technology in 
the 5th generation network. Security mechanisms 
have to efficient and flexible in order for them to be 
adjusted to various security threats. The above-
mentioned security challenges point to a need to 
establish a D2D communication model with a high 
level of security in the process of authentication, 
confidentiality, availability and integrity. 

D2D cellular radio channels can be protected using 
cryptographic techniques consisting of symmetric 
key cryptography and public key cryptography. 
Symmetric key cryptography uses one key - a secret 
key that is shared between users, while public key 
cryptography involves the use of two different keys - 
one key is used for encryption and that is the public 
key; the second key is used to decrypt and it is a 
secret key. Current cryptographic solutions require 
the involvement of a base station or a trusted third 
party whether it is one or the other key [20]. 

When it comes to the application of cryptographic 
techniques in order to protect the privacy of users of 
the D2D communication model, it is necessary to 
mention the cryptography of the elliptical curve, 
AES-128 and access points [31]. 

When compared to an earlier version of 
communication, where the key was being divided 
between two sides and distribution carried out via 
base station or another TTT, when D2D sides 
communicate directly without the network as the 
mediator, it is more difficult to share the key in a 
secure manner. Due to a great number of mobile 
devices, of various manufacturers and standards, it is 
difficult to integrate the hidden key into the devices 
prior to the communication [27]. 

At present, what is generally being treated is the 
aspect of managing keys in the context of 5G, in 
D2D communication and the physical layer [21]. In 
fact, authors of the paper [28] suggest a key 
mechanism of distribution for D2D communication 
in 5G, and a suppression of attacks targeted at the 
user “man in the middle”; the end scenario comprises 
two devices that belong to the same cellular network 
and coverage. The suggested protocols for the 
exchange of keys are based on the standard Diffie-
Hellman algorithm based on the exchange and other 
easy cryptographic functions.  

 
 
 
 

Apart from the Diffie-Hellman algorithm, the 
security of D2D communication is ensured through 
the usage of asymmetrical and by means of a 
combination of symmetrical and asymmetrical 
cryptographic algorithms such as River Shamir 
Adleman, Diffie Hellman (DH), Elliptic Curve 
Cryptography, and Elliptic Curve Cryptography in 
combination with Diffie Hellman (ECDH) and other 
combinations [26]. 

Dynamic Spectrum Access (DSA) technique is 
used with the aim of enhancing efficiency and may 
be implemented for various scenarios in D2D 
communication [29]. With co-operation, the energy 
consumption control and channel access are also 
important for the security of D2D communication. 
An optimal energy consumption and access to D2D 
link channel will contribute to an increase in the 
number of users of mobile services and the physical 
layer security [30]. 
 
5. Conclusion  
 

Apart from massive MIMO systems, mm waves, 
green communication, software-defined network, 
virtualization of network functions and cloud 
computing, D2D communication is one of the key 
technologies that will enable applications and 
characteristics that are being presented to the 5G 
network, and to the greatest extent in terms of low 
latency, great transmission speed, coverage and 
reduced energy consumption.  

D2D communication is a new wireless technology 
that by its activity reduces the load on the network 
and is a new tool for social networking, as it allows 
direct communication of devices without an indirect 
link with the network infrastructure. When it comes 
to the implementation of D2D communication in 5G 
network, we are talking about a local service, an 
implementation in cases of natural disasters and 
support of mutual connectivity of heterogenous 
objects. One of the scenarios is locating victims in 
cases of natural disasters or criminal activity by 
means of establishing a direct link with a police 
officer, etc.  

Providing efficient security is the key question in 
D2D communication. This paper has offered a 
review of security-related issues when it comes to 
threats and offered solutions for improvement. 
However, in this research, we have come to a 
conclusion that there is a lack of global policy 
standards with regards to secure interaction of user 
equipment. Interoperability is difficult to achieve 
considering that the mechanisms used for 
authentication vary.  
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