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Abstract - This paper proposes an image encryption 
technique for smart phones devices to encrypt images 
and then upload on the cloud. The process of retrieving 
and decrypting images will be under full control by the 
user. Also, if the user wants to retrieve an image, he 
can retrieve it completely, but not as he needed. Our 
research can solve two main issues in current mobile 
applications which will protect photo that will be 
decrypt by the user only, and will help the user to 
recover the photo needed. An encryption mechanism 
based on hybrid between elementary cellular automata 
(ECA) and RC4 algorithms are used to encrypt images 
on the smart android mobiles. Experimental results on 
the application showed that our proposed encryption 
technique used for image encryption has a good quality 
encryption with secure requirements. 
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Computing, RC4, ECA. 

1. Introduction

Numerous researchers' proposed an image 
encryption techniques based on chaotic maps [1], [2], 
[3].  
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In 2015, the authors conducted a study on a fast 
and secure image coding system for real-time 
applications and mobile communications [4]. The 
study was based on generating a key using chaotic 
standard map 2D, which was used in in the processes 
of changing the location of image elements 
(confusion) and process of changing the value of 
elements (diffusion).  

Also, many researchers used cellular automata in 
image encryption [5], [6], [7]. Elementary Cellular 
Automata (ECA) was used in [8] by encoding images 
pixel by pixel separately, in order to reduce the 
chance of loss of images and noise. ECA is so quick 
to implement the encryption process because it uses 
logical operations and contains simple hardware 
architecture. It also provides high security in the 
process of encryption and decryption, but this 
algorithm has not been applied to mobile 
applications. 

On the other side, some of the proposed mobile 
encryption applications were proposed for providing 
image privacy. One way to retrieve images encrypted 
according to their contents is to use a Content-Based 
Image Retrieval (CBIR) chart [8], in which 
researchers Q.Zou, J. Wang and X. Chen were 
concerned with the image search process, which is 
encrypted and retrieved by the Locality-Sensitive 
Hashing (LSH) function. In [8], LSH calculates the 
value of the requested image and compares it with 
the values of other images, and the least difference 
the function shows is the correct result of the 
retrieval process. This was concerned with the image 
retrieval process and did not mention what 
encryption algorithm is used; thus, we will mention 
in this research a suggested way to encryption images 
on a mobile phone. 

In 2015, V.M.IONESCU & A.V.DIACONU 
conducted research based on the encryption and 
decryption of images in mobile phones using the 
Rubik's cube encrypt [9].This algorithm was 
implemented as a fast and effective way to encrypt 
images. Java was used as a programming language 
and to measure the effectiveness of the algorithm on 
devices of operating systems that use low energy 
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such as Android mobile system. The authors 
mentioned that the algorithm was successful on all 
the proposed platforms and demonstrated that the 
processing time is low, and devices that are powered 
by low performance are allowed to use this 
encryption. In the research, the focus was not on the 
strength of the encryption of the algorithm, and the 
focus was on the speed of the algorithm and its 
suitability for different operating systems such as 
Android. 

Miller and Koblitz proposed in 2010 a method for 
encoding images for mobile devices using the public-
key (Elliptic Curve Cryptography (ECC) algorithm 
for encryption [10]. This algorithm has been 
implemented as a way to solve problems related to 
image encryption, which can be used to ensure the 
protection of images in mobile devices . The images 
are encoded in the ECC algorithm using certain 
mathematical operations depending on the logarithm 
of the exponent, which is the public key in the 
coding. Also, in this study, an analytical comparison 
was made between the algorithms, Rivest Shamir 
Adleman (RSA) algorithm (ECC) in terms of 
decoding speed, the result of which was that ECC 
speed is higher compared to RSA speed due to its 
small key size. Although the ECC algorithm is 
characterized by its speed in encryption and high 
security compared to (RSA), we cannot use these two 
algorithms on mobile devices because it is known 
that the public key algorithms are not fast in 
encoding images unlike the symmetric algorithms so 
it will be slow when applied to mobile devices, and 
also a shortcoming in this also a shortcoming in this 
research that the main the research didn’t mentioned 
any results about the speed for encoding images. In 
2010, the researchers W.Zhang & S. Xiao & 
Y.Zhang conducted a study on image coding and 
mobile communication technologies [11] which was 
applied on Android devices.  This study describes the 
encryption of image text files at the present time 
using the International Data Encryption Algorithm 
(IDEA) that was improved through three aspects, 
including the normal text length, the encryption 
process, and the decryption process, and on this basis 
a new theoretical algorithm of IDEA called X-IDEA 
was used in the field of mobile communications. 

The main purpose of the research is to get a secure 
storage of personal photos on the mobile phone by 
designing an application to encrypt mobile images. In 
our work we used ECA as one of the fastest and 
appropriate encryption algorithms to work on mobile 
phones. The proposed system also helps to upload 
encrypted images on cloud server. Adscription photo 
file is proposed for fast retrieving of the encrypted 
images and to ensure the process of decryption only 
done by the user. 

Some of the current applications that encrypt 
images depend on are the device's memory space in 
storage or cloud storage, but for accessing one or 
some photo, the user has to download and decrypt all 
photos.  It is seemed to be a shortcoming. So, in this 
paper we investigate an encryption mobile 
application system upon using fast and secure 
encryption algorithm to help users to retrieve images 
easily, but retrieving is done only on the images that 
want to be retrieved, not all the encrypted images. 

The objectives of the research are summarized in 
the following points: 

 

1. Design a mobile application encrypts images by 
using simple and less complex algorithms. 

2. Provide security and privacy by saving encrypted 
images on cloud computing. 

3. Save images in cloud computing to save space on 
the user's device. 

4. Providing security and privacy for the user in 
choosing his private encryption keys. 

5. Providing a simple means for the user to access 
the images he needs after uploading them to the 
cloud computing. 
 

2. Methodology 
 
2.1. RC4 Algorithm 
 

It is an algorithm designed by R.Rivest  that 
generates secret key stream to be used in RSA 
algorithm building [12]. It was securely hidden until 
it was leaked by unknowns in 1994 and it became 
one of the most popular stream cipher algorithms. 
RC4 a symmetric encryption technique uses only one 
key for each encryption and decryption, and RC4 has 
a variable key length and it is one of the most 
benefits for it, besides it is very fast. RC4 is used in 
secure communications and in passwords encryption 
in SSL protocol. 

RC4 algorithm generates groups of random values 
called “key stream” which can be used in encryption 
by applying XOR function between plain text and 
key stream values one by one. Since the main 
objective of RC4 algorithm is generating secret key 
stream, RC4 steps depend on these values:  
 

 𝑆 is one dimensional matrix; its length contains 
256 items; each item value ranges from 0-255. 

 𝑘 is entering algorithm’s secret key; and the 
length is less than 256. 

 𝑇 is one dimensional matrix whose calculation 
depends on several factors such as k; its length 
and range value like 𝑆. 

 

This matrix is used in Initialization permutation of 
𝑆, then 𝑆 is used to generate secret keys which 
contain fixed values. Algorithm1 explains the steps 
of RC4 algorithm. 
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Algorithm 1. RC4[12] 

S1: Initialization 
 

𝑓𝑜𝑟 𝑖  0 𝑡𝑜 255 𝑑𝑜 
𝑆 𝑖   𝑖; 
𝑇 𝑖   𝐾 𝑖 𝑚𝑜𝑑 𝑘𝑒𝑦𝑙𝑒𝑛 ; 

 

S2: Initial Permutation of 𝑺: 
 

𝑗  0; 
𝑓𝑜𝑟 𝑖  0 𝑡𝑜 255 𝑑𝑜 
𝑗  𝑗  𝑆 𝑖   𝑇 𝑖  𝑚𝑜𝑑 256; 

𝑆𝑤𝑎𝑝 𝑆 𝑖 , 𝑆 𝑗 ;   
 

S3: Key generation: 
 

 while (true) 
 I  i  1  mod 256; 

j  j  S i  mod 256; 
Swap S i , S j ; 

t  S i   S j  mod 256; 
k 

 
 

 
2.2. Elementary Cellular Automata (ECA)  
 

The proposed application in our study depends on 
the use of an algorithm in Elementary CA, in the 
process of encrypting images. First, the encryption 
key (key) is generated by the RC4 algorithm, and 
then the Elementary CA algorithm is used in the 
encryption process.    Cellular Automata (CA) is a 
mathematical function that uses logical binary 
operations to apply it to binary numbers to produce 
different binary numbers. The function used in CA is 
called a Rule where the (CA Rule) function is 
applied to binary values 0,1 , depending on the 
values that they are located to the right and left of the 
binary value and are called neighborhood. 

Assuming that the binary value 𝑆  at time 𝑡 is 
called𝑆 , by applying a CA Rule to 𝑆  it becomes 
𝑆  at time 𝑡  1, as  𝑆 𝑓 𝑆 , 𝑆 , 𝑆 . 

Where 𝑆  and 𝑆  are right and left neighbors, 
elementary CA is the simplest type of CA because 
the f function mentioned in the previous equation 
depends on the Bitwise XOR operation, that is, when 
implementing ECA, the new state 𝑆   takes the 
image as with the following formula: 

 

𝑆 𝑆 ⊕ 𝑆  ⊕ 𝑆  
Whereas  ⊕ is a bitwise XOR       (1) 

 

There are many ECA rules, which have a rotation 
property meaning that the function returns the initial 
value of the binary number after applying it several 
times to the binary number, for example, if Rule42 is 
applied to some numbers, it returns after applying it 
to a number of times to the initial value, as 
mentioned in his proposed paper to encode images 
using ECA [13]. 

The research [13] relied on the encryption process 
on choosing some of the attractors that are 
distinguished by the elementary character, meaning 
that the value resulting from the Bitwise XOR 
process between the values of one (attractor states) is 
equal to zero, as with the following equation: 

 

𝑠𝑡𝑎𝑡𝑒 1  ⊕ 𝑠𝑡𝑎𝑡𝑒 2  ⊕ . . .⊕  𝑠𝑡𝑎𝑡𝑒 𝑖  ⊕
 . . .⊕  𝑠𝑡𝑎𝑡𝑒 𝑘   0  (2) 

 

For example: 
 

00110101 ⊕ 10011010 ⊕ 01001101 ⊕ 1000110
⊕ 01010011 ⊕ 10101001
⊕ 11010100 ⊕ 01101010  0 

 

The idea of the algorithm by encoding was when 
using a number of states in the encoding process and 
then using the rest of the states in the decoding 
process, and the steps of the proposed encryption 
algorithm will be discussed in the following parts of 
this paper.  

 
3. The Proposed Framework 

 
At the proposed system, user firstly logs into the 

system by entering the following requirements: 
 

 User details, such as username, password, and 
email; 

 The encryption key (Let it as initial𝑋); 
 A choosing random number from 1 to 8 (𝑇), 

which refers to one of the secret attractors stored 
by the system. 

 

Then there are two main phases given for the user: 
Image encryption and uploaded to cloud server 
phase which consists of two stages secret key 
generation and image encryption, and image retrieval 
phase which consists of two stages retrieving 
encrypted image and decrypting it on the mobile 
source. There is the detailed explanation of the two 
phases in the following subsections. Figure 1 (a), (b) 
illustrates the frame work of the two phases for the 
proposed system. 

 
3.1. Phase 1. Image Encryption and Uploaded 

to Cloud Server Phase 
 
1- Secret key generation 

 

Based on RC4 algorithm, the system generates a 
sequence of encryption keys depending on the secret 
encryption key 𝑋 as an initial sequence (Algorithm1). 
Then the produced secret encryption sequence is 
generated image using the ECA algorithm as shown 
in Figure 3, which shows the general idea of the 
application. 
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(a) Image encryption and uploaded to cloud server 

phase 
 

 
(b) Image Retrieval Phase 

 

Figure 1. The framework of the two phases for the 
proposed system. 

 
2- Encryption and decryption processes 
 

For an image 𝐺 with size 𝑵 , each 𝐺 𝑖, 𝑗  is 
encrypted upon Xoring its value with some state’s 
values in the chosen attractor (𝑇). The number of 
states used for encrypting pixel is depending on the 
secret seed 𝑋. Algorithm2 explains each step of the 
encryption process and also the decryption process. 

 
3.2. Phase 2. Image Retrieval Phase 
 

After completing the process of image encryption 
and uploading them to the cloud, we can turn the 
image retrieval from the cloud and decryption 
process begins, so the user can access and see them 
whenever he wants. This process goes through 
several stages. The first of these stages is that the 
user searches for the encrypted image through his 
name or description, and then the application sends 
the name and description of the image to the cloud to 
complete the search about required image inside the 
database in the cloud computing. After that the image 
is sent to the application while it is still encrypted, 
and the application asks the user to enter the secret 
key to get it decrypted, and finally it is sent to the 
user after the decryption . The diagram in Figure1 (b) 
shows the retrieval steps. 

 

 
4. Results and Discussion  

 
4.1. Evaluation of Our Encryption Method 
 
 Quality of encryption  

Quality of encryption is one of the required and 
important standards in any encryption process 
that has to be verified and measured, so the 
encryption quality is tested on some encrypted 
images on number of selected images from the 
dataset given in [14], and then the original 
images and the encrypted images were separated 
into the basic colors (red, green, and blue). The 
quality of encryption is demonstrated for each 
color separately. We will review the results of 
some images applied to the encryption process 
that were measured using Matlab program. 
Figure 2 shows the basic colors (red, green, and 
blue) for Flower image, and each encrypted color 
using the proposed system. Also Figure 3 shows 
some of the original images (Flower, Air, 
Motorbike, Man and Flower2), and their 
corresponding encrypted images using the 
proposed system. We see that the plain images 
and their cipher images are completely different. 
Also we have the encrypted images in Figures 2, 
3 which are completely ambiguous, and it means 
the quality of encryption of the proposed 
algorithm is high. 
 

Algorithm 2. Elementary CA 
 

 

𝑪 𝒊, 𝒋  𝒑𝒊𝒙𝒆𝒍 𝒊, 𝒋 ⊕  𝒔𝒕𝒂𝒕𝒆 𝟏 ⊕ . . . . . .
⊕  𝒔𝒕𝒂𝒕𝒆 𝒙                                  𝟑  

𝑮 𝒊, 𝒋 𝑪 𝒊, 𝒋 ⊕ 𝒔𝒕𝒂𝒕𝒆 𝒙 𝟏 ⊕. . . . . .
⊕ 𝒔𝒕𝒂𝒕𝒆 𝒌                    𝟒  

𝑺𝟏:  The user selects a secret key 𝑲 and a number 𝒂 
from 1 to 8. 
𝑺𝟐:   The number 𝒂 from 1 to 8 Specifies the unity 
attractor 𝑻 from the secret elementary rule 𝑹 (with 
length 𝒌.).  The unity attractor T satisfies Eq. 𝟏 for 𝒊 
𝑘 are the 𝒌 states of such attractor𝑻. 
𝑺𝟐: By using RC4 algorithm random sequence 
generator, the secret key 𝑲 generates a random seed 
sequence y of length 𝑴 𝑵 (as the same length of the 
secret image I). 
S2: For each pixel in the image 𝐺 𝑖, 𝑗  will be XORed 
with successive number 𝒙 of states in the attractor T, 
where 𝒙 is calculated as 𝒙 𝒚 𝒊, 𝒋 𝒎𝒐𝒅 𝒌. 
 

 

S6: The decryption function of image 𝒑𝒊𝒙𝒆𝒍 𝑪 𝒊, 𝒋  is 
calculated by XORing 𝑪 𝒊, 𝒋 with the successive states 
for 𝒌 𝒕 times as the following equation: 
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Red color 
flower image 

Green color 
flower image 

Blue color of 
original flower 

image 

  

Cipher Red 
color flower 

image 

Cipher Green 
color flower 

image 

Cipher Blue 
color flower 

image 

Figure 2. The basic colors (red, green, and blue) for 
Flower image, and each encrypted color using the 

proposed system. 

 Correlation coefficient 
 

It is a measure which calculates the similarity 
between pair of pixels for one or two images to 
evaluate image encryption quality by using this 
formula: 
 

𝑐𝑜𝑣 𝑥, 𝑦
1
𝑁

𝑥 𝐸 𝑥 𝑦 𝐸 𝑦  
 

If the encrypted image and the plain image are 
completely different, the correlation coefficient 
should be very low or close to zero.  

The correlation coefficient is calculated 
horizontally and vertically for some encrypted 
images as in Table 1 between the three base panels: 
red, green, and blue for cipher images. Also, the 
correlation between the pixels value in cipher images 
was calculated for each panel, the result was close to 
zero which means there is dispersion of values in 
cipher images as showed in Table 1. Table2 shows 
the correlation coefficient values between plain 
images and cipher images, it is seen as close to zero 
which means that the algorithm can hide image 
properties and distribute it randomly.  Also, Table 3 
shows that the correlation distance between the 
pixels in the plain image and the cipher image are 
completely near to zero. 

Finally, the correlation between some pixel values 
in cipher images were represented graphically for 
groups of consecutive rows after isolation was done 
for each encrypted image panels (read, green, blue). 
Table 4 shows the graph for each panel, it is shown 
the dissimilarity for each horizontal, vertical, and 
diagonal encrypted pixel. 

 
 

 
 

Table 1. Correlation coefficient between three base panels 
in encrypted image 
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Figure 3. The original images (Flower, Air, Motorbike, 
Man and Flower2), and their corresponding encrypted 

images using the proposed system. 
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Histogram 
 

Image histogram is a standard used to identify the 
degree of convergence of the color tones in encrypted 
images, which in turns reflects the quality of the 
encryption algorithm. If the encrypted image has a 
uniform distribution compared to the original 
image, which normally has great variations in color 
distribution, we can say that the coding system 
is effective and hides all the characteristics of the 
normal image. Figure 4 shows separate graphs 
Histogram for the primary colors (red, green, blue) 
for all the original and encoded Color Flower, Air, 
Motorbike, Man, and Flower 2 images. It 
is noticeable from the graphs that the pixel values of 
all colors in the histogram of the encrypted images 
are approximately equal and have no color 
distribution in contrary with the plain images red, 
green, and blue histograms. 
 

(a) Color 
Flower 
image 
histogram 

(b) Color 
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histogra
m image  

(c) Color 
Motorbik
e image 
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(d) Color 
Man image 
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(i) Color 
encrypted 
Man image 
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(j) Color 
encrypted 
Flower2 
image 
histogram 

 

Figure 4. (a-e) Color Flower, Air, Motorbike, Man, and 
Flower2 images histogram, and (f-j) Color encrypted 
Flower, Air, Motorbike, Man, and Flower2 images 

histogram. 
 

 

 

 

 

Table 2. Correlation between each (red, green, and 
blue) panels and their corresponding in the 
encrypted image 
 
 

Image 
Name 

Correlation 
between 

Red panel 
of Plain 

image and 
encrypted 

image 

Correlation 
between 
Green 

panel of 
Plain 

image and 
encrypted 

image 

Correlation 
between 

Blue panel 
of Plain 

image and 
encrypted 

image 

Flower 0.0016 0.0041 0.0034 
Air1 0.0037 0.0035 0.0010 

Motorbike 0.0043 0.0053 0.0030 

Man 0.0040 0.0037 
-3.3423e-

004 
Flower2 0.0036 0.0053 0.0081 

Table 3. Correlation graph for three base panels selected 
rows, columns in cipher image 
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4.2. Security of the Algorithm 
 

The degree of security of the algorithm depends on 
the degree of security of the key used for encryption, 
the length of the key, and the sensitivity of the key. 
The length of the key means an increase in the 
number of attempts to reach the key value, and the 
sensitivity of the key means the extent to which the 
encryption is affected by a very simple change of the 
encryption key even if it is for one letter. As the 
proposed algorithm allows the user to use a password 
whose length starts from one to 255 characters, so the 
maximum number of possible characters that are 
used in attempts to access the encryption key are 255 
characters. 

The key is also characterized by its sensitivity 
during the decryption process, and the sensitivity of 
the key was measured by the algorithm which used a 
key in the decryption process that differs from the 
original key that was used in the decryption process 
by one character. Figure 5 shows an image retrieval 
process after using a forge key with one-letter 
differences from the secret key. The (KAREEM) key 
was used to encode Aire image shown in Figure 5 
(a), and then attempt to retrieve the images using a 
similar fake key ((KAREED), which differs from 
The original key only in the last letter, but the results 
show the clear difference between the two retrieval 
processes using the original key and the fake key 
(Figure 5(d)). It means that the fake key did not 
succeed in accessing the original image despite the 
great consistency between it and the original key, and 
this indicates how good the algorithm is when used 
in the encryption process. 

 
4.3. Efficiency Analysis 

 

The privacy encryption mobile application based 
on the proposed encryption scheme has the features 
that increasing the storage space capacity so that the 
user can later upgrade his private storage space on 
the cloud computing. Also, when the user forgot the 
image data (name - description - encryption key) or 
the album selects a button in the program,   the user 

will demand the proposed application to send the 

description file which contains the name and 
description of each photo or album and its encryption 
key. The application can be updated to gain more 
trust over searching images, by enable searching over 
encrypted stored images by using the methods for 
searching over encrypted data such as Locality hash 
function with semantic algorithms Figure 6 shows a 
screen shot of our implemented encryption system 
for Android mobile system. 

 
5. Conclusion and Future Works 

 
We presented a proposed encryption system for 

images, and it was implemented as an offer to the 
Android mobile system. The application solved two 
main problems in most of the current applications 
which is how to secure the images so that only the 
user is able to decrypt the image, and how to retrieve 
the images in an easy way for the user to retrieve 
only the images that he wants to retrieve. 
Measurements about the encryption metrics had been 
applied, and it showed that the proposed encryption 
system has a good encryption quality. At the end of 
the research, the research recommends continuing to 
update the application to achieve many of the 
following goals: 

 

1. Use the app to protect videos by encrypting them 
also using the algorithm for future 
implementation. 

2. The application can be updated to use it to 
encrypt chat messages and link it to WhatsApp 
or any other chat program. 

3. The application can be updated to enable the user 
to search better to search encrypted images using  
 

4. exploration algorithms if the text asymptotic to 
describe the images as the use of semantic 
algorithms. 
 

     Be brief and state the most important conclusions 
from your paper. Do not use equations and figures 
here. 

(a)  (b)  (c)  (d)  

Plain Image 

53, 149, 212, 86, 83, 89, 77,

Encrypted image with user 
secret key"KAREEM" and  a 
chosen attractor  

53, 149, 212, 86, 83, 89, 77, 101 ;

Decrypted image with user secret 
key"KAREEM" And  a chosen 
attractor 53, 149, 212, 86, 83, 89, 77

Decrypted image with  false 
secret key"KAREED"

Figure 5. Image retrieval process after using a key that differs from the original key used by one-letter encryption. 
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Figure 6. The screen of the proposed mobile encryption 
application 

 
Applied, and it showed that the proposed 

encryption system has a good encryption quality. At 
the end of the research, the research recommends 
continuing to update the application to achieve many 
of the following goals: 
 

1. Use the app to protect videos by encrypting them 
also using the algorithm for future 
implementation. 

2. The application can be updated to use it to 
encrypt chat messages and link it to WhatsApp 
or any other chat program. 

3. The application can be updated to enable the user 
to search better to search encrypted images using 
exploration algorithms if the text asymptotic to 
describe the images as the use of semantic 
algorithms. 
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