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Abstract – Autoregressive models represent a time 
series as a linear dependence of the current value on 
the retrospective ones. Their feature is the 
mathematical and statistical base and formalization of 
the requirements for the parameters’ selection, which 
makes them relevant and effective. The article 
describes an algorithm for analyzing time series 
representing changes in the integral risk indicator and 
its modeling using various autoregressive models with 
subsequent comparison of their adequacy and quality 
evaluation of the resulting forecast. It is shown that 
with the help of this class models, it is possible to build 
a forecast for a time period sufficient to make a 
decision on preventing accidents at complex 
infrastructure facilities. 
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1. Introduction

When determining the methods and frequency of 
inspection (technical surveys) of objects working 
under pressure, as well as their maintenance, repair 
and other measures, two approaches can be 
conventionally distinguished: 
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 traditional (or prescriptive) is adopted in a
number of countries, including Russia, based on
the strict regulatory requirements fulfillment for
the timing and methods of inspection;

 risk-oriented, which takes into account the
technical devices’ actual state and factors
influencing the risk of their failure.

In the first approach, the inspection is associated 
with shutdown, run of equipment, tanks’ inspection, 
which accelerates run-out and increases the risk of 
depressurization. In addition, the shutdown of the 
equipment entails losses from the enterprise’s 
downtime and the government's budget revenues 
from the taxation of missed profits lost to the state. 
At the same time, this approach does not guarantee a 
reduction in the accident risk, but it can lead oil and 
gas companies to significant financial costs [1]. 

The second approach implementation requires the 
use of modern inspection methods based on 
monitoring, which involves the identification, 
analysis and prediction of industrial accidents 
hazards, risk evaluation and possible scale of 
accidents consequences in real time, to organize the 
necessary measures to prevent them, to prevent the 
threats’ emergence of major industrial accidents and 
increasing the ensuring industrial safety’s efficiency 
at a separate HPF and / or in the system of supervised 
facilities as a whole [2]. 

Different countries have different approaches to 
hazardous factors in production, while a systematic 
approach based on Process Safety Management, 
Dangerous goods control and Safety Engineering 
concept science-intensive prevails. In Russia, the 
industrial safety is designed to maintain protection 
from accidents and their consequences, the main 
concept of which is HPF [3], [4]. 

The risk’s role in the HPFs’ activities, which work 
is associated with the possibility of causing 
environmental damage, material and human losses, is 
very great. The need for risk management today is a 
complex urgent problem due to the risk 
management’s holistic theory lack, as well as the 
ambiguity of using various risk evaluation methods 
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in building a risk management system, which is a 
relatively new direction in economic science. 

Under risk, there is meant the probability of an 
event occurring that can have a negative impact on 
the set goals achievement and entail damage. The 
risk is in direct proportion to the objectivity and 
validity of the management decisions taken. 

Therefore, the development of methods and tools 
for predicting and evaluating industrial safety risks is 
relevant and has scientific and great practical interest. 

Industrial accidents have their own characteristic 
features, the main ones being the comparative rarity 
of accidents in comparison with the production life 
cycle and significant range of consequences. The 
danger of industrial accidents is usually evaluated by 
severe damage possibility or threat of their causing. 

The modern accident risk’s quantitative evaluation 
as a tool for analyzing industrial hazards was mainly 
formed in the West and in the USSR in the 1970s-
1980s as a reaction to the major accidents 
phenomenon that swept through the industrialized 
and developing countries during these years. 

Attempts to apply the well-known and well-
developed methods of reliability theory to evaluate 
the rare unique events’ frequency, and the theory of 
probability to determine the accident damage’s 
random values in complex technical and social 
systems, have not brought satisfactory results. 
Therefore, for example, the theory of reliability 
operates with a random time value between 
successive failures, for "unique" accidents 
(catastrophes) this value tends to infinity. In addition, 
the accidents’ causes are not only equipment failures, 
but also poorly formalized human errors and poorly 
predictable external influences. 

Monitoring and risks’ evaluation associated with 
the equipment’s reliability that makes up the HPF 
process chain becomes especially important at the 
operation stage, since they significantly depend on 
the equipment’s maintenance quality (repair), used 
consumables, catalysts and physical and chemical 
properties of the extracted / processed raw materials 
that can change over time. In addition, equipment 
(technical devices) during operation is subject to 
mechanical wear, environmental impact and 
aggressive processed materials (corrosion, erosion, 
etc.), which can affect their operation reliability. 

Thus, the enterprise’s industrial safety of complex 
technological processes is influenced by many 
factors of both external and internal nature, which, 
for a generalized evaluation, must be brought 
together into a single integral risk indicator [5]. 

Under the integral risk indicator there is meant the 
metric that is used to evaluate the risks to which HPF 
is exposed. The integral risk indicator formation is an 
independent and rather complex scientific and 
practical task. The integral risk metric should take 

into account the parameters most critical for the 
production business process, taking into account their 
weights that affect its evaluation. Moreover, this list 
of parameters cannot be too large, since the 
evaluation of industrial safety risk and its forecast 
should be carried out in real time, so that if the risk 
probability exceeds the standard level, there is time 
for making decisions and organizing measures to 
counter an emergency or catastrophic situation.  

The data collection from all technical and 
production systems of the HPF landscape, 
preliminary processing and transformation of them 
into information, storage, analysis and transmission 
of a complex solution to control objects is entrusted 
to the intelligent monitoring systems. Under 
intellectual monitoring is meant not only the process 
of observing and registering the object’s parameters, 
in comparison with the specified criteria for judging 
both the individual elements’ state that make up the 
object’s landscape, and about the object as a whole, 
based on the analysis of its characteristics. Such 
monitoring is designed not only to observe the 
object’s state, but also to predict changes in its state 
to determine and predict the failure moment, both of 
its individual elements, and the transition to a critical 
state of the entire object, including the prevention of 
emergency situations leading to damage or object’s 
destruction. In this case, the monitoring purpose is to 
prevent the negative event onset, and not to simply 
inform about an accident or catastrophe. At the stage 
of analyzing the data obtained, in this case, a 
predictive mathematical model is constructed that 
describes the indicators’ behavior that depends on 
time, the so-called time series. This process makes it 
possible to evaluate the data dynamics and build 
confidence intervals for admitting deviations of the 
integral risk indicator’s obtained actual values of the 
minimum and / or the maximum calculated ones. 
Forecasting, as an integral part of intelligent 
monitoring systems, provides information to prevent 
the occurrence of emergency situations at HPFs. 

This article describes the process of constructing 
the integral risk indicator’s autoregressive 
mathematical model of complex infrastructure 
facility. 
 

2. Methodology 
 

The task of the integral risk indicator forecasting is 
to determine the metrics’ future values under 
consideration using machine learning methods based 
on historical data. In what follows, the integral risk 
metrics’ obtained values will be called signals for 
simplicity. In general, the process of building a 
mathematical model includes the following steps: 
1. considered signal analysis; 
2. time series’ main components determination; 
3. building a forecast mathematical model; 
4. forecast accuracy evaluation of the risk indicator. 
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2.1. Considered Signal Analysis 
 
To build a model that accurately describes the 

signal’s behavior, it is necessary to analyze the input  
data to establish the number of characteristics’ 
values. In this work, the considered signal is the 
integral risk indicator, which mathematical model is 

the time series 𝑢  of the dynamic variable 𝑢 𝑡  
[6]: 

 

𝑢 𝑢 𝑡 , 𝑖 1, 𝑁,  (1) 
 

with current values’ regression dependence from 
retrospective ones.  

 
 

 
 

Figure 1. Integral risk’s index for a weekly period 
 
Figure 1. shows the integral risk’s index for a 

weekly period with every 2 minutes frequency of 
readings. During data collection, due to various kinds 
of interference, the so-called noise, the data is 
distorted, including the received data homogeneity, 
that is, for specific points in time 𝑡 , the values of the 
time series 𝑢 𝑡  are atypical, anomalous. In 
mathematical statistics, such values are called 
outliers and must be removed from the series and 
then replaced by an acceptable value by 
interpolation, since such values do not allow the 
model to concentrate on the series’ key indicators, 
distracting to particular atypical cases. 

To filter the integral risk indicator’s outliers, it was 
proposed to apply an analytical method based on the 
interquartile range, which proved to be effective 
when considering stochastic processes at an 
industrial enterprise.  

To determine the extreme values, the assumption is 
made that the main signal scattering is located 
between the 1st and 3rd quartiles, i.e. between the 25th 
and 75th percentiles (Figure 2.). It contains the center 
50% of the observations in the ordered set, with 25% 
of the observations below the center point and 25% 
above: 

 

𝐼𝑄𝑅  𝑄 𝑄 ,,  (2) 
 

Where 𝑄  is the lower (first) quartile, 𝑄  is the 
upper (third) quartile. Let us believe that the points 
with the 𝑖 index are anomalous if they do not meet 
the condition: 

 

𝑄 1.5 ∗ 𝐼𝑄𝑅 𝑢 𝑡 𝑄 1.5 ∗ 𝐼𝑄𝑅 . (3) 
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Figure 2. Histogram of frequency distribution 
 
For points outside the specified range, the new 

value was calculated using local cubic spline 
interpolation, which for each interval 𝑡 ;  𝑡  

constructs an interpolation polynomial of the third 
degree: 

 

𝑆 𝑡
∙ ∙

𝑦
∙ ∙

𝑦
∙

𝑚
∙

𝑚 , (4) 

 

where 𝑡 𝑡 𝑡 , 𝑖 1, 𝑛 1, ℎ  . 
 

 
 

Figure 3. Input signal after the filtering outliers’ process 
 
It can be seen (Figure 3.) that the new series has no 

bright outliers. 
 
2.2. Time Series’ main Components Determination 

 

After obtaining the time series, that meets the 
requirements for the homogeneity of the time step 
𝜏: 𝑡 𝑡 𝑖 1 𝜏 and the outliers’ absence, it is 

necessary to determine the main characteristics’ 
values to create an adequate mathematical model 
describing the stochastic process. The time series is 
additive and consists of the following components 
[7]: 

 

1. trend (systematic movement); 
2. seasonality effect; 
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3. fluctuations in relation to the trend; 
4. irregular component. 

The trend is a component that changes 
systematically over a long time period. The data 
trend may increase, decrease, or be stable over time, 
but generally be upward, downward, or stable. 

The least squares method is used to determine the 
trend component: 

 

𝐹 𝑦 ∑ 𝑢 𝑡 𝑇 𝑡 → 𝑚𝑖𝑛, (5) 
 

where 𝑇 𝑡 , 𝑖 1, 𝑛 is a trend function. 

 
 

Figure 4. Trend component of the integral risk indicator 
 
Seasonality effect is the changes imposed on the 

system by some external cyclical mechanism and 
leading to oscillatory processes. To be sure that 
seasonality is present in the consideration series, and 
fluctuations in the integral risk indicator’s values are 
not caused only by random external factors’ 
fluctuations, a study was carried out for the presence 
of a seasonal component. 

This study is iterative: first, the rough trend is 
excluded and the seasonal factor is estimated, 
seasonality is excluded from the initial data, the trend 
is re-evaluated, etc. 

For the additive model, the seasonal component is 
represented by the absolute deviation indicator 𝑆𝑎 : 

 

∑ 𝑆𝑎 0,   (6) 
 

where 𝑘 1, 𝑙 is the season number within the 
considered time series period, 𝑙 is the number of 
seasons in the reviewed period. Then for 𝑢  series, 
where 𝑗 1, 𝑚 is the period number in the whole 
row, and 𝑚 is number of periods, and 𝑢  smoothed 
row’s absolute deviation indicator 𝑆𝑎  at some row 
calculated by the formula: 

 

 
 

Figure 5. Seasonal component of the integral risk indicator 
 
When the trend and periodic components are 

identified, a series is left representing fluctuations. 
Further research is aimed at identifying the residual 
series systematization, that is, at determining the 
dependence of the series on time values. If the series 
is systematic, then the phenomenon under 

consideration is fluctuations relative to the trend, 
which is a significant component and has a tangible 
effect on the subsequent series values; otherwise, the 
residual series is an irregular component (or error) 
and must be differentiated from the general time 
series for building a more accurate model. 
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Figure 6. Remains of the integral risk indicator after extracting the trend and seasonal components 
 
To study the systematization of the residuals, let us 

use the criterion based on Spearman's rank 
correlation [7]: 

 

𝑟 1 ,   (7) 
 

where 
 

𝑉 ∑ 𝑗 𝑖 𝐻 ,  (8) 
 

𝐻
1, 𝑢 𝑢
0, 𝑢 𝑢
1, 𝑢 𝑢

.,  (9) 

 

For the considerate series, the 𝑟  value was 0.67, 
which indicates the considered residual series’ 
systematization, which is a significant component 
and cannot be differentiated from the general integral 
risk indicator. 
 
2.3. Building a Mathematical Model 

 

Time series models can have different forms, 
structures and represent different stochastic processes 
[8]. From current values’ linear dependence 
assumption of the series on the retrospective ones, let 
us use the class of autoregressive models, the general 
view of which is given as follows: 

 

𝑌 ∝ ∑ ∝ 𝑌  𝜀 ,, (10) 
 

where ∝  is constant (often takes zero value); 
𝑝 is the number of series’ historical values; 
 
 
 
 

∝  are autoregressive coefficients; 
𝜀  is the random error with the following properties: 
 

 

1. 𝐸 𝜀 0; 
2. 𝐸 𝜀 𝜎 ; 
3. 𝐸 𝜀 , 𝜀 0, 𝑡 𝑠. 

 

This model describes a stationary process of order 
𝑝, i.e. a stochastic process in which the probability 
distribution does not change over time, and the 
number of lags, the so-called delays, that is, the 
number of series’ retrospective values, is equal to 𝑝. 

The series is stationary in the broad sense if the 
average, variance and covariance 𝑌  do not depend on 
the time 𝑡 [9]. 

To determine whether the process is stationary, let 
us use the Augmented Dickey-Fuller (ADF) test [10] 
for the presence of unit roots (Table 1.). 

 
Table 1. ADF test results 
 

ADF statistics -4.455 

p value 0.0002 

Critical values of a given 
significance level 

1% -3.432 

5% -2.862 

10% -2.567 
 
The test showed that the time series under 

consideration has a unit root, which means that the 
first differences of the series are stationary by 
definition, and the process under consideration is a 
first-order autoregression (Figure 7.).  

 
 
 
 



TEM Journal. Volume 10, Issue 1, Pages 45‐54, ISSN 2217‐8309, DOI: 10.18421/TEM101‐06, February 2021. 

TEM Journal – Volume 10 / Number 1 / 2021.                                                                                                                           51 

 

 
 

Figure 7. Time series after transformation by the first order difference operator 
 
Based on the foregoing, the ARIMA (Auto 

Regressive Integrated Moving Average, Box-Jenkins 
model) model was chosen as a model describing the 
process of changing the integral risk indicator, 
autoregression model, an integrated moving average, 
a distinctive feature of which is the processes 

described interpretation by the integrated time series 
(difference-stationary time series). The 
𝐴𝑅𝐼𝑀𝐴 𝑝, 𝑑, 𝑞  model is three-parameter and is 
expressed as follows: 

 

∇ 𝑌 ∝  ∑ ∝ ∇ 𝑌 ∑ 𝛽 𝜀 𝜀 ,   (11) 
 

where: 𝑑 is the non-negative integer characterizing 
the order of the model’s integrated part; 
∇  is the difference order operator 𝑑, ∇ 1 𝐿 ; 
𝑞 is the random deviations’ previous values’ number 
taken into account in the model; 
𝛽  are the moving average coefficients. 

Above, there have been defined the parameter 
𝑑 1 as the order of the difference operator, under 
the influence of which the series becomes stationary. 
To determine the parameters 𝑝 and 𝑞 , consider the 
graphs of the autocorrelation functions (ACF) and 
partial autocorrelation function (PACF) of the 
integral risk indicator, differentiated once (Figure 8.). 

 

 
 

Figure 8. Graphs of the ACF and PACF functions for the integral risk indicator, differentiated once 
 
For parameter 𝑝 evaluation, let us consider the 

PACF function, which shows the correlation between 
the series’ values and their lag, but without taking 
into account other dependencies (hence the name: 

partial). The maximum autocorrelation coefficient 
other than zero indicates an approximate parameter 𝑝 
evaluation, which for the considered time series is 1. 
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The values’ determination of the parameters ∝  
and 𝛽  occurs at the training the model stage using 
the maximum likelihood method [11]. 

 
3. Results and Discussion 

 
After obtaining all parameters’ evaluations for the 

constructed model, the residuals are calculated: 
 

𝑒 𝑌 𝑌 ,   (12) 
 
 

 
 
 
 

by which the resulting model’s adequacy is 
evaluated. Earlier there was introduced the 
assumption that the model error 𝜀  is the white noise. 
Consequently, if the process is successfully modeled, 
the residuals 𝑒  under consideration should be 
uncorrelated normally distributed random variables. 
Figure 9. shows residual’s graph ACF function. 
Since the outlier is present only at zero lag, it can be 
concluded that the error of the resulting model is 
random enough that it cannot be refined by another 
model. 

 
 

 

Figure 9. Plot of ACF residuals 
 
A well-established method for evaluating the 

autoregressive time series model’s quality is the 
Akaike’s information criterion (AIC), which is used 
for models using the log likelihood function. This 
criterion shows how much information will be lost by 
decreasing the number of model parameters: 

 

𝐴𝐼𝐶 2𝑘 2 ln ℒ ,  (13) 
 

where 𝑘 is the number of model parameters; 
ℒ is the likelihood function’s maximum. 

For the constructed model of the integral risk 
index, the logarithm of the likelihood function is 

equal to 10378.568, and 𝐴𝐼𝐶 25912.2 with the 
initial values 18479.652 and 36943.304, 
respectively, which is a good modeling indicator. 

The final stage in the building of a mathematical 
model for predicting the integral risk indicator is the 
building and forecast analysis. One of the tasks of 
this step is to determine the maximum length of the 
forecast period during which the considered model 
meets the quality requirements, for the calculation of 
which let us use the following indicators: the 
Kullback-Leibler distance (𝐾𝐿 𝐷), the determination 
coefficient (𝑅 ); as well as visual analysis. 

 

 
 

Figure 10. Result of integral risk indicator forecasting 
 



TEM Journal. Volume 10, Issue 1, Pages 45‐54, ISSN 2217‐8309, DOI: 10.18421/TEM101‐06, February 2021. 

TEM Journal – Volume 10 / Number 1 / 2021.                                                                                                                           53 

Figure 10. shows the prediction result (dashed line) 
for a period of 200 minutes (100 points) and the 
previous values of the series (solid line) for 400 
minutes (200 points). As can be seen from the graph, 
at first the forecast had a high accuracy and described 
the future behavior of the value under consideration 
quite well, but with an increase in the prediction step 
number, its quality deteriorated; moreover, the model 
predicted an uptrend in the interval when the trend 
was downtrend (after about an hour and a half from 
the start of forecasting). 

Let us determine the period for which the built 
model is able to qualitatively predict the integral risk 
indicator’s future values. To do this, consider the KL 
information criterion (16), which is a measure of the 

distance between two probability distributions [12], 
[13]: 

 

𝐾𝐿 ∑ 𝑧 log
̂

, 𝐾𝐿 0.,      (14) 
 

The KL shows how much information will be lost 
when replacing the true series 𝑧  with the assumed �̂� , 
the smaller the KL value, the better the coincidence 
of the initial and calculated series. 

For two distributions, the validation dataset and the 
predicted one, the KL is 𝐾𝐿 0.225. Let us take this 
value as an acceptable level and plot the dependence 
of the KL indicator value on the period value on the 
basis that each interval included in the period 
contains 5 points (10 minutes), and the very first 
period contains two intervals. 

 

 
 

Figure 11. KL indicator dependence on the value of the period 
 
As can be seen from the graph (Figure 11.), for 

small periods the indicator’s value is within the 
acceptable level, but with an increase in the number 
of intervals included in the consideration, the 𝐾𝐿 
value will first sharply increase, and then it is at high 
levels, periodically decreasing to an acceptable level. 
The time period for which the 𝐾𝐿 indicator has never 
exceeded the acceptable level is 70 minutes [14]. 

In order to consolidate the obtained result, let us 
conduct a similar test using the coefficient of 
determination indicator 𝑅 , which characterizes how 
well the observed results are reproduced by the 

model, based on the share of the results explained by 
the model total deviation: 

 

𝑅 1 , 0 𝑅 1,  (15) 
 

where 𝑆𝑆𝑅 ∑ 𝑧 �̂�  is the sum of squares 
regression residuals; 
𝑆𝑆𝑇 ∑ 𝑧 𝑧̅  is the total variance. 

The coefficient of determination takes values from 
0 to 1: the closer the coefficient value to 1, the 
stronger the dependence. For acceptable models, 
assume that 𝑅  must be at least 0.6. 

 

 
 

Figure 12. Dependence of the 𝑅  indicator on the value of the period 
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Figure 12. shows the dependence of the indicator 
𝑅  value on the value of the period under 
consideration. The resulting graph confirms the 
results obtained earlier when considering the values 
of the 𝐾𝐿 indicator: the most qualitative forecast is 
obtained in short periods containing the first several 
intervals, after which the forecast quality drops 
significantly. The value of the allowable period when 
considering the 𝑅  index was 80 minutes [15]. 

 
4. Conclusion 

 
The analysis of the integral risk indicator on real 

data of a large industrial facility and mathematical 
modeling of the obtained time series showed good 
results for the practical application of autoregressive 
models for forecasting in the industrial safety field. 
The forecast accuracy evaluation using various 
criteria made it possible to conclude that 
autoregressive models describe well the dynamics of 
changes in the integral indicator of enterprise’s 
industrial safety risk and allow predicting its further 
behavior, which increases management efficiency. 
The test data against which the predictive data is 
compared is entirely within the 95% confidence 
interval. This allows asserting that the class of 
models under consideration can be used to predict the 
integral risk indicator. 

The advantage of this model type is the absence of 
requirements for high computational costs, and 
therefore, for expensive equipment, with the goal of 
obtaining a prediction with a satisfactory quality 
level for a period sufficient for making a decision 
and organizing measures to prevent an accident. 

The research and suggestions carried out in the 
article were used by the company “RKSS-
Programming Systems” in the innovative software 
complex for intelligent monitoring “Zodiac” to 
predict industrial safety risks in a number of HPFs of 
the Fuel and Energy Complex of Russia. 
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