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Abstract – Password-based is widely used as an 
exchange model in many areas such as smartphones, 
computers and other devices in which the keys are 
directly distributed to the recipients. Therefore, the 
implementation of cryptographic protocols without key 
exchange remains an undesirable area. The three-pass 
protocol is an instrument that enables sender and 
receiver to send encrypted data without any of the keys 
being transmitted to recipients. Furthermore, this 
process eliminates key exchange between senders and 
recipients when there is three ways direct 
communication using their own key. 
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1. Introduction

Nowadays, password-based is widely used as an 
exchange model in many areas such as smartphones, 
computers and other devices where keys are directly 
distributed to the recipients [6],[3],[2].  
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The key distributions are usually performed on 
algorithms that fall under symmetric type which 
make use of only one secret key to encrypt and 
decrypt data [24], [14], [10]. Cryptography [27], 
[16], [5] is the scientific method that uses encrypted 
data for encryption of keys, and it will be difficult for 
someone without decryption keys to understand. 
Furthermore, the process is carried out by an 
algorithm with several parameters such as random 
numbers and keys [7], [17]. Proper use of decryption 
key allows effective retrieve of the actual data. 
Therefore, the implementation of cryptographic 
protocols without key exchange remains an 
undesirable area, and the strength is based on 
padding and generated keys.  

One of the model without key exchange protocols 
is Three Pass Protocol (TPP) [22], [24], [26], which 
is the main focus in this research work. The TPP is a 
framework that allows sending of encrypted 
messages without key distribution. TPP eliminates 
the process of exchanging keys between senders and 
recipients, where there is three-way direct 
communication using their own key. Therefore, this 
method is different from cryptographic symmetric 
techniques that requires mandatory distribution of 
key for decryption process. Meanwhile, the 
asymmetric method needs a long lock,  it also 
requires a longer computation process than the 
symmetric, and it constrains session keys for 
delivery. 

Data protection, encrypted communication, remote 
authentication and authentication of ownership are 
well recognized examples of digital security models. 
It is also known as information security, which plays 
an important role in almost every person's life [23]. 
These security schemes are barely used to check 
email, activate smart phones, turn on television etc. 
However, both of these processes conduct various 
mathematical calculations to verify the identity of the 
user and to preserve the validity of the information 
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transmitted. These statistical measurements are 
referred to as a cryptographic operation [9], [12]. 

Traditionally, one or many keys are used to convert 
plain text to cipher text at the control panel level [1], 
and the plain text can be retrieved at the destination 
with the use of proper decryption keys. A 
transformation in terms of costs and time is not 
possible without access to suitable decryption keys 
[19]. Therefore, the cipher text becomes secure and 
the attacker could not have access to the important 
data. However, the main disadvantage in this process 
is the illegal sharing of key from one user to another, 
i.e. key distribution problem. The implementation of 
cryptographic protocols without key exchange 
remains an undesirable area. In addition, the 
effectiveness of these approaches without exchanges 
depends on both the padding and the keys generated.  

The most widely used model is three pass protocol 
(TPP) which enables the transmitter to send cipher 
text to the receiver without key distribution. It avoids 
the procedure of key exchange between sender and 
receiver, in which the transmission occurs in 3 
directions where the two parties own their individual 
keys. This is in contrast to symmetric cryptographic 
techniques which requires a large key distribution 
process for effective decryption, while the 
asymmetric type needs a long lock. It also takes a 
longer computation time compared to the limitation 
of symmetric model and session for keys delivering.  

In this study, TPP was used for secure 
communication.  In order to prevent and minimizes 
the attacks during the message communication, the 
Pohlig-Hellman (PH) Algorithm was individually 
combined with TPP to make the communication 
highly secure. This is because there is no exchange 
between sender and recipient, and the ciphertext 
result in an arbitrary. It makes use of 2kPNs as 
algorithm for PN generator that was used for 
Encryption and Decryption in PH. 
 
2. Methodology 

 
2.1. Cryptography Technique 

 
There are various forms of encryption techniques 

used in cryptography, as shown in Figure 1. The 
classification is ideally suited to the most important 
variants used by modern ciphers. There are variations 
between symmetric and asymmetric ciphers. In 
addition, symmetric techniques have been divided 
into two groups, namely stream and block ciphers.  

 

 
 

Figure 1. General categorization of cryptography 
 

Cryptographic techniques  are classified into two 
types, namely symmetric and asymmetric as it is 
shown in Figure 2 and Figure 3 [11], [20]. A 
cryptographic cipher is assumed to be symmetric 
when identical secret keys are used to encrypt and 
decrypt data. At the same time, two different keys are 
used in asymmetric cipher. Only one key is kept 
undisclosed which is known as a private key. The 
second key, on the other hand, is used to allow data 
encryption, which is especially aimed at the user of 
the respective private key. This second key is often 
revealed to average people because in certain cases, 
the receiver will like to send encrypted messages for 
all to be viewed. So, the key is known as the public 
key.  

 
 

Figure 2. Process involved in Symmetric Encryption 
 

 
 

Figure 3. Process involved in Asymmetric Encryption 
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A message encrypted using a public key can only 
be decrypted using the corresponding private key, 
and vice versa. This is useful in situations where a 
recipient without previous communication wants to 
make a secure transmission with another party to 
transmit a shared secret key (similar to symmetric 
cryptography). If the user wants to transfer encrypted 
data, they can get the public key of the intended 
recipient from the public directory and use it to 
encrypt the message before sending it. The recipient 
of the message can be decrypted using the correct 
private key. At the same time, when the sender 
encrypts a private key, the message will be decrypted 
at the same time as the public key and the sender will 
be authenticated. These functions are carried out 
automatically. As a result users do not need to 
physically lock and unlock the post. 

Asymmetric cryptography is based on 
mathematical problem that does not provide an 
efficient solution, such as integer factorization, 
discrete logarithm, or the ratio of elliptic curve. This 
is considered as an issue because it is time-
consuming however, it is faster than brute Force in 
trying out every possible key, and it will required 
larger key sizes. The keys in the asymmetric 
encryption are at most twice the size as the 
symmetric key on the same security. This is because 
of the hardware constraints of embedded systems. 
The lighter need for symmetric cryptography is 
preferred above all to avoid the multiplication of 
large numbers when calculating and storing of large 
keys in an asymmetric cryptographic model. 

 
2.2. Protocol and Authentication 

 

Cryptography is also used for hidden purposes. The 
encryption and decryption features can be extended 
to a specific method such that the legitimacy of one 
person can be displayed to another. This method is 
defined in the Cryptosystem Authentication Protocol 
and additional details are given in Figure 4. A 
cryptosystem may embed multiple security levels to 
each entity across different access circumstances. 
Access circumstances  will  define the rights gained 
and the authorization of a specific person. In the 
meantime, an overview to the specifics of the 
principle of authorization is given in Figure 5. 
 

 
 

Figure 4. Two‐pass single authentication protocol [25] 
 

 
 

Figure 5. Two‐pass mutual authentication protocol [25] 
 

Figure 5 describes the fundamental security 
mechanism for a three-pass mutual. After a 
successful mutual [25], Alice and Bob could trust 
each location and initiate a transmission session. It is 
a common practice to cryptographically chain that 
every extra transmission for the original session 
should authenticate the credentials. A session  has to 
be initialized with a specific (fresh) arbitrary 
challenge containing sufficient entropy to suppress 
predicted values or potential collisions. A structured 
ISO/IEC 9798-2 is an extra purified and difficult 
example of the three pass mutual authentication 
protocols. Furthermore, this special verification 
method is presented in the literature [4]. In the 
meantime, enhancing the authentication protocol is 
one way to reduce the use of confidential data that is 
spread globally in a symmetrical cryptosystem. One 
example is the development of diversification 
cryptographic keys. Diversified keys are provided by 
an individual that came from a confidential master 
and concerned with the identification of subscriber 
data. In this path, different keys are generated for 
each entity. When these keys have been enhanced, 
only advanced individuals operate together and are 
not private. Authorization is often confused with 
authentication. An authorized state shall classify an 
individual based on a particular group defined in the 
Access Catalog [18]. The authentication method can 
be used as a simple validation technique for reaching 
an authorized state, but its main objective is to 
identify and validate the individual. The access 
situation in the cryptosystem is defined quite strictly 
in the terms of the authorisation which required a 
comprehensive criterion for access circumstances 
that would be acceptable after verification of the 
ownership of a specific set of credentials. After a 
good confirmation, the status will be updated. The 
individual obtains the correct definition of 
authorisation in the access circumstances, as seen in 
Figure 6. 
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Figure 6. Three-pass mutual authentication protocol [25] 
 

2.3. Proposed Method 
 

Key distribution protocols are widely used as 
exchange model in which keys are distributed 
instantly to the receiving end, and this process takes 
place on the models which are symmetric in nature. 
On the other hand, TPP is a framework which 
enables the sender to transmit encrypted message to 
receiver without the used of secret key. This is 
known as TPP because the transmitting and receiving 
users do not required exchange of keys and the 
communication takes place in 3-directions where 
both parties use separate keys. It allows different 
type of cryptographic algorithms to be implemented. 
In this research work, PH algorithm is employed in 
TPP protocols with its extended versions. 

In this paper, a proposed model was derived to 
improved Pohlig-Hellman (IPH) algorithm in TPP, 
furthermore, the derived used a prime number 
generator (PN) based on Sieve of Eratosthenes (SE) 
and is referred by IPH-TPP. 
 
3. Result and Discussions 

 
In cryptographic protocol, security is a mandatory 

factor because of multiple attacks which occur due to 
wrong selection of techniques. Only a few 
applications that are involved in PH and TPP is 
Modular Arithmetic, Greatest Common Divisor 
(GCD), Euclidean algorithm, PN and Inverse Modulo 
respectively. In the first objective, an IPH algorithm 
in TPP is derived by the use of SE based PN 
generator and is referred by IPH-TPP. The proposed 
IPH-TPP involves different processes which are 
explained below. 

 

a. Modular Arithmetic 
  

Modular arithmetic is an integers model in which 
the values reset to zero and starts to rise again, once a 

particular fixed value has been reached, known as 
modulus (modulo). It is commonly employed in 
computer science and cryptography. PH also used the 
technique for encryption and decryption. Encryption 
is applied to measure the values of intended message 
and the key which is acquired by performing modulo 
at fixed prime values. The modular arithmetic can be 
represented as follows: 
 

y z ∗ q r, 0 r 𝑧 
 

b. Computation of additional keys using Greatest 
Common Divisor 
 

This is used in PH when we are calculating 
additional keys. Furthermore, the condition  has to be 
in odd number, with the GCD ranging between an 
odd number  and a total value of 1. This notation 
could be defined as K ∈ odd, K GCD K , θ 1 
GCD is measured with number 𝑢 and 𝑣 and largest 
integer 𝑑 so that it is derived as 𝑑 | 𝑢 and 𝑑 | 𝑣 which 
is stated as 𝐺𝐶𝐷 𝑢, 𝑣   𝑑. For example, to 
determine 𝐺𝐶𝐷 1.3  1, it is noted that the values 
of 𝑢 and 𝑣 is 1 and 3. 
 

c. Computation of Inverse modulo using 
Euclidean Algorithm 
 

The Euclidean method was used to calculate the 
inverse of the number modulo n. In general, the 
multiplicative inverse of K is I/K, since K*(l\K) = 1. 
In modular arithmetic, it is hard to calculate the 
inverse number. The inverse modulo X of K can 
therefore be described as: 

 

1  𝐾 ∗ 𝑋 𝑚𝑜𝑑𝑢𝑙𝑜 𝑛  
𝐾 ∗ 𝑋  3 1 𝑚𝑜𝑑𝑢𝑙𝑜 𝑛  
𝐾  𝑋 1𝑚𝑜𝑑𝑢𝑙𝑜 𝑛  

 

In general, it is difficult to find a solution to a 
modular inverse problem. For example, the inverse 
of the 4 module 11 is 3. At the same time, 4 does not 
have an inverse 12 modulo. There is a particular 
solution in many cases, if K and n are relatively 
primes. If K and n are not relatively prime, then there 
is no solution. When n is PN, each number from 1 to 
(n-1) is relatively prime to n and has exactly one 
inverse modulo n in that range. The basic principle of 
the Euclidean algorithm is to discover the two-digit 
Greatest Common Divisor (GCD). In this case, this 
technique is used in PH to evaluate the importance of 
additional keys [21]. It there is 2 negative integers y 
and z such that y ≥ z, the Euclidean technique could 
identify the maximum divisor of y and z. 

 
Modulo Inverse Computation 

 
In modular arithmetic, division operation is not 

available. Therefore, modular inverse is applied and 
the operation is listed as follows. 
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 A (mod C) is A^-1 
 (A * A^-1) ≡ 1 (mod C) or equivalently (A * A^-

1) mod C = 1 
 Only numbers coprime to SC have a modular 

inverse (mod C) 
 

It is helpful in finding the inverse function of 
numbers. If 𝑢 and 𝑦 is assumed to be PN and 𝑦  1, 
then it is an inversion of modulo 𝑦. Therefore, 
𝑚𝑜𝑑 𝑦  is known as inversion multiplication and is 

an integer 𝑢 1. 
 

u ∗ u 1 ≡ 1 mody  
 

The corresponding prime description is called 
GCD 𝑢, 𝑦 1, and is based on above equation, the 
integers 𝑝 and 𝑞, like: 𝑝 ∗ 𝑢  𝑞 ∗ 𝑦  1 implies: 
𝑝 ∗  𝑢  𝑞 ∗  𝑚 ≡ 1 𝑚𝑜𝑑𝑦  as  𝑞𝑦 ≡  0 𝑚𝑜𝑑𝑦  
then if the value of 𝑝 ∗  𝑢 ≡  1 𝑚𝑜𝑑𝑦 , defined 𝑝 
as the inverse of 𝑚𝑜𝑑𝑦 , therefore, these operation 
is applied to identify inverse value using PH 
encryption and decryption process. 

The PH algorithm is a special-purpose technique 
used to compute the discrete logarithms in a finite 
abelian group whose order is a smooth integer. This 
encryption technique is similar to RSA algorithm. As 
it uses various keys for encryption and decryption, 
this PH model uses asymmetric algorithm [26], [13]. 
Meanwhile, there is no use of public key in PH 
technique in order to avoid security issues. This is 
also applicable to RSA algorithm, because it can be 
used to performing encryption and decryption using 
the following formula:  

 

C  Pe mod z 
P  Cd mod z 

 

Given that the value of e ∗ d ≡  1. According to the 
implementation of PH and TPP models, the 
encryption and decryption of PH-TTP technique is 
depicted in Figure 7. 

 

 
 

Figure 7. PH Process in TPP 
 
 

Sieve of Eratosthenes (SE) is a pattern used for 
finding PN by organizing every natural numbers 
1,2,3,4, . . .  in a sequential order [8]. Once it is 

arranged, across number 1 and continues the same 
process till 𝑛 . All numbers are retained as PNs. It is 
assumed that this technique uses computation to 
identify each PN that are present in the segment 
1; 𝑧  with 𝑂 𝑧𝑙𝑜𝑔𝑙𝑜𝑔𝑧 . Initially, it is easy to write 

numbers from 2 to n. Accurate multiplication of 
number 𝑥 is greater than 𝑥, and it  has to be divided 
by 𝑥. After that, the other number is no longer 
composite. In this case, 3 are marked where as 3 is 
the first prime, and multiples of 3 should be fixed as 
composite. Next, unmarked number is 5 and mark 
multiples of 5. This process is carried out for all 
numbers in a row. Figure 8 shows the process of 
computer engineering in which the PNs are often 
assembled in a sequential order.  
 

 
 

Figure 8. PN generation mechanism 
 
i. The above image reveals that a number is 

considered to be prime if no smaller PN 
divides it.  The repetition occurs in sequence 
order, and it can be divided by one or more 
numbers. Thus, it attains a cell which is not 
marked, then it is considered as indivisible by 
small PN which is assigned as prime. The 
natural numbers are said to be PNs in which it 
comprised of 2 distinct divisors: 1 and itself. In 
order to identify PN less than or equal to a 
given integer 𝑧, Eratosthenes' algorithm is 
applied as follows: 

ii. Form a list of consecutive integers from 2 to z 
such as (2, 3, 4, . . . ,  𝑧). 

iii. Let 𝑝 equal to 2, be the smallest PN. 
iv. Enumerate multiples of 𝑝 by 

counting 𝑝 from 2𝑝-𝑧, mark them in list i.e., it 
would be as 2𝑝, 3𝑝, 4𝑝, . . . ; but 𝑝 itself could 
not be marked. 

v. Identify the first number higher than 𝑝 which is 
not marked. If no number is found, then 
terminate the process, else proceed as let 
𝑝  equals to a new number which is a next PN. 

vi. If the algorithm stops, the numbers that are not 
marked remains as PN below𝑧. 
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The main process is that all the values provided to 
𝑝 are PN. If it is composite, then it is fixed as 
increment of another small PN. Some values are 
marked more than once, e.g., 15 can be marked for 3 
and 5. 

Consequently, it is enough to mark numbers from 
step 3 begins from 𝑝  since every smaller multiple of 
 𝑝 is previously marked. Meanwhile, this technique 
makes it possible to stop at step 4 where 𝑝  is higher 
than 𝑧.  

To initialize and increase the list of odd numbers 
(3, 5, . . . ,  𝑧), from 2𝑝 to 𝑝 in step 3, only odd 
numbers of 𝑝 are highlighted. This is generalized 
using wheel factorization method by creating initial 
list from co-PNs using few primes rather than odd 
numbers i.e., co-prime with 2, and counts 
correspondingly have adjustable multiples. 
Therefore, the multiples of 𝑝 originated are small 
primes.  

This algorithm generates all PN which are not 
greater than 𝑛. It adds common optimization function 
to enumerate multiples of all prime  𝑖 from 𝑖 . The 
time complexity of this algorithm is 𝑂 𝑧 𝑙𝑜𝑔𝑙𝑜𝑔 𝑧  
and the array is updated as O (1) process. Since the 
time complexity is𝑂 𝑧𝑙𝑜𝑔 𝑙𝑜𝑔𝑧), it performs  
 operations to all primes, 𝑝 𝑧 which is inner loop. 

Thus, it is evaluated by: 
 

                     ∑ 𝑧., ∑ .,   

 

The two important facts of SE are 
 

 Number of PN is lower than or equal to 𝑧 be 
approximately . 

 The 𝑡th PN is equal to 𝑡𝑙𝑛𝑡. 
Hence, the sum is expressed as: 
 

∑ ., ∑
, 

.  

 

Here, a PN of 2 is extracted from the sum, since 
𝑘 1 is approximately equal to 0 and can be divided 
by zero. It is estimated that the sum is approximated 
using integral of similar function across 
𝑡 from 2 to  which used the rectangular model as 

the sum relevant to the integral:  
 

                   ∑
, 

𝑑𝑡.  

 

The result of anti-derivative for integral ln 𝑙𝑛 𝑡, by 
substituting and eliminating the lower order is  

 

here: 𝑑𝑡 ln ln ln ln 2 
ln ln 𝑧 ln ln 𝑧 ln ln 2 ln ln 𝑧. 

 

Approximate evaluation of actual sum as:  
 

             ∑ , 𝑧 ln ln 𝑧 𝑜 𝑧 .  

 

The major evidence could be found for precise 
estimation that is exactly inside the constant value.  
 
3.1. Implementation of TPP using SE based PN 

 
The conventional TPP protocol is presented by 

Shamir, but was not completely described in 
Massey‘s article [15]. This protocol is applied in 
several fields because it guarantees confidentiality 
without any advance distribution of secret keys. The 
transmitter and receiver use similar encryption 
technique 𝐸 , where 𝐸 is encryption algorithm and 𝐾 
indicates key. This corresponds commutatively  to 
the correct use of keys. It is expressed 
mathematically by: 

 

𝐸 𝐸 𝑃  𝐸 𝐸 𝑃   
 

where 𝐾  signifies the key of sender and 
𝐾 denotes key of receiver which implies that the 
solution of dual encryption is identical while the 
receiver is first encrypted 𝐾 or 𝐾 or transmitter. 
The classical TPP can be explained as follows:  
 

 Sender and receiver selects its own private key 
randomly, the secret keys are,𝐾 and 𝐾 , 
respectively.   

 Transmitter forwards a confidential plain-text P 
to receiver, and then sender encrypts P with 
senders key 𝐾 , followed by sender forwards 
the simulation outcome cipher-text 𝐶  to 
reception. 
 

                               𝐶 𝐸 𝑃 . 
 

 Next the receiver obtains 𝐶  and encrypts 
𝐶 using receivers key 𝐾 , then receiver 
transfers resulting cipher-text 𝐶  again to 
transmitter 
 

        𝐶 𝐸 𝐶 𝐸 𝐸 𝑃   
 

 When the sender receives 𝐶 , it is decrypted 𝐶  
by the senders key 𝐾 . Due to the commutative 
property in equation (3.1), to eliminate the before 
encryption with 𝐾 and the outcomes are  
 

               𝐶 𝐸 𝐸 𝐸 𝑃

               𝐸 𝐸 𝐸 𝑃 𝐸 𝑃 .  
 

It is followed by the sender forwards 𝐶  again to 
receiver.   

 While receiver gets𝐶 , it is decrypted using 
receiver key in order to acquire 𝐾   which us 
plain-text P that is successfully sent by sender. 
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From summary it is acquired that plain-text is 
produced in two-box with security to receiver. In 
addition, the receiver used 2 keys for opening two-
box with no distribution keys for all patterns in 
conventional TPP. 
 
4. Conclusion 

 
IPH uses SE to increase security process in Three-

Pass Protocol by implementing several algorithms. 
Furthermore, IPH uses keys that do not use private or 
public schemes. Therefore, the application of the 
TPP is very good as the Sender and Receiver can use 
their respective keys and IPH security level is 
increase by applying prime numbers and inverse 
modulo TPP. Further research is likely to evolve into 
the quantum process as the application will be 
extended and the results can be compared with the 
IPH-TPP results of this study. 
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